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Apache Teaclave Java TEE SDK: E[djavaE SN2 i+ HmIEELS

e Apache_Teaclave Java TEE_SDK F{£#

RATS-TLS: BHZiHE AN aERERE MY

BITHREE

Runtime Foundation

BHCSVIER RS

o HETFruntime-attestationfE AN 258
o HETFpre-attestationfE AN Z A5

o EFruntime-attestationfE &L S8

HBIECSVALE EHUM

Intel TDXH B A2

| |

Intel vSGX: Intel SGXE#IL OpenAnOIl

o Intel SGXEMNRESL B ZE Mﬁ ? :I: Y
A

AMD SEVHZ A28

AMD SEVH|Z2 4
Occlum: EFIntel SGXHREZLIbOS
Inclavare Containers: EEZ T EH S RI[EITI I AK

Enclave-CC: #HEERIZE 25

RRITR

Solution

Intel Confidential Computing Zoo: Intel{l B+ EFFIRMB RS
o #iETensorFlow Serving7E & B RS
o ZRZETensorFlowiEmELFR S

o MERMESKRAR
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| INR 2 | XTRHEEZRSLE ( Anolis 0S )

Z#i+tX ( OpenAnolis ) BRI TF 2020 F 9 B, HEZ. ARM, SERMH. B, KB, PRSE.
Intel & 24 REIR/FLEPEWHER L T KEES, HBNEET 300 REEKFSEHE, EREAN
ENFARMXZ—, EERAMEANTWNRAZINA ., BE, ZHERERRATHEEE24077, BRENER
30027, 100 RAREVWF@RTMSEHRIERRNER, BN, RERG. PRSE. PEBHE. BERG
C PIRRE. BRRE. REBER. XA, WERETEHAREERFHELSERWRAR R, £ES
. EBF. B, BEFOERAITRSBFEBIE305,

| Zwr AR 001

Rt X R iR ER AN IRE T —EWTWIAT], TEEEFinER SR e E T s, Ak
—¥RE "FER" NENFRRIRE . Bttt XeeE 2022 B&eldE “FiReIEFE" | =K "TEFRSBEEFEMR
FHRMERX" . "OSCAR FFHRRIERFIR" & 25 TITIWRIA,

| 2415 B IE (R

it XKERLIL 50+ D SIG TIEH, BSEtH. A%, HiEHR. 2. B RZFEESRIERAZOM
BIHTR AN, S&H LN Anolis 0S 7. Anolis 0S 8.x %I, Anolis 0S 23 AR, Lifsea 0S E& /Mt
XA, ANXENGERM CentOS, BEME LA CentOS EREX ) MAFPERETFBARREKIBEESR,
BAFA CentOS BIEEEA,

| RHEEEE

"REFHEENSEMK, BMHtKEREAREEEERSSN. RAZRESW, BEAE,
XTFHEEXRS: ZRHKE_RESASEFHEA! BESEEEEE. 4 FAmEMmA
XFEERRRFN: B KEISRZEZRZTIWAREBF

MBESEWAANLLE, REHHESE: "B B! #2605 500 REeWA, SR X—EH
HBERES, "

| M F R ER

ATEMEFKFERKRREESNHUEELN, EEES|IEWERMTXOS/EE, HXREL '
R BARR-—— TESKREITY, , EREEFSNBLESERS,

#HIET2%&: https://openanolis.cn/page/partner2

THHRIEZR S (Anolis OS) & T ANCK IRARMAZ, MEEMREMHEIHE "W 11" %k, A=A
BEAPIHEEE 40% NESHEEHEF, BIEREE 50%, FA Cent0S &7, 2B Cent0S FRAZE,
HRMEKREDEN ., RMNEKBEXEFIRA Anolis 05 8.6 BA%, BESRTETH, SXiF X86_64 . RISC-V,
Arm64, LoongArch 284, EEE Intel, K&, B, K. 8. BEEERTH.

TEHAKRLHEIE: https://openanolis.cn/download

2021 £ 12 A 31 H, Z#iFiE4#KX (OpenAnolis) E£% "CentOS{ZREX; , A% CentOS ZARF I
MAFREIBARRKBRESS. XER, BUHRERSL (Anolis 0S) FRIMBEIE: ITERRLBR
BEAOMS, RUZHEET R, FKIE10FERAXZRF. A Cent0S &£7&. AFERUBMOEARE. HEF
ERSRIE. MEAPIBREILE,

| RiR5HE!

OpenAnolis2—TMAREANHK, RAEERMNERDEREEZTSE5RMNIXEET,

FXREPEINARB 2L, WDFFEMNWESECE Whitebook ConfidentialComputing rFFissue,
NEE—EEE TR,

B4, EEBEHRXA, BEEYGBIE Whitebook ConfidentialComputing $#2PR
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| HIRR2SNEHE

HIEAEBNEGABE =R At-Rest (88#73) . In-Transit (/B%i%) # In-Use (ERAT) .

« At-Rest KT, —MRSLBFEFREER. NERHMNEFHERED. RIP At-Rest RENHIEBERS
7%, LN E EBERSE N FHREMNE,

- In-Transit 2I5EE A MFANEHEN— DS EBEIEMM T, AP IUEER I XENERE
FARENEBMNRIESIEEERPHNRSE, LAHTTPS, SSL. TLS. FTPS &,

- In-Use ZIEEAERANEE. EHEEEAIEPERMNEN, BEREEHERZEA EHTIHEN
£/, tRERE, WREIEEERMNRERAPIE, NAGHETENRERHX,

AERXRMERE, ROAEEE. ERMAZSHEREE: NERREIEZRRH, ABHXISEEDIIE
MNEHIE. RIPLTIREREPHERIELLAEEOMERENER., NSRS ZEANMBER AT LAAX
RHEMUENEM (BHIERERNEGE ) MEEZEYE (LN RERNGER) , EEMXERRER
WHATFRIPERDAHIDRSOEE, BaNHENE=ZMRT "ERY" REREHFIRARNIBEFHOE
R,

N EIEEAETEGRNTIERITINE (Trusted Execution Environment, TEE) X8 thaISIRIR 4
FiP, BEERANETE, RONMEERBEX “ERD" NEIRERARFP,

MZ BN OISR

- &I In-Use RPN EM, RERNNIA (ENLONARRE. EVEMERRMHypervisor, RRE

BERENEGEEMENORRNETEMEA. ) TEEFETEEPERNLE, AFPNLIERRMERN, A
BRI EEFREAFHER AT ELE.

« RIF In-Use HIRHIEM . IEREFENNLAENEALEPNEE, ESERETHENABRNR
B, FRYPEROHEIRBNNSHTSSEEEENEL,

- TJIEEAM, BE TEE DJUARMERFEMNIAIPRSNIEREREEE, UEILS—HHTRIE, AREREE
fE TEE PiafTHIREE. REENRE, WXIHERAEHESE, HEHEHEBRIEN, FHLRIBEEN—7
MOUE—ERE LRIDHER EN, MAZBBRERGHEMRERNOITAERD.

| ZHENIRERIE

WRANEZ BREEFRISEFRAINZHER, SR RN =RSEME (Cloud Service
Provider, {&#R CSP) #MENB I EMFRAREARIR, FAEART "NETEKR" . ZEBEIHIZRER
BHES, BHOTRIPHERNEREZ2,

BRIZHEELTEEFANERSEHME, mHMELLENEEER, BNBHEETRERS
PIRE—ERE:

1. BFPFOEARE. ARPSENETEXTEFBEANANBRRAE, #UEESECH IS HEERRER
, SBERABIERE,

2. BRES. B, AEERALRAX, TRONZBHERARNHEEERA AMINNBTERARNER
REINEAIIMS, BPREEERNETERANWESHTHE, SREARELEMER.,

3. MAZERZEEY, Bal, IEHETERNATREBRETUEL2FTWHENGS, MEMITE
MemeE, RESRHIILEZBAFREMANBTERA, OEUAZERFITERENAGS. BN, &
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B EHCPU TEERZEREFESNER, EHEERREUHEENARNEA, RETHNE T ENNARE.,
4, FERMEERERE, £EE8. FRERENLTE2EMFEERMEERCPU TEENEEREFEB E0EN
K, SRR, EABHIBFPERGEER SNE=ZSRUHNBRER, ESHAFPNE BMEZAARE
2EF, EXBNBEHERATEMNEFTBP B,
Bz, BREANNETERARLEREFEULRE, FEBREHERPAABRNRZEER. NTHERREL
FmnagE, mRENZHESIGRIEME, EE0MEAINSA:

1. #EETERK,
- BBES5HERMACHEN BN NETERASRRTER,
- SRR BEE, RRUESRHLE=1LMIAPARNZHERAR, MNETEE—TMERALNT

&,
2. RENBHERARNTAM,
- T EMHETEES,
- RESTETHRENREEREAFIER.
3. RANBHEEARNZ AN
- AREARUENER T ERRITERRARNEG (FEDFR) .
R HS SENZHEINER AT R RS LE, MEIFEARNZ M,
4. BERSHBEMALED
- RENBEHEEARBRSE.
c SHEMWREE, RREHES TRUHNELEHNTRIEBRSER.
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ZFRENZITESIGH IR

BERE. NEMHTENRANBILERSTZNA, SUERRNABRERE. JBREMAED "HYEER
. BERER" NEEED, SHEN, EEREEREEHNA. BREXEAMEETR, SURNRSLIENR
BRETEREEINSZER. NMAEREZESNIR TRAREAZESENNE, REEHIGRNEE

ER @ RNRARIPEXEEENNIRT, FAHEELEREMRENA T EREEEH—RERN
SBREER, BIMEOALL CSP AGERMITEEXERFEERS CSP #BHNINERX. RIPBETEXTRARMR
PoitE, MIBTEELIUBARIPZHENDHAZE,

APERARIPSUHERER, RERMRIFPUTEESERE, RENEITESIGREME:

BARAR Intel CCZoo (TensorFlowiEEEL S S, ELHERS. BRAEAKK)
B0 Gramine / #B8XCSVHZARRE / B CSVHLZBEMHL / Inclavare Containers / KubeTEE Enclave Services
BT / Occlum / SEVHLZEZREE / SEVHLZEHIANL / SGXEHME / TDXHLEE 28 & NLZ BB

RIEEZR Apache Teaclave Java TEE SDK / Intel HE Toolkit / Intel SGX & PSW & DCAP
OSi& Anolis 8 + ANCK 5.10

B AMD SEV(-ES)/ 383 CSV 1+2 / Intel SGX 2.0 / Intel TDX 1.0

=
cN 532

ZERENBHESIGENTESHREREFERENSR, AWRRHARNDELINZTERARURR
254, ENTRESZITINBETERANELR. TEEKER TERZOMBBESRENEITEFRRARE
, BRENZHENER M, SUNEHEEZ LNSNENNALER, ARERGRRAE.

ZRENBHESIGHERE:

1) BER2. ZANNETERAK

2) BERESHELNBZTERERGFES

3) TiEE A E T E T A A =6

| BT 4E
B CSVHLERR

CSV BBAMANREEMURA, CSV1 I T RN AFMERES, CSV2 BT EHWARSMEZNF
, CSV3 —SRET BN NFRERF. CSVNZERREE N AP RUEMNNFEMZEMNEMUIARSNZ-E
B, ENEEBRZIRBUEMALAMZEREFENMERSER. CSV ELWERRER TLB. Cache FEHHIR,
LR, KBRIE. TRINMEEFINRE,

«XM: https://openanolis.cn/sig/coco/doc/533508829133259244

Intel Confidential Computing Zoo

Intel Ki2HFFIRT Confidential Computing Zoo (CCZoo), CCZoo &F Intel TEE (SGX,TDX) K,
RETARHE TSHARIGEIRRSHBRARNSERA, BNAFENZHELSRIU ENFLAER, FH
SIEAFPEEEERHPRITECHENNETERRAFR, CCZoo BRIEMTET Libos + Intel TEE +
OpenAnolis Z28H E2E REMRARSERM], 5L, CCZoo iHXIETF OpenAnolis , IREESHNZITE
SEZRY, NAFPREENNERESR, TUSENE,

«XMW: https://cczoo.readthedocs.io

«f{WBE: https://github.com/intel/confidential-computing-zoo

Intel HE Toolkit

Intel HE Toolkit E#E A4 RATRM— A TR, AAMSBEESMEBLANFE, Bl Intel HE
Toolkit €135 7 £ Leveled HE E, #0 SEAL. Palisade®] HELib, EF{FAET 4G /REFIESEMEHL
Intel HEXL E, ERFF/REBLERFE LARSMBEWSAHRM T SHAMEEAK, B, Intel HE
ToolkitBMIGE M EZS Paillier iR IPCL, A¥RESMENBRANMES R, Lo, Intel HE Toolkit B4
TR, REIRRFMEENK HEBench, XLERAIREFER T FI AR BN EAES M RSN Z L
RA&RFBEFRAEIENEESN . HEBench MABERE=FRESNENARYE T ARNTNEE, 87T BSME
TEBHARS I,

« XMW https://www.intel.com/content/www/us/en/developer/tools/homoorphic-

encryption/

« W E: Intel HE Toolkit: https://github.com/intel/he-toolkit

Intel HEXL: https://github.com/intel/hexl

Intel Paillier Cryptosystem Library (IPCL): https://github.com/intel/pailliercryptolib

HE Bench: https://github.com/hebench

Intel SGX Platform Software and Datacenter Attestation Primitives

ERMESDAFIEF O EFEESRMY Intel SGX BARFAFBHFLEREGRS, MTBIEBRSE,
«RPMAL: https://download.0l.org/intel-sgx/latest/linux-latest/distro/
Anolis86/

«L83E: https://github.com/intel/SGXDataCenterAttestationPrimitives

Intel SGX SDK

ERMESPAFLRERMBER Intel SGX KABHNRUFAREN, BHFLESRUERMALNEZITE
BRENBRATR,

«RPMEL: https://download.0l.org/intel-sgx/latest/linux-latest/distro/

Anolis86/

«{88E: https://github.com/intel/linux-sgx

Occlum

Occlum 22— TEE Lib0S, E#ZBi+EELE (CCC, Confidential Computing Consortium) BB A FIE
B, Bl Occlum 3#F Intel SGX 1 HyperEnclave ##h TEE, Occlum £ TEE MREBHEM T —NFES Linux
BEITIRE, £18 Linux THIM BT UAARZEKFRE TEE REDIETT, Occlum FiRiHITEBLZEMEANREE
HigHER, ERARAFPFARZENERRIET MANRZ2M, Occlum RAMBETZFRFF L TEE REM
BHEE, =BFTHARE,

«F*W: https://occlum.io/

KXW E: https://github.com/occlum/occlum
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fefit TEE HX89 Kubernetes EAlifkss (MEFMENZRNANBL RS . EHTRIEPRSF) , EF
P ESER P2 8 TEE Al S EF— B3R KK TEE KfEM,

« {88 https://github.com/SOFAEnclave/KubeTEE

Apache Teaclave Java TEE SDK

Apache Teaclave Java TEE SDK(JavaEnclave)2—/NE M Java £SHN BT EHIEELRE, BHRIntel
SGX SDKFrE X BIHost-EnclavelZ i+ E R B mEEE, JavaEnclaveiRt—f+AABENEL, N— P =EH
JavaR BRFHTAEIES AR, B —NavallBRI =1 F1E®R, CommonFiEEXSPIRRSZEN,
Enclave FARRSLHISPIEOH AProvider 5 V1R ARSS, HostFER A RTEEREH EIBMEnclavedlZ RSB
AR, BEMMBHENANFASERERFS)avaRBISPHEHHER, AR T)avall Bt EFAIIH.
o, AAEZROIHETIE RN )avaid SHIZRA, BEnclaveFE R avaft BB RiZMNative e S FHIEITETEEIRIE,
WAB/NTEnclavelXEE, M4 TEnclave REFAENXEK, LT IREZ2H)avallZ it EETHERE,

«XMW: https://teaclave.apache.org

« 88 https://github.com/apache/incubator-teaclave-java-tee-sdk

Gramine

Gramine @ — 1ME=4H Lib0S, EEUR/NHNENERETENNERER, Gramine TJAE—NEEH
KEhiziTRNERER. EMA20Es, SBE, AETE, tTRUBEEMN. E5224E Gramine o] ATE(E(T
F& FHEHEITREME Linux Z#EHI34., BRI, Gramine TJLATE Linux 1 Intel SGX enclave FRED T 1E,

«*W: https://gramine.readthedocs.io/
K88 https://github.com/gramineproject/gramine

TDXHLZE B 28 &4 25 EE U4

Intel Trust Domain Extension (TDX) EF EIMLY BIZHENRELESN, BEEENZEMN, AFE
FEARME T LR B BN B EIETIRE, @i Linuxit KX TDXHL R RN B AR, EFLinuxgy s
MATUAEMFBRENZITERESD, s, Intel TDX Pod FHZBRETOXN B ELNBARBDSREST
BER, UBREFRET, FIPSETEAEMBENNESENTES, EVNZEMVAS, BOAERT
image-rs 1 attestation-agent F4A#, LW T RB[ERIIE. BN, BE. B, TRIEBLURBETEAN
SR,

OpenAnolis
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NEHETE

Confidential Computing Platform
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ABICCSV: BHAREEMUEAR

| B & 5%

https://gitee.com/anolis/cloud-kernel
https://gitee.com/anolis/hygon-edk2
https://gitee.com/anolis/hygon-qemu
https://github.com/inclavare-containers/librats

https://github.com/inclavare-containers/rats-tls

| RAEENA

E1- 3=}
B==

BHRBANELN, EFNARFNTE. DARGBIFEEESZA, KubernetesERRHMARANLIM, H—
TMETERESHERNLRE, BRSRELRTRATITENERETET, BERATERER/HLZHRMER
BRZ, ERBUENZEE LICERENNE. ATRRXNEOBE, KataBFRNEME, KataBRIETHERE
REMNE, KEECRB[EMTEFNRBEHENRZESYE, EKataRRENEGRR[RATRNZ B EMN
BATRNZ 2. BENBHTEBTROLIN, CPU BHOEDR TEATEERRK, RREDNRARELEHE
NEHENFTE, KataFRNREMFTEE—SHRBUENATIETERR,

|6 R &k

ERURRITENRERMEAR, BEZHENLRMB ZNA. BTEMNNEHEREENRFERR
MEMNSEREENZH, EMKABERTFENRERE, EVRERENEM EE:S ERIZERAMER
EUNZREEMNTERE, ENRERENEMNEESEILEEMIALEER, EUNAEFEE, EUN
HEHE, AENERFEINAES. REE TR BAENRERRNEAN EERIN T 2RIGRBURERZEN
RIREREEMN, BEMINKERFERERRK.

BRAR

CSVEBXBFMANZSEMKUERA, FAEZEEAII, CSVEMNES AFEHIENCPUEHBME
, EAFESIENEGEMRES, BPCSVEMNERRRIZSE, BYCPURERMERASID (Address Space ID)
XA AREHCSVEMMAEN, SPCSVEMNERIMIFICache, TLBECPURIR, STICSVEMAL. FHZ(E
HNRBERE, CSVEPNERRENEGRR, IFEMEE. ZRINESNE, EL2NEHERTHRIE,

csvisily, TR

v ESIEDES -~ EDEDES

RELHER

REFES

SM4/Nfig = 5| & ASID1  ASID2

\4
e

___________________________________________________________________________

ASID1 ASID2 e

CSVHL BB B/EARABLRLEMUFARAEKataBBHEAES, TUS[ETHRENESNNE, FFPHE
FoILMERIEZINEN LT BIER., CSVHZRSRNTERRNEOTERS, AP oJMERDockers &
Kubernetes/3siflZa28, LU BRHUENIREENRP,

CSVERAME T UR2MZBEMNARMNTERTHRE. AREMBEMARIET EUTEENZENE
it b, EH—SRIET EUNESENTEE, ENEERANEMNERTEET KRS EUN RETERI EUN
MEMEERF K E,

| KRR

ZEMZBEML T UMRIERLA PR EENTEYE, TRTIENERE, ERTITEMRMI
qH=.
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Intel SGX: IntelR 2P R s
REEMNZHEEONTIE, Eintel SGXATDX DCAPZ b, TENZHEIZTH, EXN, SBEE
KHER, REILBFPAEREECHworkloadizTE— N elEHIN B EREH D,
| HE B R
https://github.com/intel/linux-sgx
RAFPERER

https://github.com/intel/SGXDataCenterAttestationPrimitives

| RARBBNE

A=
BX>=

NBZHERERRETIA—THEFNER, TETEIFRPEAPIEE. NETESENZHREEAEFD
HITAE, ANFEEERBSRFERBOONE, NMEESZREERENDIEYE, RNARFPREESRE
ERNEHNSERE, E2HEFZREDR, ZTEHREREES AR ERNEMENESIRFRS.

|0 FE &K ik

BRBERFZRETHERAGFRE, EREEFFPHAFPHISIBRESIUHERE, EIMEREARE TR
{Hypervisori RA R FHITHE S 412, {BHypervisorBENRERRABE T ESRMBIBNRS; ETFTPM (
Trusted Platform Module) BITl{EZRMM LURER FETINRITIENIT; TrustZone R ARRFZME T WITIE
BHHATHE, EREREG aNSENIEAETEZSITHE, FRITERS.

RIRFTR

HERBM4BIPY B (Intel Software Guard Extensions, SGX) B—HZEMEXIESL, SHRET &
Pintel hRLAIERE (CPU) h, EMRTAPSRARSHBEEFREAFRE, RENDERE, XE
HAFRIE KM (Enclaves) , ERBRERIF, FERASDSIMUEEHETFR, SEUESNRESETHH
2, CPUNSSGXRIFMAEETINELE, SRFXENABMEENINBEREECPURNIHSTMR. Bt
, LEFUVURPABAREMARLBRUIEE.

SGXIRETEMHIESHRERE, RETETHNUGEHITHRE, EEEAB L RN 5SEREMEFIET
HERIPRS, Intel \ESNKCPUFFIASIFSGX, SGXELMAZFARNMRE, SAE At ABRES LHEE
FSGXHIRZ A,

ATTACK

NFRMtXONZHENE, RTYSEEE LN, CSEREEMENNSE., RENNEHER
BESKBTHRNNZHERARARENREFASMEITHE, IntelASGXFITDX Attestationig2 it 7 EMif0Kk
HEER i FEAIESGX SDK, SGX PSW/(TDX) DCAPRERHIERS, FIAnolistIEER.

APERBR

FEVSGXEMA, TDXHLZEMH, SGX LibOSiE{TEOcclumFIGramine®t, SGX SDK/PSW/(TDX)
DCAPEMEM TSGX, SGX imiZiEBARTDXTIRIEBAME X M 4E (WMAPIE) |

JEEE1HR)

fE£Anolis OSEMmZHI, IntelBZ&ECentOSHIAlinux 32457 SGX SDK/PSW/DCAPI {4 HIH &/ 52
B, E2022FEE—BEZE, BIIXETDX DCAPFISGX DCAPEHEIA—NRBEE, T EINRE E
F5cte, REAERTAnols OSBRI UAAINNFEELE:

1. BTHAEXZEE (RPM) BIHZEFDNL

2. K&HmEIntelii it E

3. 24tRPM Build Spec

4. ERFIAnolistiEBE

BPIES

Intel#E B #itt X A2t EUSGXATOX I AE M, REFRNNEF,., IntelHHITRME T LASGX SDK/P-
SW/DCAP, TDX DCAPEA-B AR RHITEEREMZ2MT1E, MEFLIbOSHIEI T Z#FGramine, FHLAXLEAHE
3T HAbLibOSIE/ TR I3 a90cclum, URESEXBINZHENA, FISGXEIML KR SGX/TDXH2
PAE
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Intel TDX: IntelZ£E# AR

| RABEENEA

A=
A=

EER, BERMARIPNESNXTEERES, ERESHAFRXTEPCNZEMREEELER
FPRAMGBEREONE, EFHERT, ETEX—HMNHERSMIEME.

N TERESEE TEHHTEMITIRIE (Trusted Execution Environment, TEE) $#ifTit&EIIRESN
2itEESX, CHENERTHNEERTRIPSEE, BIEAEGFNN=EMRERESNEFNNBRER
FEIRHITRZ BRI,

16 R &k e

HREZNAFP VS AEREWARTEN B ERHNEMRRFTEELHELE, XEBPERCSP
REBRHBFNZENRERRTE, LTHEELEHEPEREEI—TENRNERESD, AP HNSERSER
BB RARBEEAFD, MEPNREMEXAMKBITCSP,

BRAR

Intel Trust Domain Extensions ({&#RTDX) SIAT —f#H. EFEGHRENEUN IR, T
iB8Trust Domain (f&#RTD) . TDXR2—FHANYZHERA, FTUEERFPAUEN=EMIZEL, A8
PHITERFRE—NRAR (MBtkintel SGXNZ T ERARENNARAE) NZLTUEHNNTHRE, B
RIEAPETHRENNSENTENE, Alt, TEEYTHEFHNTD, SCSPEFIFSNERFAHE (b
VMM/hypervisor) . VMUREAMBEFHTDERER, HEEIHIREXHHHEFNTCE, DIRREREFHN
TDAZ FIRAHHE,

S5VMAELL, TDERSMEM T LATEER:

R T VMAFRE MR SRR

- bR iR SE R M AR AP

- CPURSHLZ MR T BRI

- L2 PENSEEN D AL

* IEFEIEEA

TDXRARLGZETMKTME (ZEALMBAE) SVMXEDMEERAR, BRMMEESE. LEREF=RE
SLHERY A R H F T

Host VMM managed access control Intel TDX module managed access control
enhanced with MK-TME leveraging MK-TME and Secure EPT

1 1
1 - 1
1 = 1
I -

8 unmodified [I=RN Unmodified [
B Applications - Applications [
| = :
: Unmodified | : ' Unmodified :
! Drivers - !
1 1= 1
1 | 1
1 1
1 1
1 1
1 1
1 1
1 1
I 1

Drivers
Enlightened Enlightened

Intel TDX
Guest-Side Interface

Intel TDX
Guest-Side Interface

Intel TDX Intel TDX Module

o Host-Sid
IDXCAWArE HOSE VMM Ir?tserfalcee Running in SEAM Root Mode

| APPSR

Halintel TDXEREER=F A LIREHE XL ERZ R
1. FIE=8LECS ZHMITDXHM B+ ESLAIEE 480,
2. Microsoft Azure TDXHLZ5 i+ E L)t 1% S B L IR IZHLARSS .
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AMD SEV: AMDZ £/N% EMLEA

U =RivA=g:t3:

https://github.com/AMDESE/AMDSEV

| RABEENA

A=
A=

i+ EIEH 2 Secure or TrustedfAITHREPEITIHERIE, AR LEIEEEH ERNSRERERTENE
('8

MBI ENZ 02 Trusted Execution Environment (TEE), TEEBETTEFREM4SLI. Lol FHRHESIIM, &
XEEZITETEHNBHNZFENIN, B TFERGBEAR, EEGRaNERAM. ZHAM. TTEHE. B
RBIEREAR B/NNTCB, HER AR B ESIATES, MEESH &, WA FCPURXELMETFTCB, ME
BREERARTRANKERE, BEXTEXRENHARER.

1] R &k %

EEHREZSHWS L, HEHNSEREINEEEEERANEZEMIRENRANERTABRE—
MR, BEGESFIRAMERE. TEMEERH. NETEFEARINN AP EREESESEARIREP.

MZHERHENREEANTHTRY, TRNEHFEELTSTRENEETIMNNZHENZRF, MAMD
SEV, Intel TDXF1SGX, Arm CCA, IBM SEFIRISC-VHIKeyStone%,

BRAE

AMD SEV#; AEFAMD EPYC CPU, BYEBENZHBENESEEIMNLE, EAE= LEITE— DAL
ENERE,

SEVERIESENEMANLAIE AR NEGZANANFNE, RNRESHESS. BABAMDFEAREL
2% (PSP)ELAICIZBEER, MERNUTLERD, = B ENEIXERA,

AMD SEVIRETEHRHIRNEFEMZ AR, BULMLZ MBI ELL

REEHIZRPEM TAES- 1284 NES % TEPEFRABIRRIEFEMBNRT, NLEAFPNONERERF
REETRE.

AMDZE£RENMZ (SME) : FIENEHE—NZH TS, XEBIOSTHF ST LA (TSME) ,

AMDZEMZEHL (SEV) : BEEMNBIWAE B SHRIMEREN, iBENMEF EUNZBEEM
ZiRs.

AMDN TS

v

! itEs|E

l

AMD X86 CPU

A7 528

I_i

Confidential Virtual Machineth af LAFR¥ESecure Virtual Machine (SVM), RRASLIMHLZHEHISDIK,
ABEA—NEEFE, SUIMBSHEEDTETHNAFPER I ARZERESYMZ I IE oS5 R AN iS4
MEIE, MMSILX AP AN ZEENCEAERE.

AARENEMNEA— N EEE, FIANETTFEGHNBRFEFIUMELEE, TEEWREFER, X
RAAFPMS AL ERATE (Trust Native) .

| APER

ERIAMD SEV EZEE RN F & LBELIRME XML FIFIEE

1. B =G8aesLAlm ik,

2. GoogleRB=EBERA2CAMD SEVAINZ i+ E LA,

3. Microsoft AzureAE = BEZI2M 7 AMD SEVEIH B ELAMNBIHESEH R,
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ARM CCA: ArmZL2MNZFEM LA

| B & 5%

Veracuz: https://github.com/veracruz-project/veracruz
VERAISON-VERIficAtlon of atteStatiON: https://github.com/veraison/veraison

| RARBENE

o] 2 &k 5%

TrustZoneRArmAIREZ2RMHN— ML 254, BIBE4RENSRIENTRNBERERNS ALZ2HER
(Secure world) FIIEFEHH (Normal / Non-Secure world) .

EZENED, BIREEGHRE, FAENITERR, Z22ENARERN, NERANZENF REME
F{S1EHR (Root of Trust) BITI{SHITIRIBTEE (Trusted Execution Environment) i3 I{5R% (Trusted
Services) #EOEMBEHAREREE (Rich Execution Environment) #H{T22BE, TTLUFPTEERHZE2AS
AHEFELRERENEARY, BREERARBRGZMAE, B, EXMNRNES, Bit—EL2E
IR, tbin—L2e®y, B85, BIURARSESHIUTURELSERNSIEXPHTRP, M,
TrustzoneflFIEEIEEMARIRE, HEARKIMENNE, HFUFBRNAXEWRREHAIISE ., TLiAE
https://www.trustedfirmware.org/ 3XENEZE R,

M, TrustZonePriRt RSN FIMTEERER BERMUEARIINEZLIBE. BEBRT, ZEWEiMit
ZENAFERSRSISHHSHE, EATHEARNTEG, ITAMEZRS[NNEE, EERITEL
FZRARARRIPAEMNBELN (VM) NARER, DAEBESTHRIPEVMENARFXEKNETRF
, MAZREELTE,

BRAEE
Arm CCASIANT —fHEHNZ It EHEA: YIZME (Realm) . Z£Arm CCAR, EHY B#EFRARealm

Management Extension (RME), RME SRRz AL Z M E R IEE8 (Realm Management Monitor,
RMM), AkZ4IFZMENEREY, RIE Exception level 3 gy Monitor {183 E,

RealmZ2—FArm CCAREE, RENormal worldEHEENE. EVEIBAEEENBREFTEMNN KR
B, RealmREFREF A NGB WIRSE T ABEIIIE, X—d2FERealmBIFrE & BEE O BIREEQANZ
BRI (E1E. ELL, RealmApgkF&KBIZHITEHINon-secure hypervisortff5fE. EH AN ERMERESE
REE, E12AERealmEMNL., AT, ENATTLUSRHEKRealmITHIES . EENIZEHT, RealmoILL
WO HHEE, B EVIEKR, TTLUBMAERIE, XS5hypervisorEBEMEMIENZ EIMABIRIER
ML,

20

Arm Confidential Compute Architecture

]

TrustZone Realm Management Extension :

Non-secure secure Realm Non-secure secure :

1

o IIIIII o B B IIITII '
M App App Secure App ll App i n\:l M App ll App i Secure |

I 1 1

i f 1

EL2 Hypervisor SPM EL2  EG Hypervisor E :
: e Vel S ————— e |

Security State nons Secure PA Realm PA Root PA

/ PA Space Secure PA

Security State

Non-Secure PA Secure PA

/ PA Space Non-Secure Allow Block Block Block
Non-Secure Allow Block Secure Allow Allow Block Block
Secure Allow Allow Realm Allow Block Allow Block
Root Allow Allow Allow Allow

1
1
1
1
1
1
1
1
1
1
1
I
: EL3 Monitor
1
1
1
1
1
1
1
1
1
1
1
1
1

- :
1
| 1
1
: |
I
1
I 1
1
| 1
1
: |
I
1
! 1
1
! I
I
| EL3 Monitor :
I
I I
1
| I
1
| I
I
I
I
I I
I
I 1
1
| 1
1
: |
I
1
I 1
1

Arm CCA builds on widely adopted TrustZone programming model to protect User Code and Data

Arm CCABIARBEBE MR A LA APPSR NAHIENZ2HEIE, BRNF AREGLIMAEEREM
HEEANEFINYIERE. FF. BEMIAEEAR, HEESTrustZonef &M £, BT HIRAMIE (Realm
) RERXE, NREENZEHEIMERE LRARFEFNSIRENREETEXR,

| SRR AR

RealmAZTHRBEEBNBZHBERETINEELR, XERBEERREALIZTEIENArM CCAFEE,
MARERE. XEABIEZENEECELFERMMNE, REEIEN., HE, XERBEZTEMEED
EEHRealmHF AL FOIgESEW it BAVAERS . BILXMEENSEEIRA “IEB" . ARMIEESBEN
BHERKBERREANETETIVESENEENE, EXX—IEBHEINEYE, HEREEADNTRINEE LERE
RHFEEEMMRESE. ArmESHFRR G Veracuz2—MER, BFE—HBEEREENDIAZEBEX
FEREBIMER. RIPIRFABILHE; VERAISON-VERIificAtlon of atteStathN’f’@Eﬂﬁﬁ:J:iEEHE’iﬁiEHE%E’\]ENfFéﬁ
.

Armv9-AZRH5| N7 Arm CCARIRMEINBERFME, RAX RZRAGHE A MBI EE, o, EFCCA
NG HFELEEMEGTS LHTHL. WLHMIE, SEEMISOENENINREZEF., ESER
, TILAIAIE) https://arm.com/armcca SKENEZ(E R,



OpenAnalis
o o# K

EXRGmIE

Programming Framework

OpenAnolis
E # o# K

Intel SGX SDK/PSW/DCAP: Intel SGX&r{&
FEAEHNES VRS

Intel SGX Platform Software and Datacenter Attestation Primitives (PSW/DCAP) TERMi4ESP HEE

DOMZHEFERM Intel SGX HAMBHFERMERS, MITFIEBF., Intel SGX SDKERMES P AT

EERMER Intel SGX RAMBHRUAREN, BENHALESRERBALNBIHERFNBREE. AX
NBAfIZEANOLs 0S 8.6 FEFintel SGX SDK/PSW/DCAPHESGXHZITEIME, FHERIAEITRAIM

BUKIESGXINEE,

| BRER

Intel® SGXLAEHZERBEEREZE, MBEHNRAENZERE, ARFPRMMERONZITERE.
Intel® SGXIBEFHIELEY BSIHIZEHINFLHSCXEFNRERIZT, REXBABMSUENNEES TE
MAZBERGNEIE, AETFEMRSKEA, Intel® SGXBTJERXEERH, #R T EFRENTSROTEE
BEFERERBNRME, RAMEFRTRALERE,

| 2 F SGX (FHeIRAS
MESGXM BT EHEAT, BOJLLUBIT cpuidie BESGXERERTS,
1. Z%cpuid,
sudo yum install -y cpuid
2. MBESGXEBEIRE.

cpuid -1 -1 0x7 | grep SGX

B SGX#HIETR{ERESS, BITSGXIEFR R B ESGXIRE],
3. KMESGXIKFILZEIE R,

ls -L /dev/{sgx_enclave,sgx_provision}

| FAESGXH B EFIE
NAFKSGXIEF, BEEEELNN B EREZTE (runtime) . SDK, HESIEZIEBPRS ., AL

Anolis OS 8.6 AfiERMETE, BHoJLIEESZ IntelEHEMENIntel® SGXREREIERm L E T ENIKE)
. PSw%,

1. RESGXiE{TEY
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mkdir -p $HOME/sgx && \
cd $HOME/sgx && \

wget https://download.01.org/intel-sgx/latest/linux-latest/dis-
tro/Anolis86/sgx_rpm_local_repo.tgz --no-check-certificate && \

tar zxvf sgx_rpm_local_repo.tgz && \

sudo yum install -y yum-utils && \

sudo yum-config-manager --add-repo file://$HOME/sgx/sgx_rpm_local repo/ && \
sudo yum install --nogpgcheck -y sgx-aesm-service libsgx-launch libsgx-urts && \

rm -rf sgx_rpm_local _repo.tar.gz
R REESE:

sudo yum install --nogpgcheck -y libsgx-ae-le libsgx-ae-pce libsgx-ae-qge3 libsgx-ae-qve \
libsgx-aesm-ecdsa-plugin libsgx-aesm-launch-plugin libsgx-aesm-pce-plugin \
libsgx-aesm-quote-ex-plugin libsgx-dcap-default-gpl libsgx-dcap-gl \
libsgx-dcap-quote-verify libsgx-enclave-common libsgx-launch libsgx-pce-logic \
libsgx-ge3-logic libsgx-quote-ex libsgx-ra-network libsgx-ra-uefi \
libsgx-uae-service libsgx-urts sgx-ra-service sgx-aesm-service

B9 SGX AESM (Architectural Enclave Service Manager) fiE&EE&Enclave. ZABE. TEIA
SRS, BIAREIRRZ A/ opt/intel/sgx-aesm-service,

2. BESGX SDK

cd $HOME/sgx && \
export SGX_VERSION="2.18.100.3" && \

wget https://download.01.org/intel-sgx/latest/linux-latest/dis-
tro/Anolis86/sgx_linux_x64_sdk_$SGX_VERSION.bin --no-check-certificate && \

chmod +x sgx_linux_x64_sdk_$SGX VERSION.bin && \
echo -e 'n\n\/opt/intel\n'|./sgx_linux_x64_sdk_$SGX_VERSION.bin && \
rm -rf sgx_linux_x64_sdk_$SGX_VERSION.bin && \

source /opt/intel/sgxsdk/environment

Z#Intel® SGX SDKJg, #&oJLl& Mintel® SGX Developer ReferenceF A SGXE .

B8 Intel® SGX SDKAIBIAZEZBRA /opt/intel/sgxsdk/

3. BEESGXIZRIEBARRSS

Intel® SGX ECDSAIZAZIE B fR 5@ T I fZIE B SR RSz iR it B A P& HE1E, FISGX SDKRETIIE
B

1. SGX certificates: SGXiEH,

2. Revocation lists: E#HEENISCXERTIE,
3. Trusted computing base information: T{EREE.

A Intel Ice LakefX X #FE Fintel SGX DCAPHIZFZEBA A, AZFFEFIntel EPIDAYIZFZER S,
BTt R EE R R R EEFERIERIERINEE, ESERIERNER, 155 Mattestation-service,

BEEQPLRPCKEFRS:

1. &#&Quote Provider Library (QPL), &oILMER B S EFIH QPL si{EMA Intel 124HI2KA QPL
(libsgx-dcap-default-gpl)

2. B PCKEFMRS . PCK Caching Service&ER BEESEIntelE/ZPCCSXHY: SGXDataCenter-
AttestationPrimitives

3. MR PKZEERSHEAMBEESFHMETOEERERHRE, FEZHFRS BREEFENEREXH (
/etc/sgx_default_qgcnl.conf) 5SESLHRE—F, #Fa0:

PCS_URL=https://your_pcs_server:8081/sgx/certification/v3/

| 3 UESGXINEERFI—: BHEnclave

Intel® SGX SDK4RMH 7 SGX BB A FRIUESGXINEE, BIALLTF/opt/intel/sgxsdk/SampleCode B &
—|:o

AFEREDHEENclaverrf (SampleEnclave) , MR ANBF— 1 Enclave, MIFRETTLAEEE
FAZRZRISGX SDK,

1. REHFFLEREXKB
yum install -y gcc-c++

2. iR BESGX SDKHEXHMHIEELE
source /opt/intel/sgxsdk/environment

3. HmIFRGIEBSampleEnclave
« i ASampleEnclaveB &

cd /opt/intel/sgxsdk/SampleCode/SampleEnclave

- fmiESampleEnclave

make
« BITHRIFH BV TT AT SO
./app

TRHBEVEE R

Checksum(0x0x7ffd989a81e0, 100) = Oxfffd4143

Info: executing thread synchronization, please wait...
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Info: SampleEnclave successfully returned. sgx_ge_cleanup_by_policy is valid in in-proc mode only.

Enter a character before exit ... i
Clean up the enclave load policy:succeed!

| BUESGXINEERAI — : SGXIEFREBHRAI 5. %iE Pk A R FIEBQuoteVerificationSample

« A\ QuoteGenerationSampleB3&
Intel® SGX SDKhIR LT SGXRAIMLES A FIIESGXINAE, BHAMLTF/opt/intel/sgxsdk/SampleCodeB &

T git clone https://github.com/intel/SGXDataCenterAttestationPrimitives -b DCAP_1.15
A EREPHSGXITIZERTA (QuoteGenerationSample. QuoteVerificationSample) , MEHR4E cd SGXDataCenterAttestationPrimitives/SampleCode/QuoteVerificationSample
MANKIEQuote, ZRBIE RIS (TESCXLAITIZITHISCXEER) MBS (FERIESGXEFERTE
B—7) , EfQuoteGenerationSample A #kik 75 4 QuotedI= IS, QuoteVerificationSample gk - #®i¥QuoteVerificationSample
i I IEQuote AR BI4LED ,
make
1. RERETERBEKH
- AL EE

yum install -y git

2. 1% ESGX SDKEXNRIETSE

source /opt/intel/sgxsdk/environment

openssl genrsa -out Enclave/Enclave_private_sample.pem -3 3072

« ¥ QuoteVerificationSample Enclavei# {783

/opt/intel/sgxsdk/bin/x64/sgx_sign sign -key Enclave/Enclave_private_sample.pem -enclave

3 ﬁﬁSGXﬁﬁiﬁﬂﬂmﬁﬁ EI\]@ enclave.so -out enclave.signed.so -config Enclave/Enclave.config.xml
yum install --nogpgcheck -y libsgx-dcap-ql-devel libsgx-dcap-quote-verify-devel BITHIR B TTHAT S RIEQuote
4. fRiFEE kL 5 =B B QuoteGenerationSample ./app

- it A QuoteGenerationSampleB & TR R

git clone https://github.com/intel/SGXDataCenterAttestationPrimitives -b DCAP_1.15

] s _ Info: ECDSA quote path: ../QuoteGenerationSample/quote.dat
cd SGXDataCenterAttestationPrimitives/SampleCode/QuoteGenerationSample

Trusted quote verification:
- #fH1FQuoteGenerationSample Info: get target info successfully returned.

Info: sgx_qgv_set_enclave load_policy successfully returned.

make Info: tee_get_quote_supplemental data_version_and_size successfully returned.
OBITHEIRH B T XS R Quote Info: latest supplemental data major version: 3, minor version: 1, size: 336
Info: App: tee_verify_quote successfully returned.
-/app Info: Ecall: Verify QVE report and identity successfully returned.
TR - Info: App: Verification completed successfully.

Info: Supplemental data Major Version: 3
sgx_ge_set_enclave_load_policy is valid in in-proc mode only and it is optional: the default

enclave load policy is persistent:
set the enclave load policy as persistent:succeed!

Info: Supplemental data Minor Version: 1

Step1: Call sgx_qge_get _target info:succeed!
Step2: Call create_app_report:succeed!

Step3: Call sgx_qge_get_quote_size:succeed!
Step4: Call sgx_ge_get_quote:succeed!cert_key type = 0x5 Info: latest supplemental data major version: 3, minor version: 1, size: 336

Untrusted quote verification:

Info: tee_get_guote_supplemental data_version_and_size successfully returned.
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Info: App: tee_verify_quote successfully returned.
Info: App: Verification completed successfully.
Info: Supplemental data Major Version: 3
Info: Supplemental data Minor Version: 1

Intel Homomorphic Encryption: Intel¥£&
&) AN 22 NNIEHESR

o \
| B B 8%
Intel HE Toolkit: https://github.com/intel/he-toolkit
Intel HEXL: https://github.com/intel/hexl

Intel Paillier Cryptosystem Library (IPCL): https://github.com/intel/pailliercryptolib
HEBench: https://github.com/hebench

| BEARBENE

de =3
B>

BASMEZEZ2—MHERASEEERNMERK, DENZEHTHERLANCEIEEZE, BENNAR
MENER, RERZREINERENREPNHTEESENER—H. BTEEREAEX L#T, @
SMBZ TR EIRSHNEERSRIE, ERZNATRARPHE. KBZEINKRESTE,

|0 RE & HK ik

BRRTNMERARRERTIFZE, ERTERARERES, Wit&. FRINEHTEZRERSEFRA,
HIFEFL. ERNMEIESNEE, ITHRRERBDR, IntelRET—RIITEEHMMEE, BFIntel
HE Toolkit, Intel HE Acceleration Library (Intel HEXL) FlIntel Paillier Cryptosystem Library (IPCL)
B—AHE, BSNERAEEZRMELCNERE, REBIE TIFFZZRSNERA, ERRZ—1MAING
EMEITENMMAR, SIXNEE, Intel@F R4 K Z=H 7T Homomorphic Encryption Benchmarking Frame-
work ( HEBench)

BRAR

MTEMR, Intei@t 7T FRSMEZEAN KT, EXESMELE, InteiZ24 7EIZISOIAIERN
Paillier& & FEIPCL, BfEA T Intel IPP-CryptoFEiRHEJAVX512IFMAIS S EMERMBESN, E&RFTHIntel Xeon
LA FERENMLRERI, ElLeveled HEAE, #KIETIntel XeonFEA RIS S E MR K FPGARITE4 AN
B, Intel HEXLEE T REBHMAT, @ LRETMENZBZEEEORE=FRSMERE, WSEAL,
PalisadefIHELib{EF ., Intel HEXLEE & HEIIntel P& LR R A T AVX512IFMAIE S ENIRM D i I KEE
HIZE, FETULMRECPUR S B NREREENMETLI, RIERERBINEE,

20
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El%% HE 5 ABIFT, Intel HE Toolkit A4t XANfTIARM T — N FHE LXK, FRMBBBHNFES.
Intel HE ToolkitB AR REIRZARGIREF, XERARFEERTAAERNEIMNEENESMHRSME
NARFRIFAFBRFAEIRINEESN, BB, Intel HE Toolkit@id{E AIntel HEXL MR ERR 7 A RN
IREEHINRE R IFE TS /R IR BSTEHESUIH M A B ESL B, .

tEsh, HEBenchARSMEZETRNAKEMAFLPRET — P ARBEMENMENXEE, SEHEINRSM
BRAEHNNA T ROEIHT. HEBenchlA=ERAMHM :

Test Harness Abstraction Layer

Eltwise Add/Mult

Dot Product

abpug Idv
laddeim ++)

Matrix Multiplication

Logistic Regression Inference

Report Compiler

il

1. Bl EEMRAEZRMERMERE. WHERBAXFNEEERERTRNIMENRE. BERFE.
EEEREMZEDTHE, FEESNEREITERTENELE,

2, BREER: RETHR—-NCGED, FRTIRENLERNGRBANHESH, ERERALAETUEE
THESXREENIH, AFBERBOEXMERZZZAHEBenchiIUIHELR,

3. Gin: XEFAEENZHEHESLI, HeTHEBenchFFEB R E® NN EiRINSELI, SIFHEX/E
. SEALGimFIPalisade/Fif,

30

| RS

BSMBEXRREE IR, BUKREEX—FESUNA. ARFRENZRZFJEANITERER
HTERNUTE, EXAFEREACHATLHE. ZRSHNBEHARX—REHZE, EEEZRSEEIRS
MEHEFRAFLENIRT, BPEESPEXRETRSZHFHITIUIE, IFRLEFE—ENRENKE,
BTRSMEZE, ARPFRARERAEHENZZENEXEREZRR, ARERMEXKAS5ITE, &
KRERMBRUBRXNOKRESAF, FRAPAMHTREREZ, ZUHEERSNEZENMET, KEUBITED
BYRIEE

| F SRR

ERBEINNAZERP, F25HBLRSMERAERIES BEERLNERT, £EASSI%HE
FIRE, RRRIGEE., EREKBFEI D, FSSEHRERMASENEREIIGER, BIKEEHE
BESHME LESHRSHR. SHRS[APailierFMEFATMERARRERESHNRESY, REEN
MEESHNAUBREALKELES57 . AARSMERAKTARIEREE N CERNER S RIEL A
FPRAEE. AHARBKBZINRAKRRES, BSNEREAEERER, NMRIEEFARESHALEH
RHERT, REATERBZIINFHIENRE,

EXHENAD, ATRPECFIEGEEMNERFAY, TTAXEHIE#HTRERSNE, HEITESRRLA
ENEEEE, DRt ELHERAMBENEENER FLMEHE,
| BRI

IR ITIEE I F SIMELEFATESR BB T IPCLAEMPaillierF R, EE=RXeonF A& LHNXEIEE R, X

2048LLE R E N BEMIEHTEREE, HILTOGMPHEE4. 7/EANMEERA, IPCLNARAMIRE THF
ERABRBEIHFRNERE, FREDTTCO,

oY E R B FHEREFA T EAEZE “FRIE” IFTLIEN Intel IPCL JIEL Paillier A%, EE A Xeon F&
SR E R IPCL NN A EERS TRMATENRE,

Intel_HE_ToolkitFr & 355

AXELENB T WfaEANolis 8.6_ LI LURBEM i FI8 X HiFSEEIntel HE Toolkit, PARIENEFTHE
HXpE,

| IRBR %
RS T

sudo yum install -y git
git clone -b v2.0.1 https://github.com/intel/he-toolkit.git

R
- RERGHRH
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sudo yum install -y m4 \ I Eﬁ?ﬁ%ﬁ_‘iﬁﬁ

patchelf \ N

cmake \ 1. IEEE@ Uﬂ

gcc-toolset-10 \ X2—NHSEAL CKKSHAZIEE IR, o URELARE EEFMENERHNEEXHEHT—FH 2

glibe-devel \ BYMB—ARBEXNEE, BiIEEGSTSE --linear_regression , o] AL LTI,

virtualenv \ - BiE

autoconf\ cd he-toolkit/he-samples/examples/logistic-regression

wget \ cmake -S . -B build -DSEAL_DIR=$HOME/.hekit/components/seal/v3.7.2/install/lib64/cmake/

bzip2 \ SEAL-3.7 \

-DMicrosoft.GSL_DIR=$HOME/.hekit/components/gsl/v3.1.0/install/share/cmake/
Microsoft.GSL \

-Dzstd_DIR=$HOME/.hekit/components/zstd/v1.4.5/install/lib64/cmake/zstd \

« 2% python{kifi -DHEXL_DIR=$HOME/.hekit/components/hexl/1.2.3/install/lib/cmake/hexl-1.2.3

cmake --build build

python38

cd he-toolkit
sudo pip3.8 install -r requirements.txt B
sudo pip3.8 install -r dev_reqs.txt
cd build
- Z&RgmMp-6.2.1 J/1r_test
waget https://gmplib.org/download/gmp/gmp-6.2.1.tar.xz N
tar -xf gmp-6.2.1.tar.xz - MAEHER
8P B INFO: Wed Nov 2 03:21:03 2022: Loading EVAL dataset
/configure INFO: Wed Nov 2 03:21:03 2022: dataLoader: datasets/lrtest_mid_eval.csv
make INFO: Wed Nov 2 03:21:04 2022: Loading EVAL dataset complete Elapsed(s): 0.102
sudo make install INFO: Wed Nov 2 03:21:04 2022: Input data size: (samples) 2000 (features) 80
export LD_LIBRARY_PATH=/usr/local/lib:$LD_LIBRARY_PATH INFO: Wed Nov 2 03:21:04 2022: Loading Model
N INFO: Wed Nov 2 03:21:04 2022: weightsLoader: datasets/lrtest mid_lrmodel.csv
?ﬁhl:?ﬁ INFO: Wed Nov 2 03:21:04 2022: Loading Model complete Elapsed(s): 0
- AL RIS INFO: Wed Nov 2 03:21:04 2022: Encode/encrypt weights and bias
INFO: Wed Nov 2 03:21:04 2022: Encode/encrypt weights and bias complete Elapsed(s): 0.041
sudo update-alternatives --config python3 # % python3.81%& IR INFO: Wed Nov 2 03:21:04 2022: HE LR
scl enable gcc-toolset-10 bash INFO: Wed Nov 2 03:21:04 2022: # of batches: 1 Batch size: 4096
cd he-toolkit INFO: Wed Nov 2 03:21:04 2022: Transpose data
./hekit init --default-config INFO: Wed Nov 2 03:21:04 2022: - Transpose data complete Elapsed(s): 0.005
#RIEHSIRR source bash_profile INFO: Wed Nov 2 03:21:04 2022: Encode/encrypt data
INFO: Wed Nov 2 03:21:04 2022: - Encode/encrypt data complete! Elapsed(s): 0.026
RIRFNRE S = HIK INFO: Wed Nov 2 03:21:04 2022: Logistic Regression HE: 1 batch(es)
INFO: Wed Nov 2 03:21:04 2022: - LR HE complete! Elapsed(s): 0.085
./hekit install recipes/default.toml INFO: Wed Nov 2 03:21:04 2022: Decrypt/decoding LRHE result
INFO: Wed Nov 2 03:21:04 2022: - Decrypt/decode complete! Elapsed(s): 0.003
MBBRNEABE MR, oJPUBEEK default.toml DHANZERZFRMER, tbin: @ INFO: Wed Nov 2 03:21:04 2022: HE inference result - accuracy: 0.855

BIRREARzstd, FEBKdefault.tom EEE export_cmake = "install/lib/cmake/zstd" 25k
export_cmake = "install/lib64/cmake/zstd"

2. 2B
FERRRRENE KA FERT MABASNERA (SEAL BFV scheme) MRS HIRESS ., EXMITFD, HESH
hekit lst SHTMEEASBEMBHRE. SAEPEARNALIE LT, FERSIEEHN. NEa et

NREERNER, EHURFSHEARFERNZSEE, ALANESEEEDEE.
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cd he-toolkit/he-samples/examples/logistic-regression

cmake -S . -B build -DSEAL_DIR=$HOME/.hekit/components/seal/v3.7.2/install/lib64/cmake

/SEAL-3.7 \

-DMicrosoft.GSL_DIR=$HOME/.hekit/components/gsl/v3.1.0/install/share/cmake/
Microsoft.GSL \

-Dzstd_DIR=$HOME/.hekit/components/zstd/v1.4.5/install/lib64/cmake/zstd \

-DHEXL_DIR=$HOME/.hekit/components/hexl/1.2.3/install/lib/cmake/hex|-1.2.3

cmake --build build

- BT

cd build
./secure-query

- MRS

Initialize SEAL BFV scheme with default parameters[Y(default)|N]:
SEAL BFV context initialized with following parameters
Polymodulus degree: 8192

Plain modulus: 17

Key length: 8

Input file to use for database or press enter to use default[us_state_capitals.csv]:
Number of database entries: 50

Encrypting database entries into Ciphertexts

Input key value to use for database query:Oregon

Querying database for key: Oregon

Decoded database entry: Salem

Total query elapsed time(seconds): (Time in seconds for database query)
Records searched per second: (number of records searched per second)

| T RR

BRTY BERBTRERBREFERR, Intel HE ToolkitBPEAE T —PAnolishk A2 #FHEE —HE| B8P &K,

2%

Intel HE Toolkit: https://github.com/intel/he-toolkit

Apache Teaclave Java TEE SDK: Hi[g]java
FENIZ T ERIEESR

| B & R

https://github.com/apache/incubator-teaclave-java-tee-sdk

| BABENA
#

HIEEFENRHRSHNLSHETMBEEE TREFNBR, BHEEETHEMBXNAEAS5HERN
, REZHIVHR, ERATEENNE, NETHERARERATHRRETHEFEREEOEMNE, SRILER
RE—DPETERNOERTIRE(TEE), BERMENABREEZTEERALT, TEENBEMTEIREITHE
&P, BRELLTEEZ/MNAH(BFERIERR) R ELTEENNACBMNEE, RIESRCBNIENREME,

|0 2 &k B

Intel SGXFRARM TIREREFRNAFERTHE, EERZBEAFTENESHENNALEHTEE, SGX
SDKREMH T GESESNST, WINAPFEA . edHEXNRSED, FAIRED, WHLAENREIIR
MERK, ERFAIIBRS, BETZEANAKRSNA,

BRI

Teaclave Java TEE SDKI2tE FIntel SGXI AR avaESNBIHEFLIEZR, FHjavassSmZHAE
Enclave ModulefmiEpNativeXBBHIGZITESGX TEEd, LMW SRESHNXFHEAREFFRENRATCB
. BREEREMT, BFPEAEXeddEONH, LEFPRMA—Pure JavafINZ i+ EF REERMEIFEET
B, RAEEIntel SGXEIFF A1,
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T oW ot X T M o X
E Java Application Project E ApaChe_TeaClave_Java_TEE_SDK%‘::Eggﬂ%
E Host Enclave 1
[l Submodule Submodule [N
1 1 I 1' %%EI@\
javac native-image compile Intel SGXEARM TIREZE2FRNUEHITHE, EFERZRATENESENNAAEHTIE, SGX
Untrusted Trusted SDKRURH T OB LN, WP BEM edXHEXRSED, FRTEEY, IARENHRES
___________ a BPERK, ERFLRIIERS, BETZRANLRENA,
senice invocation ; Apache Teaclave Java TEE SDKIZtE Fintel SGXEA B avaEAH B BFLIER, FRAjavalsaiz
> ! HAR¥ENclave ModulefmiZMNative BB FHIZITIESGX TEEF, LN BRIBS NEXHHRARERFRIEN
Host App R 2! runtime | RHTCB, RREEXEAT, AP EAEXediEOXH. LRPRE—Pure javalif B B RIERISE
) ' : EHZETRRE, RAREEIntel SGXHIF LI I,
2r \,
Java Virtual Machine(JVM) SGX Enclave I 2. %iﬁ'lﬁﬁ
MESGXHNZE T ENERT, Ko LUBIE cpuidie B SGXERERTS.
Operating System(Linux) 1. REcpuid
Cloud Infrastructure (With TEE) sudo yum install -y cpuid
2. "ESGXEFERS.
BB EMC/ CrRBESY REavateds, ERRENEZSMNIIET, RARAFREENAP & P ———
AW o

| MR

k=S
Teaclave Java TEE SDKO] N B F X EUIRF A BURAIMIT , LLIIBASER]. S, XHeE, EFMEFRI

H5E;

EFIE =DataTrustfafAE B+ E TS, Teaclave Java TEE SDKMN FHTESQLR £ BHIHHFINH NN B ZE T MY

ARSSARIR D ;

MAMER
EFTeaclave Java TEE SDKEBAF FF&Pure JavallZitENE, HFRIERAZALZESMNMRE, RANZT

BNAAEBESHLR.

Emair
Intel SGX SDK50penEnclavefE#HC/C+ESHBHENBAF A, BFLIINS;
Occlum LibOSEARBETHBHTERLASHERE, BERATCBRK, B TRANANZME,

B SGX#HIETR{ERESS, BITSGXIEFR R EESGXIRE,
3. MESGXIKFILEIE R,

ls -L /dev/{sgx_enclave,sgx_provision}

| 3. i3f7Il Htest/benchmark/sample
30 HABSRKIE
HEiTeaclave-Java-Tee-SDKZ #FMfh F 28R Eubuntu18.04f1anolis8.6.

docker run -it --privileged --network host -v /dev/sgx_enclave:/dev/sgx/enclave -v /dev/sgx
_provision:/dev/sgx/provision teaclave/teaclave-java-tee-sdk:v0.1.0-ubuntu18.04 /bin/bash

14

docker run -it --privileged --network host -v /dev/sgx_enclave:/dev/sgx/enclave -v /dev/sgx
_provision:/dev/sgx/provision teaclave/teaclave-java-tee-sdk:v0.1.0-ubuntu18.04 /bin/bash

N —

3.2 izfTsamples
cd /opt/javaenclave/samples

iz1T Helloworld Sample: cd helloworld && ./run.sh
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ERIMTEMCRIBITAIN:

Downloading ...........

[INFO]

[INFO] helloworld ......ccoeeeeeeieiiieiiiiiiiiiinnn. SUCCESS [ 0.758 s]

[INFO] COMMON ettt SUCCESS [ 5.766 s]

[INFO] enclave .......ceeeeeeeeeiiiieeeiieeeeeieeee SUCCESS [ 55.070 s]
[INFOTROSE e SUCCESS [ 25.544 s]

10 )

[INFO] Total time: 01:27 min
[INFO] Finished at: 2023-02-16T12:27:18Z

Hello World
Hello World
Hello World
Hello World

iz1T Springboot Sample: cd springboot && ./run.sh
FRMTEMRIZITAIN:

[INFO] Replacing main artifact with repackaged archive

[INFOJ === = e e e e e e e e e e e
[INFO] Reactor Summary for springboot 1.0-SNAPSHOT:

[INFO]

[INFO] springboot .....cccvvveeeeeeiiiceee e SUCCESS [ 22.343 5]

[INFO] COMMON «.ceieeiiiiieeeeie et SUCCESS [06:46 min]

[INFO] enclave .......ceeeeeneeiiiiieeiieeeeeieeee SUCCESS [02:52 min]
[INFOTROSt weneeeieeeeeeeeeeee e SUCCESS [02:58 min]
o

[INFO] Total time: 14:38 min
[INFO] Finished at: 2023-02-16T11:28:49Z

[INFQ] == oo
AN/ (O N\
CON 2N TN\

AN ) ) ))

ERMNERELETHEKE, TELEEMavenRRIRER

N —

3.3 izf7tests

cd /opt/javaenclave/test && ./run.sh

.enter test case: org.apache.teaclave.javasdk.test.host.TestSMEnclave
exit test case: org.apache.teaclave.javasdk.test.host.TestSMEnclave
.enter test case: org.apache.teaclave.javasdk.test.host.TestSMEnclave
exit test case: org.apache.teaclave.javasdk.test.host.TestSMEnclave
.enter test case: org.apache.teaclave.javasdk.test.host.TestSMEnclave
exit test case: org.apache.teaclave.javasdk.test.host.TestSMEnclave

Time: 109.616
OK (16 tests)

Teaclave java sdk ut result: true

N —

3.4 izf¥Tbenchmark

cd /opt/javaenclave/benchmark

iz1T Guomi Benchmark: cd guomi && ./run.sh

REMEMBER: The numbers below are just data. To gain reusable insights, you need to follow up on

why the numbers are the way they are. Use profilers (see -prof, -lprof), design factorial

experiments, perform baseline and negative tests that provide experimental control, make sure
the benchmarking environment is safe on JVM/0S/HW level, ask for reviews from the domain experts.

Do not assume the numbers tell you what you want them to tell.

GuoMiBenchMark.smBenchMark EMBEDDED LIB_OS SM3 avgt

39.032?39.471 ms/op
8.656 ? 0.302 ms/op
3.410? 0.153 ms/op
31.899? 1.003 ms/op
10.755? 2.616 ms/op
4.5157? 0.303 ms/op

11.331? 1.379 ms/op
10.292 ? 0.896 ms/op
32.058? 14.033 ms/op
10.380? 0.741 ms/op

Benchmark (enclaveServicelnstance) (smAlgo) Mode Cnt Score Error Units
GuoMiBenchMark.smBenchMark MOCK_IN_JVM SM2 avgt 4
GuoMiBenchMark.smBenchMark MOCK_IN_JVM SM3 avgt 4
GuoMiBenchMark.smBenchMark MOCK_IN_JVM SM4 avgt 4
GuoMiBenchMark.smBenchMark MOCK_IN_SVM SM2 avgt 4
GuoMiBenchMark.smBenchMark MOCK_IN_SVM SM3 avgt 4
GuoMiBenchMark.smBenchMark MOCK_IN_SVM SM4 avgt 4
GuoMiBenchMark.smBenchMark TEE_SDK SM2 avgt 4 36.1137? 2.337 ms/op
GuoMiBenchMark.smBenchMark TEE_SDK SM3 avgt 4
GuoMiBenchMark.smBenchMark TEE_SDK SM4 avgt 4
GuoMiBenchMark.smBenchMark EMBEDDED_LIB_OS SM2 avgt 4

4

4

GuoMiBenchMark.smBenchMark EMBEDDED_LIB_ OS SM4 avgt

Benchmark result is saved to guomi_benchmark.json

9.190 ? 0.488 ms/op
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i&1T String Benchmark:  cd string && ./run.sh

REMEMBER: The numbers below are just data. To gain reusable insights, you need to follow up on
why the numbers are the way they are. Use profilers (see -prof, -lprof), design factorial
experiments, perform baseline and negative tests that provide experimental control, make sure

the benchmarking environment is safe on JVM/OS/HW level, ask for reviews from the domain experts.

Do not assume the numbers tell you what you want them to tell.

avgt
avgt
avgt
avgt
avgt
avgt
avgt
avgt

4 2.7887?0.090 ms/op
4 2.692?70.139 ms/op
4 2.698?0.129 ms/op
4 4.55870.084 ms/op
4 4.8797?0.200 ms/op
4 5.595?0.186 ms/op
4 5.377?0.176 ms/op
4 5.269?0.119 ms/op

Benchmark (enclaveServicelnstance) (stringOpt) Mode Cnt Score Error Units
StringBenchMark.stringBenchMark MOCK_IN_JVM regex
StringBenchMark.stringBenchMark MOCK_IN_JVM concat
StringBenchMark.stringBenchMark MOCK_IN_JVM split
StringBenchMark.stringBenchMark MOCK_IN_SVM regex
StringBenchMark.stringBenchMark MOCK_IN_SVM concat
StringBenchMark.stringBenchMark MOCK_IN_SVM split
StringBenchMark.stringBenchMark TEE_SDK regex
StringBenchMark.stringBenchMark TEE_SDK concat
StringBenchMark.stringBenchMark TEE_SDK split

StringBenchMark.stringBenchMark
StringBenchMark.stringBenchMark
StringBenchMark.stringBenchMark

EMBEDDED_LIB_OS regex
EMBEDDED_LIB_OS concat
EMBEDDED_LIB_OS split

Benchmark result is saved to string_benchmark.json

| 4. Helloworld Demoj& =
4.1 HANBRKIE

5 (izf7IBtest/benchmark/sample)) BB R HKELSEHEE.

4.2 tl@&JavaEnclave Ti2HELR

avgt
avgt
avgt
avgt

F)FTeaclave-Java-Tee-SDKIE2H BB F 226 &) avaEnclave T2 HELE:

4 6.1717?0.403 ms/op
4 41047?0.992 ms/op
4 6.14070.278 ms/op
4 4.305?0.585 ms/op

mvn archetype:generate -Dgroupld=com.sample -Dartifactid=helloworld -Darchetype-

Groupld=org.apache.teaclave.javasdk -DarchetypeArtifactld=javaenclave-archetype -Darche-

typeVersion=0.1.0 -DinteractiveMode=false

ZIBEFE=NFIRE, #al2host. common#lenclave.

4.3 EXRF#EO(common)
fEcommonFiEHR ot E Y REEO:

cd helloworld/common/src/main/java/com/sample/
mkdir -p helloworld/common

gl Service.java, EXRSZEO:

package com.sample.helloworld.common;

import org.apache.teaclave.javasdk.common.annotations.EnclaveService;

@EnclaveService

public interface Service {
String sayHelloworld();

}

4.4 fR$5E O (enclave)

Eenclave FAER LI E X HIBRSZO:

cd helloworld/enclave/src/main/java/com/sample/
mkdir -p helloworld/enclave

Bl@&Servicelmpl.java, SEMARSZEO
package com.sample.helloworld.enclave;

import com.sample.helloworld.common.Service;
import com.google.auto.service.AutoService;

@AutoService(Service.class)
public class Servicelmpl implements Service {
@Override
public String sayHelloworld() {
return "Hello World";

4.5 SRS LM (host)

EhostFiEH LI xfenclave I E B S RSN

cd helloworld/host/src/main/java/com/sample/
mkdir -p helloworld/host

tl#EMain.java, LM Z I ERSSE:
package com.sample.helloworld.host;
import org.apache.teaclave.javasdk.host.Enclave;
import org.apache.teaclave.javasdk.host.EnclaveFactory;
import org.apache.teaclave.javasdk.host.EnclaveType;

import com.sample.helloworld.common.Service;

import java.util.lterator;
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public class Main {
public static void main(String[] args) throws Exception {
EnclaveType[] enclaveTypes = {
EnclaveType.MOCK_IN_JVM,
EnclaveType.MOCK IN_SVM,
EnclaveType.TEE_SDK};

for (EnclaveType enclaveType : enclaveTypes) {
Enclave enclave = EnclaveFactory.create(enclaveType);
Iterator<Service> services = enclave.load(Service.class);
System.out.println(services.next().sayHelloworld());
enclave.destroy();

4.6 FwIFFIZTT
EEITRBEERHREIIE: mvn -Pnative clean package

WIFMING, E17i%Demo:  $JAVA_HOME/bin/java -cp host/target/host-1.0-SNAPSHOT-jar-with-

dependencies.jar:enclave/target/enclave-1.0-SNAPSHOT-jar-with-dependencies.jar com.
sample.helloworld.host.Main

[INFO] Building jar: /opt/temp/helloworld/host/target/host-1.0-SNAP-
SHOT-jar-with-dependencies.jar

[INFO] == === e e e e e e e e
[INFO] Reactor Summary for helloworld 1.0-SNAPSHOT:

[INFO]

[INFO] helloworld ........cooviieiiiiiiiiiieeeeie SUCCESS|[ 0.111 s]

[INFO] COMMON «.oeieiiieiieeeeiee e SUCCESS [ 14.584 s]

[INFO] enclave .....cceueeeeieneeeiiiieeeiice e SUCCESS [01:29 min]

[INFO] NOSE et SUCCESS [ 51.027 s]

JINFOJ ===~ m == == mmmm e e e e e e
[INFO] BUILD SUCCESS

[INFO] == === e e e e e e e e

[INFO] Total time: 02:35 min
[INFO] Finished at: 2023-02-16T12:01:09Z

# $JAVA_HOME/bin/java -cp host/target/host-1.0-SNAPSHOT-jar-with-dependencies.jar:en
clave/target/enclave-1.0-SNAPSHOT-jar-with-dependencies.jar com.sample.helloworld.host.
Main

Hello World

Hello World

Hello World

RATS-TLS: B2 E X a1 o]
ERBEZEMY

| B &R

https://github.com/inclavare-containers/rats-tls

| RABEENEA

ET 3=}
BX>=

MBI EREREFEAHNTESHITRE (Trusted Execution Environment, TEE) Y& o B4R IZM
#RP, BEERNZHE, BRNIEEBHN “ERD" NEERMHERFE . RATS-TLSREITHW-TEEREFZIE
BBFRITLSEBEMYSEN—EIFMHNIRE, BMFHEFIEZRATS-TLSKIEEAIETHREF2EENKRESD
, FHHNREFZ BRI ZLBEEHMNZNEIE.

0] 75 &k fk

BHTEHTHRED TN ESEEN, SFTLSE, EMFERBIHW-TEER B TLSE {74553 69
ZE, BEHW-TEEBEEINIHWABIETER R T TEESLHNHW-TEED, EMHITFEIER TEH LK
ARNERIIHEERERTTHE, LhR-HARILEENSEBLZE2TEMhEHEEsecret, FHBWMATE
FHZsecretf| B2 eBEEENIEBLTNAFAE.

ERERNEY Z2EENZEVNRABRELES, SUSZZHEAARGEHNZ N, BIERERASTLISXASE
ZHMYES, ELVOERELIUEIRAMCENE HEARSEEEMNEZZHAX—EAKRINEE, E2UHK
AHENZREENEERLEIRESLURLEEN, ERETHEWENAXEBELINZ2EE, EE2ETRA
MY LMWL L EENEERRAE. BRAEREBRASHEGIREMLSEENREMBES, LLINTLSTMY,

Thomas Knauth 2% Intel SGXIEIZIEBFTLSE SN AR, EEZAXEEIGE AT :

« WM RSB R STIF AR BN TLSE?

« AMEE B A R BIHW-TEEIRIE ?

« YMELEFRNAE R B HW-TEEEH8EXS A BIEvidence?

BRAR

ATERPALEBEY, TAVRE TRats-TLS, — X IFSMEHTTHTHRENNEREZ2HEMY, T
B, Rats-TLSTETLSHIEA LIZMN TR TLSIER A 5HW-TEE attestation quote4iEIEES), BETF
HW-TEERE4 AEER, BITNEBA TN AREINEFEE L, XN EREEE.
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X.509 Certificate

version

ClientHello

e
teeQuoteExtension
quoteType

Evidence

signature

Rats-TLSEYZEMUN FEIRT/R, Rats TLS 2 TAPIA EENNAMRSER, APIBEBIMu]ELR2EEN
BN AEBIENER, Rats TLS APIBISLIKE T#% 0 B5 ML F 89S,

RATS-TLS-aware applications / services

RATS-TLS APIs

RATS-TLS Core (librats-tls.so)

Enclave Attester Enclave Verifier TLS Wrapper
Instances Instances Instances

Crypto Wrapper
Instances

librats

ATREEFNRSYE, BOESHELFEGEIZETEHW TEERE D, HFRats-TLSEMFEZIFNR
TRIERSTOIREM (FIaN: TLSEE, MZEE, EnclavefiidxE) , EWRIENEEIZBEX S HARBSLFELG 22
AOOH, TEEENE—TOBNLAHEGNER.

DB ARBANEEER, BREESERNRE.

« TLS WrappersLfil: A R5eMEIERTLS sessionEEBAM L&,

« Attester S£4: NARMEREITHIERWEIFBRR, BEEHEnclavefi &£ quoteiE,

- Verifier SLf: S RIIEIRE HIZTEXBIquoteiz, tJaEEIRES — M ARSI EBHFEE LR
#quote, tETJgEfFEEverifier5attesterbNEEBREIFEAHIIER, tbilverifierfEFASGX ECDSA QVERIER: &
FIERLANETHEN A ZIFSGX ECDSA, BNULERBFIQVERILIESGX ECDSA quote,

« CryptoSLfl: AREEHMLAITHSZBEEEZEXNEME, U, ETUERBERIERHEquote

KENEBY B9,
Rats-TLSEBLATE:
REE I AR AIHW-TEEZ R,
BB ST RF REBITLSE,
- BEB R ARNZBEEEE,
RETE I AR X B HW-TEEE AR ETLSIAIE,
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CSVHLZ R 38

| MR

Kata Containers 2—"MERBEMMLRRERBEEENFRLLARNE, KataZHNEITEBEHRA, B
A A TI{EMATHRE (Trusted Execution Environments)RRIPEFHNSESRN TERR, UBLEARZEENET
& (Blan: =PRSS ) HiDESNBUREIE.

7£kata containerth, #RBEBIEENZEIN DIZITPODFIEE, BEH./owner/EIE 5 /CSPIRER M
kata ITCBH MR, MMAR—IERRN=RESHFEE, BEAHER: EASNMFPERNSRNZER
iTFEProvisioningf@ 224801, SLIANEpodH BRERERIZTHE TLTINENFE SR,

EHCPUZ R 2 EMMLIARCSV(China Secure Virtualization), CSVE)i&it BiR2EICSVERNIZALT]
EHTHRE, ERNFESREESITE. IBHES, BX2SIROSVIEAR, REHEMNAGFEMNZEN, XAE
BSMAEE, REMCSVEMWERRRBMNMEZE, BHABALSLERETE, ENTERZEINAME
Wﬁo

BIECSVINE EHAN TR AT RINET U :

. pre-attestationfs EEE B TEEZ BT AL G5 1Tattestationidi2, = _LEICSVEMWEFIBIEHE, XN
#Zmovmf, kernel, initrd, cmdlinei#TESE =S, £ Mmeasurement, % HBNZiZIERKIEE XS
measurement#{THIE, HBFEEHICSVEMNEFESTEN.

« runtime-attestation: Ez=_EHCSVEMNIETHNE, FETFTEEATTHITHENQuUOteNTLSIES,
Z T HIEFRIEBIEE N TLSUEB#ITRIE, RERCSVEMNIGITETEED,

HFruntime-attestation{EHILZ Az

ANEERNENBUAEKata M EFE T EXR2MZ EMINEECSV(China Secure Virtualization)iz AR
, 1Eidruntime-attestation INEA R, BEI—MEFPHMNEZERREE.

| AR

BEAZEHygon CPURREHIRE, BHERSENT:
« CPUE!S: Hygon C86 7291 32-core Processor

« EFRRA: 1600 AL

- BIOSIRE: FESME

BIOSIETRSMEEARIZHIR BT HNFMEZEINEE, SMEE=Enable® /R¥EBIOSHITHAEMEINEE,
SMEE=Disablez&R/REBIOSH X i R IZINZRINRE,

1. ZEEAnolis 8.4 IBIER %
BEZZAnolis 8.4 GARBAX %% anolis 8.4 GA,

2. A4kernel®)5.10
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. R = A Rl o= Y o e
Anlois 8.4 BIBRIARZIRAZ419, 51089 L3 FrCSVIRRIEBRINRE, EF %Kkernel E/5.10h A, sudo hag --platform_status

1. BEEUTHS, HhNAnolistiExperimental repo, Hi¥kernelF4 =510, api_major: 1
api_minor: 2
yum-config-manager --add-repo https://mirrors.openanolis.cn/anolis/8/kernel-5.10/x platform_state: CSV_STATE_INIT
86_64/0s/ && \ owner: PLATFORM_STATE SELF OWN
yum update kernel chip_secure: SECURE
fw_enc: ENCRYPTED
2. BZEbootloader, fW_sign: SIGNED
es: CSV ES
grubby --update-kernel=ALL --args="mem_encrypt=on kvm_amd.sev=1" build id: 1600

bootloader version: 0.0.0
3. EBNEE, BRAUTHSEERZRA guest_count: 0

supported csv guest: 11

uname -r platform_status command successful

FRHERH

FEE: BEbuild idEXFZEF 16004 o AZIFITIZIEE, ERAEFT 1600, SEEEBIOS) BIRMEPIMRA
5.10.134-12.an8.x86_64

>=2.1.0.2#9BIOS,

=
FERL

P =V
MBEFERBIZANOLlIs 8.6 GAER, TRESTEIFRESEVZ /G, HlEBHangF TEHARENE R, BHSE I EEG’%
DU EBERgrub2-efizfg, TJPAIEE BN MEME

yum downgrade grub2-efi — BHRER =t Host CSV #1288

3. ECSVERERTS
1. ERERAWNT:

dmes rep -i sev
glg P containerd

I TERE, £RCSVELRELE,

[ 9179127 ]ccp 0000:05:00.2: sev enabled

[ 10.297951] ccp 0000:05:00.2: SEV API:1.2 build:0

[ 10.311454] SEV supported: 11 ASIDs

KVM + CSV PSP

1. ®&Ekvm_amdflccpEREBZRINRLE,

QEMU
[smod | grep kvm b

4. 1Em hag*&ﬁ@{q:ﬁ&z&{g,%\ ‘ Kata Runtime

1. &%&hag

1. CSVVMEH;
yum-config-manager --add-repo https://mirrors.openanolis.org/inclavare-containers/ano Rl

lis8.4 && \ 2. THMZBHEBRN A 2B attestation-agenti@idvm-attestation hypercal BREXHI & fFattesta-
rpm --import https://mirrors.openanolis.org/inclavare-containers/anolis8.4/RPM-GPG-KEY tion-report . chip-idERZEMICSY VM evidencekiXfiverdictd serveriRi ;

—rpm—‘sign &&\ 3. RIBEIFvirdictd7 Sattestation-agentiZ 3 E Frats-tIsf Tl EBHRENZSBE. HEMZE
s InsiEll =y neg BHRZkeyiBITiZ R 2EE R %A attestation-agent;

1. BiEhagRBEERE 4, CSVVMRAIBZBIREGNBBeyRBRER, BITIIEARK
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| SB—: EENRRER

1. X HAfirewall

LinuxZ&%& TE B+ 7B Xigiptables, iptablestfLURBRS LN, EENREEEREIZSHE
ML, b K Afirewall, HITHOTIRE:

sudo service firewalld stop

2. Xselinux
Security-Enhanced Linux (SELinux) —NMEAZTEFHAEES (MAC) RE2MHLH.
A G HPARIZESI SN EMIEE . HiaXMEa@E, BN KHselinux, AT TERE:

sudo setenforce 0
sudo sed -i 's/ASELINUX=enforcing$/SELINUX=permissive/' /etc/selinux/config

| HBE— . Likata FiE

Kata Containers2— MR . MO TRABERENNME—NRENFTRBTHNLN, XEEMUNE
REMPT ESBR/EM, BEREGEMEEAEASE BN, RHT7TERNIFARRE.

XTFHRENEZER, BEHkata-container,

1. &3 kata-containers

1. BEHRITLAT S, R3kkata-containers,
yum install -y kata-static

2. BT T4, &&kata-containers@BLERI,
tree /opt/kata/

2. &¥3&¥qgemu

LAt ER B gemuE F6.2.048%,
yum install -y gemu-system-x86_64

3. Z¥qguest kernel, initrd, ovmf

ccv0-guesthE Ekataiz{TCSV VMErEIguest kernel, initrd, OVMF, cmdline&xX4, Hoh:
guesttirootfsilkernel, FfEMAefi_secretfINZIER LT IF R XX R G diE Asecret, MAAAFHEKAAILE
, BiTHEiESE guest Rootfs and Kernel ; XERMHAIOVMFEE Ff0f3f5aae7c4d346ea5e24970936d8
0dc5b60657 #{THIER, toJlERedk2-stable202108/FHIRABITHE, UZIFCSV,

yum install -y ccv0-guest

cmdlinedieR T CSV VMEFNAENSHER, FREFEILMERRRETENR, TSEUTHS:

cat <<EOF | sudo tee /opt/csv/ccv0-guest/cmdline

tsc=reliable no_timer_check rcupdate.rcu_expedited=1 i8042.direct=1 i8042.dumbkbd=1
i8042.nopnp=1 i8042.noaux=1 noreplace-smp reboot=k console=hvc0 console=hvc1 crypto
mgr.notests net.ifnames=0 pci=lastbus=0 quiet panic=1 nr_cpus="cat /proc/cpuinfo| grep
processor | wc -1" scsi_mod.scan=none agent.config_file=/etc/agent-config.toml

EOF

4. Z¥*kata-runtime

kata-runtimeiz{TCSV VM,

yum -y install kata-runtime

5. ficEkata-runtime

HITU TS, BEkata BITH: XEBIEK T kata-runtimeZRIAEE f8Igemu. guest kernel &&
initrd && OVMFi&1%; {FgEconfidential-guestitIRFH N A attestation-agent-configic & ; KFEIAREKXR/N
F2048i@% 78000; BHZEXMHZRFH"virtio-fs"FE A" "virtio-9p",

mkdir -p /etc/kata-containers/ && \

cp /opt/kata/share/defaults/kata-containers/configuration.toml /etc/kata-containers/ && \

cd /etc/kata-containers/ && \

sed -i 's/opt\/kata\/bin\/gemu-system-x86_64/opt\/gemu\/bin\/gemu-system-x86_64/' configura
tion.toml && \

sed -i 's/kata\/share\/kata-containers\/vmlinux.container/csv\/ccv0-guest\/vmlinuz-5.15.0-rc5+/"
configuration.toml && \

sed -i's/image = \"\/opt\/kata\/share\/kata-containers\/kata-containers/initrd = \"\/opt\/csv\/c
cv0-guest\/initrd.run/' configuration.toml && \

sed -i 's/\# confidential_guest/confidential_guest/' configuration.toml && \

sed -i 's/kernel_params =\"\"/kernel_params = \"agent.config_file=\/etc\/agent-config.toml\"/' configu
ration.toml && \

sed -i's/firmware = \"\"/firmware = \"\/opt\/csv\/ccv0-guest\/OVMFE.fd\"/' configuration.toml && \
sed -i 's/default_memory = 2048/default_memory = 8000/' configuration.toml && \

sed -i's/shared_fs = \"virtio-fs\"/shared_fs = \"virtio-9p\"/' configuration.toml && \

sed -i 's/\#service_offload/service_offload/' configuration.toml

| HFIB=: LI containerd

Containerd@2— MTUARENBIEITH, BABEM, @M ogEt, BolAEALInuxi]
windowsHIsFiP#HiE, TIUEBEINAGHNEI NG EH . BRERMERE. SRNTNLEE. EEEMHE
AMEHWHEE, ESER1ESE containerd

1. A T®HE, K3Econtainerd

sudo yum install -y containerd

2. BEjcontainerd
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sudo systemctl enable /etc/systemd/system/containerd.service
sudo systemctl daemon-reload
sudo service containerd restart

TREAR AT

e containerd.service - containerd container runtime

Loaded: loaded (/etc/systemd/system/containerd.service; disabled; vendor preset:
disabled)

Active: active (running) since Thu 2022-03-31 16:52:43 CST; 1s ago

Docs: https://containerd.io

Process: 1884520 ExecStartPre=/sbin/modprobe overlay (code=exited, status=0/SUCCESS)
Main PID: 1884522 (containerd)

Tasks: 34

Memory: 46.8M

CGroup: /system.slice/containerd.service

L—1884522 /usr/bin/containerd

| $5IBPY: #EiZEkubernetesiZ{THIE

iESEkubernetesE Higm L iKubernetes cluster, #E#&kubernetesiz{THiE,

| $BH: LEHBrverdictd

Verdictd2—fITiZIESLE, H—EAMERAR, XEMERRA BiIntel/ AMDRNZ 24 MR A, IIEM
YTEHXBNEMZSMNZTERE, BIKERATS-TLSN IR IEEM AR ENTE KL LA MIRINERS
MEMIIE S| ERMT2ENEEITHL, XEESEMETFEERNATFETLSEIERENAREENR
2RI, FESERESZverdictdB X,

1. BT T %S, R verdictd

yum install -y verdictd

2. EEECSV OPAX 44

18 measurement

CSV HBS AR B MR, Extkernel intird,ovmfflcmdlinei#iTEE, R E= LB guest VMEIH
ERETHARCSY VM,

ZIABR T, B1EMA/opt/csv/calculate_hash.pyit&measurement,
AR/ opt/csv/calculate_hash.pyia{TIEE, BEZREsnowland-smxi&R, PApip3a4i:

pip3 install snowland-smx

yum install -y gop

/opt/csv/calculate_hash.py --ovmf /opt/csv/ccv0-guest/OVMFE.fd --kernel /opt/csv/ccv0
-guest/vmlinuz-5.15.0-rc5+ --initrd /opt/csv/ccv0-guest/initrd.run.img --cmdline/opt/csv/
ccv0-guest/cmdline

BHEREOWT:

Calculating hash of kernel at /opt/csv/ccv0-guest/vmlinuz-5.15.0-rc5+
Calculating hash of initrd at /opt/csv/ccv0-guest/initrd.run.img
Calculating hash of kernel params (/opt/csv/ccv0-guest/cmdline)
Firmware Digest: OJXIhg3PHbknNmpAly8YpUHOpPYOwvGRXULOWS8djVAZA=

FE: NMBREBEU T Kataltl BEE 4 (/etc/kata-containers/configuration.toml) , TTRESEIN
cmdline IR A,

BIEA ps-ef|grep gemu HiHqemusEfREHVMHGSEE, AES%E -append WSHIKE
guest VM#cmdline. &/EE#{E A /opt/csv/calculate_hash.py#IAit+Emeasurement.

fign:

# ps -ef
/opt/gemu/bin/gemu-system-x86_64

-kernel /opt/csv/ccv0-guest/vmlinuz-5.15.0-rc5+ \

-initrd /opt/csv/ccv0-guest/initrd.run.img \

-append tsc=reliable no_timer_check rcupdate.rcu_expedited=1 i8042.direct=1 i8042.dumbkb
d=1i8042.nopnp=1 i8042.noaux=1 noreplace-smp reboot=k console=hvc0 console=hvc1
cryptomgr.notests net.ifnames=0 pci=lastbus=0 debug panic=1 nr_cpus=96 scsi_mod.scan=
none agent.log=debug agent.debug_console agent.debug _console_vport=1026 agent.con
fig_file=/etc/agent-config.toml agent.log=debug initcall_debug \

-pidfile /run/vc/vm/0d134059d36e2c099363d0c48d176e18ae9133dcb4ce25094079cfc1fd5de
3a5/pid

Niguest VM fcmdline 7

tsc=reliable no_timer_check rcupdate.rcu_expedited=1 i8042.direct=1 i8042.dumbkbd=1
i8042.nopnp=1 i8042.noaux=1 noreplace-smp reboot=k console=hvc0 console=hvc1 crypto
mgr.notests net.ifnames=0 pci=lastbus=0 debug panic=1 nr_cpus=96 scsi_mod.scan=none
agent.log=debug agent.debug_console agent.debug_console_vport=1026 agent.config_
file=/etc/agent-config.toml agent.log=debug initcall _debug

EdEcsvData

mkdir -p /opt/verdictd/opa/ && cat <<EOF | sudo tee /opt/verdictd/opa/csvData

{
"measure": ["OJXIhg3PHbknNmpAIly8YpUHOpPYOwvGRXULOWS8djVAZA="]

}
EOF

BgEcsvPolicy.rego
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cat <<EOF | sudo tee /opt/verdictd/opa/csvPolicy.rego
package policy

# By default, deny requests.
default allow = false

allow {
measure_is_grant

}

measure_is_grant {
count(data.measure) ==

}

measure_is_grant {
count(data.measure) >0
input.measure == data.measure[_]

}
EOF

| SEN: FEINERR
1. HIEIN 2R

oJ£#%Generate encrypted container image#l{EMZEHFELR. EAHIFLL docker.io/zhouliang121/al-
pine-84688df7-2c0c-40fa-956b-29d8e74d16c1-gcm:latest 41T ,

EEET: e BitERED, mBEgE7Equest VM Himgae-rs AR SHE, MAZEhosti(T

HE, MEAETHRNEN, BEENZERNANE, BEEHTEEGENZN, HEME docker |, ctr
F crictl LEEEFER, BFEHAskopeo TEBITHEGHNAE, 2EGSWT:

skopeo --insecure-policy copy docker://docker.io/zhouliang121/alpine-84688df7-2c0c-40
fa-956b-29d8e74d16c1-gcm:latest oci:test

2. BPERBEA

mkdir -p /opt/verdictd/keys/ & echo TTTTTTTTTTTT1111111111111111111 > /opt/
verdictd/keys/84688df7-2c0c-40fa-956b-29d8e74d16c1

3. BiE K policy
PAdocker.io/zhouliang121/alpine-84688df7-2c0c-40fa-956b-29d8e74d16c1-gcm:latest 94 :

cat <<EOF | sudo tee /opt/verdictd/image/policy.json
{
"default": [{"type": "insecureAcceptAnything"}],
"transports": {
"docker": {
"docker.io/zhouliang121/":

[{"type": "insecureAcceptAnything"}]
}
}

}
EOF

4. Brfiverdictd

verdictd --listen 0.0.0.0:20002 --verifier csv --attester nullattester --client-api 127.0.0.1:20001
--mutual

MVerdictd Bah/5, VerdictdfEis O M4 IFH11E0.0.0.0: 200024 IF K H attestation agentfyiziZiEHIE K,

AR verdictd BRINIHEE—PMIRE . RERETMSGXHEXH] instancelf BiE, ECSVER LR
Ego

[ERROR] failed on dlopen(): libsgx_dcap_quoteverify.so.1: cannot open shared object file: No
such file or directory

| SBRE: SBEMBRR

1. BlZ&RuntimeClass¥f & kata
B P oLAMERRuNntimeClass Apodis EARRMIETTE, XEEAkatalE AKIER{ERIEITE,
EEHPHTLUTHS, BlERuntimeClassxigkata,

cat <<-EOF | kubectl apply -f -
apiVersion: node.k8s.io/v1
kind: RuntimeClass
metadata:

name: kata
handler: kata
EOF

2. &hEpod

R pod & runtimeClassName & & 4 kata, CRI#EHFS{ER Kata Containers Z1781ZE4T pod, #1147
PAT&<, EELFRAalpinefipod,

cat <<-EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:

name: nginx-sandbox
spec:

runtimeClassName: kata

containers:

- image: docker.io/zhouliang121/alpine-84688df7-2c0c-40fa-956b-29d8e74d16c1-gcm:latest

command:
- top
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imagePullPolicy: IfNotPresent
name: alpine

restartPolicy: Never

EOF

3. MRIMNZRREBERZ I
WIUTHS, SEMEREREBERY:

kubectl get pods

FRER%IH -
NAME READY STATUS RESTARTS AGE
nginx-sandbox 1/1 Running 0 30s

HEFpre-attestation{ERLZ S 28

ANXEEREN BN EKata M B E T BN R 2ME EMINEECSV(China Secure Virtualization)iz AR
, B pre-attestaion INEA X, BEI—TMEFHNMBEERER.

| BIRRMY

BH2E (ETruntime-attestationfEAHZ AR ) ERENMNREG—, THANERARRNLENEE.

FERS Z I Host CSV #188

KVM + CSV PSP

@) | 8@ |

QEMU

Kata Runtime

@DQB: containerd FA kata-runtime®lIZECSV VM, kata-runtimeidfH image-rs TEHMBEE;
@®: kata-runtime 3KEX CSV VM #J launch_measurement& X% gop-server;

®@: gop-server i A hag % launch_measurement I &MKLE; IiE gop-server A hag &t key
WITINZE . Ak secret # secret_header, &i%%3 kata-runtime

®: kata-runtime i gemu [@ CSV VM ¥ A secret; CSV VM Fl FHEH#E2F secret 3REX key EAIEE
g,

©: CSV VM iy attestation-agent $KBX key, image-rs (£ key iR 5% ;
©: BE/IET workload

| FBR—: EENRR

1B52E (ETFruntime-attestationfE AN Z R ) ERNFE—, THESENR,

| FIB” . Tixkata iR
Kata Containers— MR, BN THRSREMTHE—INLZLNIRZ TR, XLEEVNE
BREMPITESIRZEM, EEREGEIMLEARIEANE ZEHH, ?zE'Eﬁi(TE'ﬁEE']IYFﬁﬁBm%O
XFIMENEZER, 155 kata-container,

1. £ ¥ kata-containers

BHITUTSS, R¥Ekata-containers,
yum-config-manager --add-repo https://mirrors.openanolis.org/inclavare-containers/ano
lis8.4 && \
rom --import https://mirrors.openanolis.org/inclavare-containers/anolis8.4/RPM-GPG-KEY
-rpm-sign && \
yum install -y kata-static

2. &¥3#&gemu

pre-attestationidf2 4, CSV VMEImeasurementit&HEEqgemusziFkernel-hashes, f£gemu 6.2.0Z
EFtaxxfikernel-hashestii, URMAIgemuRET6.2.0/RAHEE,

yum install -y gemu-system-x86_64

3. £%guest kernel, initrd, OVMF
ccv0-guestd Bl EkataizfTCSV VMErERguest kernel, initrd, OVMF, cmdline&xx 4, Hoh:

guesttyrootfsilkernel, HfEMefi_secrettI NZER AT IF R XGRS FiFEAsecret, MAAAFHEKAA
®E, BITHEIESZquest Rootfs and Kernel ;

XEEMIOVMFEE Ffof3f5aae7c4d346ea5e24970936d80dc5b60657 MiTHEN, tHoJLMER
edk2-stable202108/5 IR A B 1THIZE, ASZIFCSV.

yum -y install ccv0-guest



OpenAnolis
 o# o# K

OpenAnolis
E # o# K

cmdlineRigR T CSV VMERBFAFNSHER, FRE\EINMERABRETEL, ISEUTHS:

cat <<EOF | sudo tee /opt/csv/ccv0-guest/cmdline

tsc=reliable no_timer_check rcupdate.rcu_expedited=1 i8042.direct=1 i8042.dumbkbd=1
i8042.nopnp=1 i8042.noaux=1 noreplace-smp reboot=k console=hvc0 console=hvc1
cryptomgr.notests net.ifnames=0 pci=lastbus=0 quiet panic=1 nr_cpus="cat /proc/cpuinfo| grep
processor | wc -I" scsi_mod.scan=none agent.config_file=/etc/agent-config.toml

EOF

4. &% kata-runtime

pre-attestation{fE FHkata-runtime, EEHE Fconfidential-containers IRB & kata-containers-CCv0
BICCVOR X, FHAACCVO: SEV prelaunch attestation by jimcadden - Pull Request #3025 - kata-con-
tainers/kata-containers - GitHub_E#pre-attestation 893z #¥patch f682220d # d2c3f372; RNBEEE
REX/EHICPUID LAz FHygon CPU,

yum -y install kata-runtime

5. fic Ekata-runtime
WITU TS, BEkata B17H,
XEBEK T kata-runtimeZRIAEE P Hgemu. guest kernel && initrd && OVMFI&1Z ;

{EgEconfidential-guestiEIF A Aguest_attestation_proxy. guest_attestation_keyset. attesta-
tion-agent-configFEi & ;

BEIARTFEAR/NE2048F%:A8000;
BH= MRS R "virtio-fs"IBE R "virtio-9p",

mkdir -p /etc/kata-containers/ && \

cp /opt/kata/share/defaults/kata-containers/configuration.toml /etc/kata-containers/ && \
cd /etc/kata-containers/ && \

sed -i 's/opt\/kata\/bin\/gemu-system-x86_64/opt\/gemu\/bin\/gemu-system-x86_64/'
configuration.toml && \

sed -i 's/kata\/share\/kata-containers\/vmlinux.container/csv\/ccv0-guest\
/vmlinuz-5.15.0-rc5+/" configuration.toml && \

sed -i 's/image =\"\/opt\/kata\/share\/kata-containers\/kata-containers/initrd =
\"\/opt\/csv\/ccv0-guest\/initrd.pre/' configuration.toml && \
sed -i 's/\# confidential_guest/confidential_guest/' configuration.toml && \

sed -i '/confidential guest/a\guest attestation = true\nguest_attestation_proxy = \"local
host:50051\"\nguest_attestation_keyset = \"KEYSET-1\" configuration.toml && \

sed -i 's/kernel_params =\"\"/kernel_params =\"agent.config_file=\/etc\/agent-
config.toml(\"/" configuration.toml && \

sed -i 's/firmware = \"\"/firmware = \"\/opt\/csv\/ccv0-guest\/OVMFE.fd\"/'
configuration.toml && \

sed -i 's/default_memory = 2048/default_memory = 8000/' configuration.toml && \
sed -i 's/shared_fs = \"virtio-fs\"/shared_fs = \"virtio-9p\"/' configuration.toml && \
sed -i 's/\#service_offload/service_offload/' configuration.toml

| $B=: L% containerd

BSE (EFruntime-attestationfE AN Z R 2R ) 5P B =k%%&Kcontainerd,

| BN : BEESITHIE

iEBZkubernetesE HiEm&EKubernetes cluster, #E#&Zkubenetesiz{T#HiE.,

| B H . REXFHFHGOP KBS

GOP (guest owner proxy) FFRIECSV VMBIERI, HERMGMIZH—Psecret, 2—RIEESRIR
£, ZTRRITATFEUGEHRETIEST, RUKIEMsercretE RS
1. BHRITUTHS, R&GOP KBS
yum install -y gop

a1

cd /opt/csv/guest-owner-proxy
./make_grpc.sh

2. £%hag
hag 2SR TE, TERTRUASERSZNCVIERE, BRVEMNERS THNFETH
7, FREENTR,

yum install -y hag

3. fEAhagEARiE 4%

rm -rf /opt/csv/*cert /opt/csv/*txt /opt/csv/*bin /tmp/csv-guest-owner-proxy/ && \
cd /opt/csv && \
hag --pdh_cert_export

4. (Z A EEANAERE

¥keysets.jsondrfimin-api-major. min-api-minor, allowed-build-ids#5/ s hag --plat-
form_statusE/REYapi_major, api_minor, build_id

¥qgop-client.pydfhw_api_major. hw_api_minor. hw_build_id# 5l A hag --platform_status &R
89api_major, api_minor, build_id

& gop-server.pyd Hbuild_idfE 3 5gop-client.pydhw_build_id#8E

5. BE1GOP server

cd /opt/csv/guest-owner-proxy/ && \
./make_grpc.sh && \
./gop-server.py
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| BN FEMRRR
1. FIEM B R &

BEBSEEBIENZESR, EAFRTLUER docker.io/haosanzi/busybox-vi:encrypted {E &

T,
2. ¥ hNZkeyI#FZIGOPH keys.json3 4 th

GOPHykeys.json3 {442 /opt/csv/guest-owner-proxy/keys.json ,

| BB BEMZRR

1. B8]#ZRuntimeClassXi S kata
R F oI LAMERRuntimeClass ApodfE E R RINIETTEY, XEEAkatafE AKIER{EREETE,
EEREDHITUTHS, tERuntimeClassiigkata,

cat <<-EOF | kubectl apply -f -
apiVersion: node.k8s.io/v1
kind: RuntimeClass
metadata:

name: kata
handler: kata
EOF

2. &Zpod

IR pod # runtimeClassName & kata, CRI#EH4<{EH Kata Containers &470Y124T pod,

WITUA TS, EERZFRAbusyboxipod,

cat <<-EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: nginx-sandbox
spec:
runtimeClassName: kata
containers:
- image: docker.io/haosanzi/busybox-v1:encrypted
command:
- top
imagePullPolicy: IfNotPresent
name: alphine-haosanzi
restartPolicy: Never
EOF

3. MK MNZRR 2 B ERE LI

RITUTHS, EEMEREEGEENN:

kubectl get pods

ML ERTTNEEER,

NAME READY STATUS RESTARTS AGE
nginx-sandbox  1/1 Running 0 50s

HFruntime-attestationfF HEZ A&

AXFEZNEN BN A Ekata R EPE T BHR2ME R INEECSV(China Secure Virtualization)& AR

, BR—TMHEPHNERRRER.

| B RMY

BHSE (ETruntime-attestationfEAHZ AR ) FENIMRESG—T, THUNERARRNELENES.

| BERER
RRIRS % Host CSV #1388
awemwn
docker BEEBE ; @ i .
g P : -
®

kata-agent

WERE

Kata Runtime

N =
G o | T
| amr
T

1
: 1 : Containerd
1 1

#8EF Confidential Container vO, Confidential Container v iFEgSLMKEs, HERA
image-rsEXMftumocifiskopeo kMR KRB XEENGE., BESHEXER, HSFccvl_image_securi-
ty_design .

MDE®: containerd @A kata-runtime Bz CSV VM; kata-runtimeil B image-rs THMZBEER;
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@: attestation-agent #@3¥ vm-attestation hypercall 3REXE#F attestation-report . chip-id FAZE
B CSV VM evidence;

(®: attestation-agent &3% CSV VM evidence £; verdictd server; verdictd I&iF CSV VM evidence #Y
IEPsE. &2, digest £ENE; 5 attestation-agent BIIETF rats-tls NAEEHHENLZLEE;

®@: attestation-agent [@verdictd server i5K% % keyflimage policy, verdictd 14 KBS @3 &%
WIE KX policy X4 key & i%L4 attestation-agent;

®: image-rs &/ key BEHRK;
©: BEKIETT workload

| FE—: BENR

H2%E (ETFruntime-attestationfE A BEER) ERNSE—, THREENR,

| BB HFERMARSRER

1.4 R GPGE XY

GPG: GNU Privacy Guard , BFN%E. SZ{EBEEAIREBIENHREZRSE, XBERIZKAFPAA testing
, BBF§Atest@higon.cn, EiRgpgiRmRMARFZ. . BBREER.

gpg2 --gen-key

ERRITRME, AT gpg2 --list-keys FUZEMBER: TTELRMUITRE:

[root@localhost test]# gpg2 --list-keys
/root/.gnupg/pubring.kbx

pub rsa2048 2022-05-11 [SC] [expires: 2024-05-10]
BO801A210472A10CC22090C8B27A004C4EB0D3ES5S

uid [ultimate] testing <test@hygon.cn>

sub rsa2048 2022-05-11 [E] [expires: 2024-05-10]

B Fverdictd R #Fkbxt& X pubkey, EEHITUN TRIELEM pubring.gpg

cd /root/.gnupg/
gpg2 --armor --export --output pubring.gpg test@hygon.cn

2. HFE BN AERER

PAdocker.io/library/busybox:latestiX MR A6, RIZAF&test, WizixaI ™ N FEAdock-
er.io/test/busybox,

FR: ELFRIEED, R8dockerio/testEZ ALFRZIERNIEF A, docker.io/xxxx,

B E /etc/containers/registries.d/default.yaml XER BN T:

default-docker:
sigstore-staging: file:///var/lib/containers/sigstore

e Fskopeo copy --sign-by#{7&%, LARAFtestAfl: T INEREhttps://hub.dock-
er.com/r/test/busybox/tags £ o] ERE]sig-testdtag,

skopeo login docker.io --username <$username> --password <$password>

skopeo copy --remove-signatures --sign-by test@hygon.cn \
docker://docker.io/library/busybox:latest \
docker://docker.io/test/busybox:sig-test

skopeo logout docker.io/test

MIBPtesthf: FEAMOMERE] /var/lib/containers/sigstore BER TS H TtestBR (XHEREMR T
BHESTIE) :

tree /var/lib/containers/sigstore

/var/lib/containers/sigstore
L——test

L—— busybox@
sha256=52f431d980baa76878329b68ddb69cb124c25efa6e206d8b0bd797a828f0528e
L—— signature-1

| $B=: Rikata KB

BSE (ETFruntime-attestationfE AN Z R ) IERNF B _KLZ&kkataihg, HEEUTESBEH
initrd3{4Fkata B & X4,

EHrinitrd 3t

f#[Einitrd image

cp initrd.run.img ./initrd.img.gz
gunzip initrd.img.gz

mkdir initrd

cd initrd/

cpio -ivmd < ../initrd.img

BEEFRIEREREE X
% /var/lib/containers/sigstore HRTHEFERZA EFZinitrd/var/lib/containers/sigstore:

sudo cp -rf /var/lib/containers/sigstore/* initrd/var/lib/containers/sigstore

ST Rinitrd

cd initrd/

find . | cpio -0 -H newc > ../initrd.new.img
gzip ../initrd.new.img

cd ../ && mv initrd.new.img.gz initrd.new.img
cp initrd.new.img initrd.run.img
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| I8P : ZiEcontainerd

BESE (ETFruntime-attestationfE AN Z AR ) IERNS B =%k%ZKcontainerd,

| $BH : BEkubenetesiz{TIFIE

BHEE (ETFruntime-attestationfE A Z 2R ) IERENFBIUEEEkubenetesiz TR,

| FRN: RERHBFVerdictd

Verdictd@—fzi2IANIESEI, H—EMERAERN, XEMERF BIntel/AMDHZ24F MR A, WIERM
YEXBNEMEZESMNZIHERG ., CRERATS-TLSN BB INEEMANFRENE KA LA HIBINERS
MSMEIE S| EXTeENEET L., XEEETHEUATFERNATFEULAE LERAZNARGEENR
2K, FSERIBESEverdictdIiB X4,

1. &% verdicted
yum remove verdictd -y

rm -rf /usr/share/rats-tls /usr/local/lib/rats-tls/ /usr/local/bin/verdict*
yum install -y verdictd

2. BicEverdicted

2.1 BHFBR_hipubring.gpgE#1%| /opt/verdictd/gpg/

cp /root/.gnupg/pubring.gpg /opt/verdictd/gpg/keyring.gpg

2.2 ¥§policy.jsonEANZ| /opt/verdictd/image/
FELPRRED, N4 docker.io/testE & ALFrEERIdocker.ioBF &, docker.io/xxxX.

cat>/opt/verdictd/image/policy.json <<EOF
{
"default": [
{
"type": "reject"
}
I

"transports": {
"docker": {

"docker.io/test": [

{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/run/image-security/simple_signing/pubkey.gpg"

}

]
}
}

}
EOF

2.3 ¥§sigstore.yamlE A% /opt/verdictd/image/

cat>/opt/verdictd/image/sigstore.yaml <<EOF
default-docker:
sigstore: file:///var/lib/containers/sigstore

docker:
docker.io/test:

sigstore: file:///var/lib/containers/sigstore
EOF

2.4 BEECSV OPAX ¥
{E//opt/csv/calculate_hash.pyit&measure:

yum install -y gop

/opt/csv/calculate_hash.py --ovmf /opt/csv/ccv0-guest/OVMFEfd --kernel /opt/csv/ccv0
guest/vmlinuz-5.15.0-rc5+ --initrd /opt/csv/ccv0-guest/initrd.run.img --cmdlin/opt/csv/
ccv0-guest/cmdlinee

BHEREOWT:

Calculating hash of kernel at /opt/csv/ccv0-guest/vmlinuz-5.15.0-rc5+
Calculating hash of initrd at /opt/csv/ccv0-guest/initrd.run.img
Calculating hash of kernel params (/opt/csv/ccv0-guest/cmdline)
Firmware Digest: OJXIhg3PHbknNmpAly8YpUHOpPYOwvGRXULOWSdjVAZA=

BiBcsvData, EffifRcsvDatadflimeasure 5ai—%it&iFirmware Digest—,

mkdir -p /opt/verdictd/opa/ && cat <<EOF | sudo tee /opt/verdictd/opa/csvData
{

"measure": ["OJXIhg3PHbknNmpAly8YpUHOpPYOwvGRXULOWS8djVAZA="]

}
EOF

fig EcsvPolicy.rego:

cat <<EOF | sudo tee /opt/verdictd/opa/csvPolicy.rego
package policy

# By default, deny requests.
default allow = false
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R ELMRRED, MEAPdockerio/testBEZ AL REERNIAFE, docker.io/xxxx.,
allow {

measure_is_grant

}

measure_is_grant {
count(data.measure) ==

}

measure_is_grant {
count(data.measure) >0
input.measure == data.measure[_]

}
EOF
3. Bxhverdictd
FEALTHSERverdictd, MiiFAttestation-AgentiZ I EFCSVHIRSEIE,

verdictd --listen 0.0.0.0:20002 --verifier csv --attester nullattester --client-api 127.0.0.1:20001
--mutual

ER: verdictd BRINEHMEE—MRE, REREEMSGXAEXE instancelt i, ECSVER LATR
B&.

[ERROR] failed on dlopen(): libsgx_dcap_quoteverify.so.1: cannot open shared object file: No
such file or directory

| Bt BHHBIEFEENEES
1. BlZRuntimeClassif % kata

BT LAMERRuntimeClass Apodis EABMNIZITH, XBERkatalf AKIENERNEITHR, FEERD
HITLAT S, BlEZRuntimeClassXfSkata,

cat <<-EOF | kubectl apply -f -
apiVersion: node.k8s.io/v1
kind: RuntimecClass
metadata:

name: kata
handler: kata
EOF

2. &Zpod

Z0R pod K runtimeClassName 1R B kata, CRIE#H={ER Kata Containers ia176121T pod. 47
T, BEZHRAsIg-testiflipod,

cat <<-EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: sig-test
spec:
runtimeClassName: kata
containers:
- image: docker.io/test/busybox:sig-test
command:
- top
imagePullPolicy: IfNotPresent
name: csv-sig-test
restartPolicy: Never
EOF

3. MAERRBRERIBZIN

PITUTHS, EENEREREEHEMI:

kubectl get pods

TR AT :

NAME READY STATUS  RESTARTS AGE
sig-test  1/1 Running 0 23s
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A2 IECSVHLES B AL

ANEZABNEWNETE CSVRER/DENFRDEI— CSV EUL,

| BERER
WHCPUS R 2 EHMLEARCSV(China Secure Virtualization), CSVBYi&itBR2BITCSVEMNIZA
EHTHE, ERNESEESITE. NBHES, BX2SXFOVIRAR, REEDNMRFMZEN, X8

EEsMAE, ARNCSVESWERRRNMEEY, BRMSHESLBRER, TNTEREELN LM
BN,

| $1B—: ZTZedk2-ovmf

BTN THSREedk2-ovmf, OVMFE—NMNETFEDK IWIE, BFEMNNUEFISE, E2FHAER
B5EESZ0VMF

yum install -y edk2-ovmf

| B RiEgemu-kvm
EITUTHORE qemu-kvm, QemuS—HFFRMENENEMNLNE, TRTFEINEE. mE

, TJLARIRE#X86. Power, Arm, MIPSEE S, BE5R. BFEHFHE., gemul ZRNEATEMNEE.
FESEMSE, EZFAERIESEgemu

yum install -y gemu-kvm

| FB=: LElibvirt
FRTUTHLREbvr, libvin2—ERTFEREMKHTIRAP, FPHESERTA, KEAHT

BHFEEKVM, Xen, VMware ESXi, QEMUKRHEMEMLIAR, libvitAENAPI ZRF=BRARALT
SIS ER 4 HEE (Orchestration Layer) . BEZFHERIESE libvirt

yum install -y libvirt

| 2P : TH Guest OSiRIR

ESEZLUT RS NEH X TE Anolis 8.6 8 Guest OS FEk:

cd /tmp

wget https://anolis.oss-cn-hangzhou.aliyuncs.com/anolisos_8 6 x64_20G_anck_uefi_
ommunity_alibase_20220817.vhd

- BvhdE R RE R A qrow 248 :

gemu-img convert -p -f vpc anolis_8_4 x64 20G_uefi_anck_community_alibase_20220418.
vhd-0 qcow?2 test.qcow?2

| HBH: BEICSV guestE#IAl
BaiA—: A QEMU &n& 17BN

BEEWNTgemui 21T/EENCSY guestEIAL :

sudo /usr/libexec/gemu-kvm -enable-kvm -cpu host -smp 4 -m 4096 -drive if=pflash,
format=raw,unit=0,file=/usr/share/edk2/ovmf/OVMF_CODE.cc.fd,readonly=on -hda
test.qgcow2 -object sev-guest,id=sev0, policy=0x1,cbitpos=47,reduced-phys-bits=5 -machine
memory-encryption=sev0 -name test -monitor stdio

B#AX_: FERvirshiFz5

virsh 2R FEE EILHREDRHZE A Hypervisor 5T LE, 5 virt-manager ETEE, ©
L R2ET libvirt API RELIEHHHIER, virsh EREEGITNAER TETHAFRSIAE, EREAAKER
RBTHARFINELMBHENSENEEIAZ—,

EcElibvirt
E¥%/etc/libvirt/gemu.confrfuserflgroupi® & Aroot, A% H IR Bl BRI RES :

442 # Some examples of valid values are:

443 #

444 #  user="gemu" # A user named "gemu"

4454#  user="+0" # Super user (uid=0)

446 #  user="100" # A user named "100" or a user with uid=100
447 #

448 user = "root"

449

450 # The group for QEMU processes run by the system instance. It can be
451 # specified in a similar way to user.

452 group = "root"

453

BElibvirtd RS

systemctl daemon-reload
service libvirtd restart
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BIECSV guestfi B X 14 | FE/N: RBguestBICSVEREIRS

AT 2CSVEMNMNSER S Xcsv_launch.xml, EERERED, SRIEIFRER, BENNNESF
B, BZ2®EiES#Launch security with AMD SEV

<domain type = 'kvm' xmlns:qgemu='http://libvirt.org/schemas/domain/gemu/1.0">
<name>csv_launch</name>
<memory unit='GiB'>4</memory>
<vcpu>4</vcpu>
<0s>
<type arch = 'x86_64' machine = 'pc'>hvm</type>
<boot dev ='hd'/>
</0s>
<features>
<acpi/>
<apic/>
<pae/>
</features>
<clock offset = "utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>destroy</on_crash>
<devices>
<emulator>/usr/libexec/gemu-kvm</emulator>
<disk type = 'file' device = 'disk'>
<driver name = 'gemu’' type = 'qcow?2' cache = 'none'/>
<source file ='/tmp/test.qcow2'/>
<target dev ='hda' bus ="ide'/>
</disk>
<memballoon model='none'/>
<graphics type='vnc' port="-1" autoport='yes' listen='0.0.0.0"' keymap='en-us'>
<listen type='address' address='0.0.0.0'/>
</graphics>
</devices>

<launchSecurity type='sev'>
<policy>0x0001</policy>
<cbitpos>47</cbitpos>
<reducedPhysBits>5</reducedPhysBits>
</launchSecurity>

<gemu:commandline>
<gemu:arg value="-drive"/>
<gemu:arg value="if=pflash,format=raw,unit=0,file=/usr/share/edk2/ovmf
/OVMF_CODE.cc.fd,readonly=on"/>
</gemu:commandline>
</domain>

BECSVEIN

sudo virsh create csv_launch.xml

- BfEAvncEEAiziE TRiERguest
- anolisiE g BIAAFBZanuser, Zanolisos

localhost login: anuser
Password: anolisos

BEREMIE, 1T

dmesg | grep -i sev

RRABNEMINT, MIEBRCSVEBIENMII:

[
[

0.129692] AMD Secure Encrypted Virtualization (SEV) active
1.886794] software 10 TLB: SEV is active and system is using DMA bounce buffers
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'a db 5 /==
Intel TDXHZ B &5 | EBEER
‘ . i} , , TDX CoCo Architecture
AXFERNENBNDTET Inte{S1FE(TD) BB IR = E L INAETDX (Intel Trust Domain Extensions) ( Open-local
https://www.intel.com/content/www/us/en/developer/articles/technical/intel Image Registry

—~trust-domain-extensions.html) ¥R, BEEBIEREBH—MEFHNNZESEZER[EER,

| B RMY

1. 2EANolis 8.6 IBIER %
EESZFFINTEL TDX CPURIEEHEE |, £#Anolis 8.6 GABEX L% anolis 8.6 GA,

2. FHERA#E|5.10
BT Anlois 8.6 BIZRIARZIRAR4.19, BEFHRKkernel E5.105RK,
« %0 yum JRECE 24, #HA0Anolis B Experimental repo,

yum install yum-utils
yum-config-manager --add-repo https://mirrors.openanolis.cn/anolis/8/kernel-5.10/x86_64
/0s/

- FHRA

yum update kernel

- BN, HEREENSNRERRRTRS.

reboot
uname -r

- AR

5.10.134-13_rc2.an8.x86_64

3. {E8ETDX
cE5FE, BRENSENOAXERRE,
WEAERIT

[ 1.481148] seam: Loading TDX P-SEAMLDR intel-seam/np-seamldr.acm.

[ 1.482177] seam: Successfully loaded TDX P-SEAMLDR.

[ 1.482195] tdx: Build all system memory blocks as TDX memory.

[ 5.919528] tdx: Loaded TDX module via P-SEAMLDR.

[ 5.919763] tdx: TDX SEAM module: attributes 0x0 vendor_id 0x8086 build_date 20220420
build_num 0x156 minor_version 0x0 major_version 0x1.

[ 6.379342] tdx: Successfully initialized TDX module

1
kata-acent :

image-rs Attestation kpc :

‘ kubelet ‘ ocicrypt-rs Agent . ) |
- DCAPLib I

‘ containerd ‘ Guest Kernel/Rootfs :
TD-SHIM :

kata shi
‘ﬂ‘ VMM(CLH/QEMU;/Dragonball)

‘ Host(Kernel/KVM) ‘

ZH5/R TDX Pod BB R TOXEHREENUBABDBRESETEER, URFEEARIET, RIPH
BRIEAHMBFENNZHENTEYE., 2ENZES{4H KX (https://github.com/confidential-containers
) EEXFHNRBEGZ—, ENTEARETEMNNER[EZAR, NESHMTRSZLMIGE, tiltrusted
boot, restricted API, encrypted/signed image, remote attestation, XL AREPER AN ZSEruntime
stackfy—&R4r, ETEERIPHIguest WER, ZRIAEERLT image-rs #1 attestation-agent F4A#, BA1RAFRE
NEBE/RPAE. #N,. BT, BE. TRIEPURMEZBFIANELZ25M. NEZES[NERETIRER:

- AP ERETRFFE—TESM/FAMENRRIFNERERG, HFLRIASRRECEDP,

- AP &< Kubernetes BRI XNMZEFHIBRER. kubelet =@ containerd &ESIZ Pod 8 CRI 15K
, containerd MBIEKEE & %45 kata-runtime, kata-runtime FE—NTDX RIPHEZEERVM, EFTZIFTDX
#IVMM B Dragonball, Cloud Hypervisor, Qemu,

- kubelet [ containerd % #2 Image Pulling B9 CRI 3K, containerd MiBEKiE &4 kata-runtime,
R4 kata-agent IF)i5KHEiE image-rs FERIZHARRBKREEINLE, £ TaimageZ i, image-rs
2R attestation-agenti#{TIZiZIAIE,

- Attestation-agent 5 Key broker service (verdictd) By Z2%iE, HF#HTEFruntime stack/F0id
BEPHEEEHTERINE, HBRuntimeEEHER. REEIERIANE, imagefEZFkey, E&8policyH
EBASEET TEERIPHIguest N ER,

B ERIEAE, £%image policyXf4, £&iFH, fRZimage key, image-rsi#fTies. %,
unpack AREHBREHRIVRIE, SLINF Econtainer,
| P B—: EREBMAEEEE

AEBATIRMRRMZBET AMXEHENS R, KU LURIBERINER, REIMMBER,

Be 2R
X Hfirewall
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LinuxZ% TE B 7 X iptables , iptables TfLLURBREZS LR 2N, EERNREBEIZBERESZEN
ERMEEE, N firewall . HATUITIRE:

sudo service firewalld stop

B firewall R3S

service firewalld status

AR T

Redirecting to /bin/systemctl status firewalld.service
@® firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled; vendor preset: enabled)
Active: inactive (dead)
Docs: man:firewalld(1)

X Hlselinux

Security-Enhanced Linux (SELinux) —NMERZD L& FIFEEG (MAC) Z2MAF, JE
U R SO EMNE . HIEERMERR, HEINXAselinux, HITHTRIE:

setenforce O

THAEERANT

setenforce: SELinux is disabled

fig Econtainerd
BaiEmM2iArIconfig.toml

containerd config default > /etc/containerd/config.toml

BT RUAD config.toml EANZESNNRG, BRBURELENE, BEZUTHIERNERERER.

cd /etc/containerd
sed -i 's#registry.k8s.io/pause:3.6#registry.cn-hangzhou.aliyuncs.com/google_containers/
pause:3.1#g' config.toml

J250 containerd

systemctl containerd start

I B A fKubernetes cluster
- H&ZkubernetesE g R Kubernetes cluster, &1 Kubernetes JRANK A 1.24,

cRIRERE D E/DH—/ Kubernetes 35 S EG#5& node-role.kubernetes.io/worker=

kubectl label node <node-name> node-role.kubernetes.io/worker=

| B . i Confidential computing Operator

Confidential computing Operator 127 —Fp7£ Kubernetes &8 FEFZEME1E Confidential Containers

Runtime B957%, ERERIESESRE.

Al R4
1. 1% Kubernetes £8TH R E/H 8GB RAM # 4 1 vCPU

2. HFJ CoCo IRAMNZIFE T containerd i&fT8FHJ Kubernetes ££28%
3. 1% SELinux #Z A= REEIHIT (confidential-containers/operator#115)

EBE Operator
OperatorBEIA3MEA, XBEINLEEMIRV0.3.0/RAE, @EIETIATHSLERZEOperator:

kubectl apply -k github.com/confidential-containers/operator/config/release?ref=v0.3.0
cc-operator-controller-manager FREKBEIMIRER, TTREAIA TR, BEEZIUTTBENREEHITER:
kubectl edit deploy cc-operator-controller-manager -n confidential-containers-system

# ¥ gcr.io/kubebuilder/kube-rbac-proxy:v0.13.0&#5
image: quay.io/brancz/kube-rbac-proxy:v0.13.0

BEETRARE:

kubectl get pods -n confidential-containers-system --watch

PSRN T, ERX = pod#EFHE, BESTATUSEZE ARunning,

NAME READY STATUS RESTARTS AGE
cc-operator-controller-manager-56cb4d5ff5-lgd9x 2/2 Running 0 167m
cc-operator-daemon-install-rg8s9 1/1 Running 0 154m
cc-operator-pre-install-daemon-7jhnw 1/1 Running 0 154m

fll#Z custom resource
€72 custom resource ¥ EH CC runtimeZRE R £ =P H 17 RuntimeClasses, #{EMT:

kubectl apply -k github.com/confidential-containers/operator/config/samples/ccruntime/
default?ref=v0.3.0

HWEBIZEH RuntimeClasses,

kubectl get runtimeclass

EBERWT :
NAME HANDLER AGE
kata kata 154m
kata-clh kata-clh 154m
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kata-clh-tdx kata-clh-tdx 154m
kata-gemu kata-gemu 154m
kata-gemu-sev kata-gemu-sev 154m
kata-gemu-tdx kata-gemu-tdx 154m

iZOperator (EVEFE)

MREIBEFOperatorfIiR A, HELNREKBIMBE, cJLiscEz, BEE LANSREHREK. BIF
RIEBESEHE,

kubectl delete -k github.com/confidential-containers/operator/config/samples/ccruntime/default?
ref=<RELEASE_VERSION>

kubectl delete -k github.com/confidential-containers/operator/config/release?ref=$
{RELEASE_VERSION}

| FB=:. RgEHFDverdictd

Verdictd@ —fNzfZINIESLEL, H—HAMERAR, XLEBERMBIntel/ AMDHZ 245 MR AT, WIEH
FTRXBNEMZ2MNZTERG, SIKERATS-TLSN AiEi@EREMFIREISE R AP L& BUIRIRERS
MESMHWIES | ZRNT2ENEERE, XEEEHETRTFERNATERULETERZNARGEENL
2%, BR2ERBESEverdictdI B XH,

1. BRITLAT®E, L3verdictd

yum install -y verdictd

2. SRERBMEZA
mkdir -p /opt/verdictd/keys/

cat <<- EOF > /opt/verdictd/keys/84688df7-2c0c-40fa-956b-29d8e74d16c0
1234567890123456789012345678901
EOF

3. BERGEBEN

# LRSS LT Ecosign: https://github.com/sigstore/cosign#installation
wget https://github.com/sigstore/cosign/releases/download/v2.0.0/cosign-1linux—amdé64
sudo install -D --owner root --group root --mode 0755 cosign-linux-amdé4 /usr/local/bin/cosign

# ERHTEV A

cosign generate-key-pair

ls

cosign.key cosign.pub

mkdir -p /opt/verdictd/image/

cp cosign.pub /opt/verdictd/image/cosign.key

4. EREHEZpolicy
R ELMREED, R¥EAPdocker.io/testEZ ALIREERNEFE, docker.io/xxxX,

cat <<EOF | sudo tee /opt/verdictd/image/policy.json
{
"default": [

{
"type": " insecureAcceptAnything"

}
1
"transports": {
"docker": {
" docker.io/test/": [

{
"type": "sigstoreSigned",
"keyPath": "/run/image-security/cosign/cosign.pub"

5. Bafiverdictd

verdictd --listen 0.0.0.0:20002 --verifier tdx --attester nullattester --client-api 127.0.0.1:20001
--mutual

BVerdictdB51f5, Verdictd#Eis O M IF#131E0.0.0.0:20002 ¥ 173K B attestationagentBIiziZiEBAE K,

6. HI{EMIZimage
a[&#Generate encrypted container image$I{ENIZ &4,

EREI: ENEERSEY, MEBRGEEguest VMBI HImgae-rs AHRRAE, MAREhostHT
FE, MREHETFHARVEN, BEEMZERNIANS, BEIEHTEERZMNEZYN, BEMBdocker, ctrfl
crictl 3T EEEHIEN, EEAskopeo TEBITEGNAIN, SEGLONT:

# TEH—1BXimage
skopeo copy docker://docker.io/library/alpine:latest oci:alpine

# Askopeo4 — N keyproviderfit & 314
$ sudo mkdir -p /etc/containerd/ocicrypt/
$ cat <<- EOF | sudo tee "/etc/containerd/ocicrypt/ocicrypt_keyprovider.conf"
{
"key-providers": {
"attestation-agent": {
"grpc": "127.0.0.1:20001"
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) | BB BHHRIETEENMERERR
EOF

export OCICRYPT_KEYPROVIDER_CONFIG=/etc/containerd/ocicrypt/ocicrypt_keyprovider.conf
# £ INZimageHFRFEimImdocker registry

AR EELREED, REHFdocker.io/testERALPMEERNEFE, docker.io/xxxx,

skopeo copy --encryption-key provider:attestation-agent:84688df7-2c0c-40fa-956b-29d8e74d16c0
oci:

alpine docker://docker.io/test/alpine-encrypted

{map[attestation-agent:{<nil> 127.0.0.1:50001}]}

&{mapl[attestation-agent:{<nil>127.0.0.1:50001}]}

[[97 116116 101 11511697 116 105111 110 4597 103 101 110 116 58 56 52 54 56 56 100 102 55 45
5099 48 99 45 52 48 102 97 45 57 53 54 98 45 50 57 100 56 101 55 52 100 49 54 99 48]]
attestation-agent:84688df7-2c0c-40fa-956b-29d8e74d16c0

idx: 17

maplattestation-agent:[[56 52 54 56 56 100 102 55 45 50 99 48 99 45 52 48 102 97 45 57 53 54 98 45
50 57 100 56 101 55 52 100 49 54 99 48]]]

Getting image source signatures

&{mapl[attestation-agent:[[56 52 54 56 56 100 102 55 45 50 99 48 99 45 52 48 102 97 45 57 53 54 98
455057 100 56 101 55 52 100 49 54 99 48]]] {map][l}}

Copying blob 63b65145d645 done

Copying config 6a2bcc1c7b done

Writing manifest to image destination

Storing signatures

# verdictd B

[2023-02-27T06:02:18Z INFO verdictd::client_api::key_provider] wrap_command: KeyProviderlnput
{ op: "keywrap", keywrapparams: KeyWrapParams { ec: Some(Ec { Parameters: {"attestation-agent":
["ODQ20DhkZjctMmMwYy00MGZhLTkTNmItMjlkOGU3NGQXNmMw"]}, DecryptConfig: Dc { Parame
ters: {}} 1), optsdata: Some("ey)JzeW1rZXkiOilycEVXWk9jNVhyUmNOWXdyQzl1UlmSkZ5WGM2ZnV2S
WZUckhnMHEYMORrPSIsImRpZ2VzdCI6INnNoYTITNjo2M2I2NTEONWQ2NDVjMTITMGMzOTFIMmMQXNmMVi
ZTUZYjM3NDdjMjk1Y2E4YmEyZmNiNmIwY2YWNjRhNGRjMjFjliwiY2lwaGVyb3B0aw9ucyl6eyjub25jZSI
6lIkNURkK5UZ2hZLOpkRkd0eGNKYzc5dUE9PS)9fQ==") }, keyunwrapparams: KeyUnwrapParams{ dc:
None, annotation: None } }

[2023-02-27T06:02:18Z INFO verdictd::resources::directory_key _manager] get key from keyFile:
/opt/verdictd/keys/84688df7-2c0c-40fa-956b-29d8e74d16c0

[2023-02-27T06:02:18Z INFO verdictd::client_api::key_provider] key: [49, 50, 51, 52, 53, 54, 55, 56,
57,48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 48, 49, 10]

7. #fEERimage

# TH—1BEXimage

cosign sign --key cosign.key docker.io/test/alpine-encrypted
tlog entry created with index: 14409560

Pushing signature to: docker.io/test/alpine-encrypted

1. iEETDX CoCo runtime

attestation agent ZIFTDXFEEHIKBCH: eaa_kbc, imimverdictd service A FiRMIGIEAimagef@®
key, &&tpolicyF1Z4BIER,

vim /opt/confidential-containers/share/defaults/kata-containers/configuration-gemu-tdx.
toml

# EAA KBC is specified as: eaa_kbc::host_ip:port

kernel_params = "<default kernel params> agent.aa_kbc_params=eaa_kbc::verdictd_ip_ad
dress:20002

agent.enable_signature_verification=true"

2. EfZEPod
TR ELMRRED, M8 AFdockerio/testEZ ALIMEERIAF &, docker.io/xxxx,

cat <<-EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-tdx-alpine
spec:
runtimeClassName: kata-gemu-tdx
containers:
- image: docker.io/test/alpine-encrypted
command:
- top
imagePullPolicy: Always
name: test-tdx-alpine
restartPolicy: Never
EOF

- EE pod EEBIMMIN:

kubectl get po

- AL RINT

NAME READY STATUS RESTARTS AGE
test-tdx-alpine  1/1 Running 0 31h

kubectl describe pod test-tdx-alpine

Normal Pulling 5s kubelet Pulling image " docker.io/test/alpine-encrypted "

Normal Pulled 3s kubelet Successfully pulled image " docker.io/test/alpine-encrypted "
in 1.682344015s (1.682349283s including waiting)

Normal Created 3s kubelet Created container test-tdx-alpine

Normal Started 3s kubelet Started container test-tdx-alpine

# verdictd B&
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[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::rats_tls] response: {"data":{"base64
size":"452"}"status":"OK"}

[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::protocol] Request: Object {"command":
String("Get Policy"), "optional": Object {}}

[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::rats_tls] response: ewoglCAgImRIZmF
1bHQIi0iIBbCiAgICAgICAgewoglCAgICAgICAGICAIdHIWZSI6IC)yZWplY3QiCiAgICAgICAGfQogICAgXSW
KICAgICJ0OcmFuc3BvcnRzljogewoglICAgICAgICIkb2NrzXIiOiB7CiAgICAgICAgICAgIC)yZWdpc3RyeS5kb
21haW4ubG9jYWwiOiBbCiAgICAgICAQICAGICAGICB7CiAgICAgICAgICAGICAGICAGICAGINR5CGUIDIAIC2
lnc3RvemVTawduZWQiLAogICAgICAgICAgICAgICAgICAGIC)rZXIQYXRoljogli9ydW4avaw1hz2Utc2VjdX)
pdHkvY29zawduL2Nvc2lnbi5wdWIiCiAgICAgICAgICAgICAgICBICiAgICAgICAgICAgIFOKICAgQICAgQICBY
CiAgICB9CNOK

[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::protocol] Request: Object {"command":
String("Get Resource Info"), "name": String("Cosign Key")}

[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::rats_tls] response: {"data":{"base64
size":"240"},"status":"OK"}

[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::protocol] Request: Object {"command":
String("Get Cosign Key"), "optional": Object {}

[2023-03-01T08:19:45Z INFO verdictd::attestation_agent::rats_tls] response: LS0tLS1CRUdJTiBQVU
JMSUMQ@SO0VZLS0tLSOKTUZrdOoV3WUhLb1pJemowQOFRWULLb1pJemowRE
FRYORRZOFFZ3h6NWhEVXI6VnpFd2RVcnhZb1JQVET1pN0ZveQovVEI40TVIbmt
MdzE4RHNLczRTMnFidHg1LThJNVIKaUJ4TDhyZG9NL3A5cIBQSHVDVV
dpSkxBSFVNPTOKLSOtLS1FTkQQUFVCTEIDIEtFWSO0tLS0tCg==EQF

Intel vSGX: Intel SGXE 1

| T B & 5§ %

https://gitee.com/anolis/cloud-kernel.git

| HABBNE

db =2
B=

SGX ZIntel 2 FEHTEERNHAIMA N Z—, BHRA M (Enclave) NWREES, EBfTHE SHPH
APRABHZEAESNEENTELEFRIPFNS R, BETERIERNEIEFR, NAPRESGX CHETHE
MRHABIEIERE. SGCXEAMARNEHTEER AR, NEKBES, SHUHE, KR, REPBEEFESHR
PR ARENXE.

6] & &k B

BRIz RSRENEZNTERFEUEIN, ReFROEAKRAEL. BEHNENBIEMBTXR
BREMNNZERE, USGXAR, fTETEMKNTE N, EBEEMNNZERRPERSCXAEMH L
, BHEES, 2HHE, RRESWSESHEZANERRESESCXINENT LIHERR,

MRIRTTR

SGXHEENEBH W AT XA E HWFEPC (Enclave Page Cache) 4TI B MATIRIPRLH, SGX
HEMA I — T = A ERAE:

1. HEMWLEICPUID RATESSGXEIRE

2. B A EIWEREZEPCHI X 8i{sE BRI SGX EPC

3. FREMILPSCX MR IFHRIES, RESGXCHPHIMIIRERISTHF

VM-3 ?

VM-1

Linux/KVM

Encrypt Engine

I I
RN -

LEAT mERE

SGXE#ME BV FF EELinux Lt KA Z#THY5.10 A P34,



OpenAnolis OpenAnolis

%W o X %W o X
| BPiSR 2. 2% Anolis 8.6 121ER %
. 152% Anolis 8.6 GA 1RBEX %% Anolis 8.6 GA,
I=E=anpdl
SGX 2.0 thEYEDMM JEHE AT A/E HSCX CEMEPCATEIAL, TEERMBITIRAD B LEA 3. Ft4% kernel & 5.10
2 ESIG, NAPREMZINEE, « 2% kernel 5.10

yum-config-manager --add-repo https://mirrors.openanolis.cn/anolis/8/kernel-5.10/x86_64/
0s/ &&\
yum update kernel-5.10.134-12.1.an8

2R: #&i27R-bash: yum-config-manager: command not found , E2ZUTHESREyum-utils,
Intel SGXE AN BR{ESL B

yum install -y yum-utils

AXEBNENBMTE SCXBETR/MBHIKFEPRH— SGX EHAL, MURITE SGX RIAN Pz e e e ae
SGX MW EIE, FFRTMTETRORTERIE SGX PhE, EENSZE, WRAUTECERRRRS.

uname -r
| BERER

Intel® SGX 2—ARTARFHENELSHNEG, EASRNBREFNEEREZ2HE, SGX RIFNHA
EFEESENMIL=EAF enclave, XRE—TMEFRIPHXE, BEEFESERRENER ThaERHE

4. 1§ & Host MIEY SGX FaEIRS
« K9E SGX [FREIRES.

MEEMTENE, BLEERAREEE enclave hayRMAA1E enclave AEFEXE, SERBFRREBAIE, dmesg | grep -i sgx

AP TTUMER Linux Rzt KVM EREAERT] QEMU £ #5545 /R SGX 98 ERIZ— DN ERMN, ZE
ML BT LATE Guest BIEZR L h{EMIntel SGX and Intel SGX Data Center Attestation Primitives (Intel SGX PAT M %R SGX B IEERE,
DCAP) ,

2.326326] sgx: EPC section 0x80c000000-0xfff7fffff
2.391710] sgx: EPC section 0x180c000000-0x 1 fffffffff
=S4 48 A2 2.456785] sgx: EPC section 0x280c000000-0x 2fffffffff
|
I ﬁjhm1¢ 2.522183] sgx: EPC section 0x380c000000-0x3fffffffff
1. \2% BIOS 2&ERE SGX
& {E R BIOS {£AE SGX INAERI SGX BEE.

PAREE NF5280M6 SGX HLEL AR, 152E TENSBINE SGX 25{E8E,

[
[
[
[

- & SGX R R E BN,
ls /dev/sgx*

. DPTHIEERREEREK SGX K5,
1.1. Total Memory Encription ATHERBERS D

Main menu->Socket Configuration->Processor Configuration->Total Memory Encryption ->En- /dev/sgx_enclave /dev/sgx_provision /dev/sgx_vepc

abled
1.2. SW Guard Extensions(SGX) | HIE—: ﬁ%ﬁQEMU
Main menu->Socket Configuration->Processor Configuration-> SW Guard Extensions(SGX) ->En
abled MRRL QEMU BIRAMET v6.2.0, IEHATU THLRE QEMU v6.2.0, ESHAERESZqemu,

export version=6.2.0-11.0.1.module+an8.6.0+10830+f21fb638.5
1.3. PRMRR Size yum install -y gemu-img-$version \

Main menu->Socket Configuration->Processor Configuration-> SW Guard Extensions(SGX) gemu-guest-agent-$version \

->PRMRR Size ##8 BN 32 G (PRMRR REH socket 8B EPC IA/N) gemu-kvm-$version \
gemu-kvm-common-$version \
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gemu-guest-agent virsh 2EHTFEIE fﬁ?@lﬂﬂﬂiﬁqjﬂ'\lg)ﬂm*ﬂ Hypervisor Eq%@?ﬁ'lﬁ, 5 Virt-manager %Iﬁ%'ﬂ;{/ =
2B libvirt API RLIMEMKHEE, virsh ER2EGSTNAEXTETHAFSIAE, ERREAAER
RBIHARFINEIMBHENSENEEIARZ—,

St [ihvi
| $B=: T Guest OS#E& 2 fibvirt
WiBA: BAT Anolis B9 libvirt A2 sgx J8E, FEIT L intel 89 6 4> patch, BRIEFintel 25K
< BFSEUTHES MW XTE Anolis 8.6 B Guest 0S &, BBETITE, H inclavare-containers repo TSR,
cd $HOME/vsgx/ && \ cd $HOME/vsgx && \
wget https://mirrors.openanolis.cn/anolis/8.6/isos/GA/x86_64/Anolis0S-8.6-x86_64-ANCK. waget https://mirrors.openanolis.cn/inclavare-containers/bin/anolis8.6/libvirt-8.5.0/libvirt
qcow?2 -with-vsgx-support.tar.gz && \

tar zxvf libvirt-with-vsgx-support.tar.gz && \
cd libvirt-with-vsgx-support && \
yum localinstall -y *.rpm

- {£2% Guest HEBR I EFHZEE.
R UTHSTEEREIgEN123456, BRIBEEXRBTIREEMZE,
yum install -y libguestfs-tools-c 1£ libvirt pEE QEMU

export LIBGUESTFS_BACKEND=direct o gt g = EE M ] Y oA AZ
- £ QEMU th#g 3% /R SGX KB, EEHUTIRE:
virt-customize -a Anolis0S-8.6-x86_64-ANCK.qcow?2 --root-password password:123456 Q - S >
- /dev/sgx_enclave JExfienclave

cFERER: . =4 g R A S
« /dev/sgx_provision BEIfEAIAiEenclave (PCE)

[ 0.0] Examining the guest ... « /dev/sgx_vepc HE EPC HER

[ 6.5] Setting a random seed

[ 6.5] Setting passwords libvirt BIA/EFAHY cgroup 12 HIBIGIELEIF AR LEIRE X, HIE /etc/libvirt/gemu.conf HEK
[ 7.6] Finishing off cgroup_device_acl JIXREBBERE=N:

cgroup_device_acl=]|
"/dev/null", "/dev/full", "/dev/zera",

I 53%5 EE}] SGX Guest "/dev/random" "/dev/urandom",
"/dev/ptmx", "/dev/kvm",
BiiBARX—: (£H QEMU <1725 "/dev/rtc"'/dev/hpet", N
"/dev/sgx_enclave', "/dev/sgx_provision", "/dev/sgx_vepc"
BEWALLT QEMU 3 &K/a 51 SGX Guest, ]
/usr/libexec/gemu-kvm \
-enable-kvm \ QEMU REEEEMBEA /dev/sgx_vepc 'I«Q%/ i%iﬁ%ﬂﬂ root #ﬁﬁ, NXHER A 600, iz%‘\ﬂfk%@
-cpu host,+sgx-provisionkey -smp 8,sockets=1 -m 16G -no-reboot \ WA QEMU EEE R LA root ipisfT. 1B%HE /etc/libvirt/gemu.conf | FHRERF S,

-drive file=$HOME/vsgx/Anolis0S-8.6-x86_64-ANCK.qcow?2,if=none,id=disk0,format=gqcow2 \
-device virtio-scsi-pci,id=scsi0,disable-legacy=on,iommu_platform=true -device scsi-hd,drive=
disk0 -nographic \

-monitor pty -monitor unix:monitor,server,nowait \

-object memory-backend-epc,id=mem1,size=64M, prealloc=on \

-M sgx-epc.0.memdev=mem1,sgx-epc.0.node=0

user = “root”

HOTXEENE, BFEENDE libvirtd BRSS!

systemctl restart libvirtd

B NAT W%

£/ libvirtd RSB 25, BRESRININERE,

BAASB_RENHAFPEMZM, #HASGX Guest,

localhost login: root
Password: 123456 # virsh net-list --all
B RS HHAB FA

BsAXX_: #HA virsh §&1 sgxgquest T T
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libvirt FIAMER T — &7 default 8] NAT W2, X TRMERGAER virbro fEAREED, (£H <address type='pci' domain='0x0000' bus='0x00' slot='"0x01' function='0x1'/>
dnsmasq RA{ER nat MR EMFLIRA dns & dhep RS </controller>

MREFEBEX libvirt EUME, E5Elibvirt WEEE, <memballoon model='virtio>

<address type='pci' domain='0x0000' bus='0x00" slot="0x04' function='0x0'/>
Bz SGX Guest xml X4t </memballoon>
<console type='pty'>
<target type='serial' port='0'/>
</console>
<interface type='network'>
<source network='default'/>

T2 SGX EMNEISE xml 34 vsgx.xml, EEAERSD, BREFEIMFER, ERXNENEEFR.

$BE: {Ri& guest image BIHIE A /root/vsgx/Anolis0S-8.6-x86_64-ANCK.qcow?, f§ & Adefault
B9 NAT F%&

<domain type='kvm' xmlns:gemu="http://libvirt.org/schemas/domain/gemu/1.0">
<name>vsgx</name>
<memory unit='KiB'>16777216</memory>
<currentMemory unit='KiB'>16777216</currentMemory>
<vcpu placement='static'>8</vcpu>
<0s>
<type arch='x86_64'>hvm</type>
<boot dev='hd'/>
</0s>
<features>
<acpi/>
<apic/>
<pae/>
</features>
<clock offset='localtime'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<pm>
<suspend-to-mem enabled='no'/>
<suspend-to-disk enabled='no'/>
</pm>
<gemu:commandline>
<gemu:arg value='-cpu'/>
<gemu:arg value='host,+sgx-provisionkey'/>
<gemu:arg value="-object'/>
<gemu:arg value='memory-backend-epc,id=mem1,size=64M, prealloc=on'/>
<gemu:arg value="-M'/>
<gemu:arg value='sgx-epc.0.memdev=mem1,sgx-epc.0.node=0'/>
</gemu:commandline>
<devices>
<emulator>/usr/libexec/gemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name="'gemu' type='qcow?2'/>
<source file='/root/vsgx/Anolis0S-8.6-x86_64-ANCK.qcow?2'/>
<target dev='vda' bus='virtio'/>
<address type="pci' domain='0x0000"' bus='0x00" slot='0x05" function='0x0'/>
</disk>
<controller type='ide' index='0">

<model type='virtio'/>
<address type='pci' domain='0x0000' bus='0x00' slot='"0x03' function='0x0'/>
</interface>
</devices>

<feature>
<sgx supported='yes'>
<fle>yes</fle>
<epc_size unit='KiB'>1048576</epc_size>
</sgx>
</feature>
</domain>

I=p)sE

# virsh create vsgx.xml
Domain 'vsgx' created from vsgx.xml

RINBHEMIZE, BWMA— T2 H BN,

# virsh list
Id B K&

1 vsgx running

HENEMHIZH S

# virsh console vsgx

Connected to domain 'vsgx'

Escape character is ] (Ctrl +1])

# XBEER—TEZER

Anolis OS 8.6

Kernel 4.19.91-26.an8.x86_64 on an x86_64

Activate the web console with: systemctl enable --now cockpit.socket

localhost login:

BRALBIRENBAFEMEE, #ASGX guest,
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localhost login: root
Password: 123456

& Guest B9 SGX {FERERS

AERH QEMU e fTEEB M SGX Guest, RZEHA virsh BaIH) SGX Guest, ERMZE, HBHFE
& Guest XY SGX BEXHF.

£ Guest P SGX TEXFF SGX WAZ/BRERSG, TTLUBEIATAIE Guest hIESH
- 0 E SGX EEERE,

dmesg | grep -i sgx

UTEERR SGX ELRIEHIERE,

[ 0.489460] sgx: EPC section 0x440000000-0x44 3ffffff

- & SGX WE LXK B

ls /dev/sgx_*

UTEEERR SGX ELRIEHIERE.,

/dev/sgx_enclave /dev/sgx_provision

| $BI: M SGX MEHHHEKIER

HFFE SGX 2, IMEE SGX ERIW_ %% SGX SDK, PSW 1 DCAP H M2 SGX MNZ i EIRE,
« 2% SGX SDK

mkdir -p $HOME/vsgx && \
wget https://mirrors.openanolis.cn/inclavare-containers/bin/anolis8.6/sgx-2.17/sgx_linux_
x64_sdk_2.17100.3.bin && \
chmod +x sgx_linux_x64 sdk 2.17100.3.bin && \

echo -e 'n\n\/opt/intel\n'|./sgx_linux_x64_sdk_*.bin && \

rm -rf sgx_linux_x64_sdk_*.bin

« 2% SGX PSW/DCAP

cd $HOME/vsgx && \
wget https://mirrors.openanolis.cn/inclavare-containers/bin/anolis8.6/sgx-2.17/sgx_rpm
_local_repo.tar.gz && \
tar zxvf sgx_rpm_local_repo.tar.gz && \
yum install -y yum-utils && \
yum-config-manager --add-repo file://$HOME/vsgx/sgx_rpm_local repo/ &&\
yum install --nogpgcheck -y sgx-aesm-service libsgx-launch libsgx-urts && \
rm -rf sgx_rpm_local repo.tar.gz

| I FH : IIFE SGX IeETfl—: Bz Enclave

Intel SGX SDK B2t T SGX REIMTEE A FINIE SGX IR, BUIAUTF opt/intel/sgxsdk/SampleCode B
R,

ABEREPHELN Enclave ;7% (SampleEnclave) , MEABEI— Enclave, DBIERETIIEE
fEFH % %A SGX SDK,

- RERFTR
yum install -y gcc-c++
- 1% E SGX SDK HXMHIELE,

source /opt/intel/sgxsdk/environment

« RiZREARTE SampleEnclave

cd /opt/intel/sgxsdk/SampleCode/SampleEnclave && \
make

- BITHIFL O TTRT,

./app

FHRtI -

Checksum(0x0x7ffc732e8d20, 100) = Oxfffd4143

Info: executing thread synchronization, please wait...
Info: SampleEnclave successfully returned.

Enter a character before exit ...

| ZEIN: SIEEMN
QEMU {ZLE BN,

7E SGX Guest & \exit iIBH Guest BRI, #A/F CTRL+C &1k QEMU ##2. vrish (S 1EE AL
1 LEEBHL
57E Host A28 £, BIALLTHSEIEERN,

# virsh shutdown vsgx
Domain 'vsgx' is being shutdown

i BR B2 FAAL
TETE Host Hl& £, MAMTHOMBEL.

# virsh undefine vsgx
Domain 'vsgx' has been undefined
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WA IXR shutdown AT{EBYA{EH destroy,

virsh destroy vsgx

AMD SEVHIZ A

AKX EEAENBUNAETAMDZ 2N E L INBESEV(AMD Secure Encrypted Virtualization)iz K,
BEEEIEREN — M NNESRRE.

| BUiR =Y
1. Z%&Anolis 8.6 R1ER %

BESZFAMD CPUREMIEZE £, BZAnolis 8.6 GARIEX %% anolis 8.6 GA,

2. AR A#%EI5.10

BT Anlois 8.6 HIBARZIRARZA19, EFRKkernel F|5.10hA.
< 0 yum TREEE 248, #ANAnolis B Experimental repo,

yum install yum-utils
yum-config-manager --add-repo https://mirrors.openanolis.cn/anolis/8/kernel-5.10/x86_64
/os/

- FHRAR

yum update kernel

- BN, HENEENRNRERRRITRES.

reboot
uname -r

- A RNT:

5.10.134-13_rc2.an8.x86_64

3. {EEESEV

& £ Anolis 8.6 B, grub MRZARERIA1:2.02-123.0.2.an8_6.8, WARAIFEBUG, MR EEHITERE
seViVIRIE, SEBWBREBRRLEHANRZNER. BXRBBEHKgrubfworkroundi i,

&K yum J&, 7 Anolis 8.5 DA HEIRAH grub,

cd /etc/yum.repos.d
sed -i 's/$releasever/8.5/"' AnolisOS-BaseQS.repo

- [£4% grub,

um downgrade grub2-efi
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- BE grub BIRA, THAERINT:

# yum list | grep grub

grub2-common.noarch 1:2.02-106.0.1.an8 @Base0S
grub2-efi-x64.x86_64 1:2.02-106.0.1.an8 @BaseQS
grub2-pc.x86_64 1:2.02-106.0.1.an8 @Base0S
grub2-pc-modules.noarch 1:2.02-106.0.1.an8 @Base0S
grub2-tools.x86_64 1:2.02-106.0.1.an8 @Base0S
grub2-tools-efi.x86_64 1:2.02-106.0.1.an8 @Base0S
grub2-tools-extra.x86_64 1:2.02-106.0.1.an8 @Base0S
grub2-tools-minimal.x86_64 1:2.02-106.0.1.an8 @Base0S
{ERESEVAISME

BUABR TSEVAISMERBERE, BRWAUT AL LTHITERE:

grubby --update-kernel=ALL --args="mem_encrypt=on kvm_amd.sev=1"

E=R

reboot

ERE, BaESRNsevERRIRE,

dmesg | grep -i sev

AL RINT:

6.747923] ccp 0000:4b:00.1: sev enabled

6.842676] ccp 0000:4b:00.1: SEV firmware update successful
6.997400] ccp 0000:4b:00.1: SEV API:1.42 build:42

7.522437] SEV supported: 255 ASIDs

—_————

®/EHE SME(Secure Memory Encryption) BIRZS,

dmesg | grep -i sme

AL RINT:

[ 1.863927] AMD Memory Encryption Features active: SME

i
il
T
¢

TERS Image Repo

K o M

kata-agent

A4

CRIO
Containerd

attestation-agent
Key Broker +

Attestation
Service

initrd

kernel

firmware Relying Party

KVM + SEV PSP
Linux Kernel

AMD SEV Platform

AMD SEV Pod FH.ZRBEMET Kata Containers TIH, SARBZ2EEF L EELWWRAITNES
4% Sandbox PodE#E AR FHZ I EH AL EZEELR TEE Pod, BHN2KFEEFPHIEA Pod URE D]
BEITITES CPU TEE IZPHIHITIRE D, BRIk 4h, TEE Pod REREZRSMER T image-rs # attesta-
tion-agent EH M, EAIRARLNIR[ELNAE, BN, BE. BE. TRIIHURMBEIANEZSEE.
NERBNERNSTERER:

 BPERREIREFE—NEZM/AMBNZRIPNERER, HLERIAETREREED,

- P &< Kubernetes BaliXMZRIPIIBB[HER., kubelet 2@ containerd &#E 8 Pod #) CRI iEK
, containerd MEIERE KL kata-runtime,

« kata runtime 5 Key broker service (simple kbs) B2y &e24iE, H#TEFCPU TEE BHNSHIA
SN, KBSEFRLIEEEAXEHREIESkata runtime, kata runtime HAQEMU B BREEEANE
guest userlandd, Z/EBiEA QEMU F5i Pod,

« CPU TEE $UT#1MR4k, &S E) kata-agent MIF/REEEK,

- kubelet [ containerd &#2 Image Pulling & CRI &K, containerd NLERE &4 kata-runtime,
%8 kata-agent INE)ERHEN image-rs FIEBIEHN S REERERNEE, £ TEE AL SMMITHE, 1
%, %, unpack UREHBREGRIVIRE,

| BB—: BENHEH
ASBHGRURRNE ST AU EHNSR, LTNRECNER, TENBEE,
BCE R

X Afirewall

LinuxZ% TE BT 7 XIS iptables , iptables T LURBERZSZ 2N, EENRESERBEESEXN
EMMLERE, LREINES firewall , HITIITER/E:
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L FHEALERINT, AR, K& (STATUS) iZ2Uphl.
sudo service firewalld stop
CONTAINER ID  IMAGE COMMAND CREATED STATUS
b~ V- .
1®E firewal R a7cc49eeld19 registry:latest "/entrypoint.sh /etc..." 38 minutes ago Up 38 minutes

service firewalld status

PSR T:

Redirecting to /bin/systemctl status firewalld.service

@ firewalld.service - firewalld - dynamic firewall daemaon

Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled; vendor preset:enabled)
Active: inactive (dead)
Docs: man:firewalld(1)

X HAlselinux

Security-Enhanced Linux (SELinux) @—NMERZPELEIERFIFERIES (MAC) Z2MNFH., NER
HIRREH S EMNED . HREKMFRE, WK Aselinux, HITUTERME:

setenforce O

PSR T:

setenforce: SELinux is disabled

Zioperator-sdk

operator SDK IiTE & Operator Framework 8— M4, Operator Framework @— 1 HEREIAESE, B
FUAEN. Bafioly BH A EE Kubernetes [RENBRER, A Operators, BIXER, 55%F
operator SDK,

wget -0 /usr/local/bin/operator-sdk https://github.com/operator-framework/operator-sd
k/releases/download/v1.23.0/operator-sdk_linux_amd64

sudo chmod +x /usr/local/bin/operator-sdk

BzhA# docker registry
- BT T I ARZ % docker

yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo
yum install -y containerd.io docker-ce docker-ce-cli
systemctl start docker.service

- HITI TS, Bl docker registry, Zregistry BF7#Zfifoperator images,

docker run -itd -p 5000:5000 docker.io/library/registry:latest

¥E docker RS 2T BEIMIN:

docker ps

0.0.0.0:5000->5000/tcp, :::5000->5000/tcp nostalgic_montalcini

fig & containerd
BatEm2iArIconfig.toml

containerd config default > /etc/containerd/config.toml

BTEIAD config.toml EANZESMNNRE, BERBUELENLE. BEZUTHIERNERERER.

cd /etc/containerd
sed -i 's#registry.k8s.io/pause:3.6#registry.cn-hangzhou.aliyuncs.com/google_containers/
pause:3.1#g' config.toml

B3 containerd

systemctl containerd start

ERE A5 S iKubernetes cluster
<55 #EkubernetesE HiEm T EKubernetes cluster, &1& Kubernetes fRAMN 7 1.24,

 RER D = /DA —/ Kubernetes 3 S BB #5455 node-role.kubernetes.io/worker=

kubectl label node <node-name> node-role.kubernetes.io/worker=

| B : &I%* Confidential computing Operator

Confidential computing Operator 124t 7 —#h7£ Kubernetes &8 FERZF/ B Confidential Containers

Runtime 87575, BEAERBESEER™.

AR SR

1. R Kubernetes &85 _RZE/>H 8GB RAM #] 4 > vCPU

2. 7] CoCo RANZIHET containerd iZ178489 Kubernetes &8

3. R SELinux #Z e R3&8HH1T (confidential-containers/operator#115)

EBEOperator
OperatorBHEIA3MEA, XBEINLERZHRV0.3.0/RAK, BETEiTA TS EIE Operator:

kubectl apply -k github.com/confidential-containers/operator/config/release?ref=v0.3.0

cc-operator-controller-manager BRKEESMNVRR, TTRERIATE, BSEUTHSRIREHITER:
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kubectl edit deploy cc-operator-controller-manager -n confidential-containers-system

# ¥ gcr.io/kubebuilder/kube-rbac-proxy:v0.13.0&#2 5%
image: quay.io/brancz/kube-rbac-proxy:v0.13.0

BERETRARE:

kubectl get pods -n confidential-containers-system --watch

FHAERIT, FERX=1pod#EFE, HSTATUSERZE ARunning,

NAME READY STATUS RESTARTS AGE

cc-operator-controller-manager-56cb4d5ff5-lgdox  2/2 Running O 167m
cc-operator-daemon-install-rg8s9 1/1 Running O 154m
cc-operator-pre-install-daemon-7jhnw 1/1 Running 0O 154m

fllZcustom resource
Bl custom resource S¥FTERY CC runtimeR L EIERET R H 83 RuntimeClasses, BIFIT:

kubectl apply -k github.com/confidential-containers/operator/config/samples/ccruntime/
default?ref=v0.3.0

WEBIZEM RuntimeClasses,

kubectl get runtimeclass

AR :
NAME HANDLER AGE
kata kata 154m
kata-clh kata-clh 154m
kata-clh-tdx kata-clh-tdx 154m
kata-gemu kata-gemu 154m

kata-gemu-sev kata-gemu-sev 154m
kata-gemu-tdx kata-gemu-tdx 154m

H#Operator (FEVEFE)

MREEEHOperatortRA, HEGNLZELRMEE, TJLAKLHR, BOZ LANSRERREK. A&
BRIFESEHIR,

kubectl delete -k github.com/confidential-containers/operator/config/samples/ccruntime/
default?ref=<RELEASE_VERSION>

kubectl delete -k github.com/confidential-containers/operator/config/release?ref=%
{RELEASE_VERSION}

| #B=: B&ISimple KBS

simple kbs2—MNZARIERS, TTAEMEFE workload 1244t secret , XJF SEV B A B[ REIFKR, T
ZE Msimple kbs h3RE secret , FAFHREBEEMENDSE. ELFBEARE "D, ASRET —MEELMN
2% ( docker.io/haosanzi/busybox-vi:encrypted ), ZE&EA simple kbs ERFENZHERES, [
B XS policy R TiRE ., WMBRGRERVRKER, WEBHATECHNEFREIG, BESEEmEE—T
HINZREHEBE,

ETHEXEIE policy WESER, B5E1EM.

« 2% docker-compose &, 7 #EfE docker B2 HIETT simple-kbs RE#HIEE, HFEEDPEHRT
secret 8.

dnf install docker-compose-plugin

« 7% simple-kbs B9 :

simple_kbs tag="0.1.1"
git clone https://github.com/confidential-containers/simple-kbs.git
cd simple-kbs && git checkout -b "branch_${simple_kbs_tag}" "${simple_kbs_tag}"

« {&H docker-compose izfT simple-kbs :

cd simple-kbs
sudo docker compose up -d

| &8P : i=1Tworkload

= BIT—TARMEBNERER
ATREEN LFGEDRER, MZBERI k8s HRFREUTHOBRETER:

crictl -r unix:///run/containerd/containerd.sock image ls | grep bitnami/nginx

BEIPOD

cat <<-EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
labels:
run: nginx
name: nginx
spec:
containers:
- image: bitnami/nginx:1.22.0
name: nginx
dnsPolicy: ClusterFirst
runtimeClassName: kata
EOF

TREAZER
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pod/nginx created

EE pod RE:

kubectl get pods

FHERINT, F&, STATUS £2 Running,

NAME READY STATUS RESTARTS AGE
nginx 1/1 Running O 3m50s

o~ BT NINERSE
attestation agent Z#FMWFNSEVE S XBIKBC: offline_sev_kbc #1 online_sev_kbc,

- offline sev KBC #EiBfTHf A& 5 Simple KBS #1T@(E, MIEEAEVM Bootif A& QEMUEAE
secret, ZHLHIHEAEXNEAR secret KEARH,

- online sev KBC 7z offline sev KBCAIE A |, Z#FEIEITIIAHIER, online sev KBC VM BoothBf &
I QEMUE Aconnection, EAMconnectionB & — 1 XNHREH, AFMEMNRKIE KBC REMNELZIFEK, %E
52 SEV(-ES) MBI AERERF, IR IRENEN. TEMEHMILEERIE. simple-kbs AEMEREMR
—MNFNXRZEE, KBC BRENMELsecret#fHAREN quid RS LEERILE.

R offline_sev_kbc 1 online_sev_kbc 2 #option, AP REEXH—FKBCARBITEHERED
o,

SHSEVIEH5E
sevctl 2 SEV FEMNGmSTEER TR, Kata NIBRB[RHFE SEVIER#EMNMSguest owneriZIIREeR1E,
BREUTSERZE sevctl:

dnf install sevctl
SEV IEPEEMFRIE /opt/sev i, ERLUTHES S SEVIIEHHE:

mkdir -p /opt/sev
sevctl export --full /opt/sev/cert_chain.cert

EJFonline KBCGEITH B R
- BT & XdFonline sev kbc Y initrd

wget https://mirrors.openanolis.cn/inclavare-containers/confidential-containers-demo/bin/
ccv3-sev/initrd.run.online-sev.img -0 /opt/confidential-containers/share/kata-containers/
kata-containers-initrd-sev.img

- BEX policy , iE2ZMREH.
. JR1E kata BEBE {4t

kbs_ip="$(ip -0 route get to 8.8.8.8 | sed -n 's/.*src \([0-9.]\+\).*/\1/p")"
sed -i 's/agent.enable_signature_verification=false /&agent.aa_kbc_params=online_sev_kb
c::'$kbs_ip':44444/' /opt/confidential-containers/share/defaults/kata-containers/

configuration-gemu-sev.toml

- 350 Pod

cat <<-EOF | kubectl apply -f -
apiVersion: v1

kind: Pod

metadata:

labels:
run: test-en-online

name: test-en-online

spec:

containers:

- image: docker.io/haosanzi/busybox-v1:encrypted
name: test-en-online
imagePullPolicy: Always

dnsPolicy: ClusterFirst

restartPolicy: Never
runtimeClassName: kata-gemu-sev
EOF

&% pod BEEHMIN:

kubectl get po

TR R :
NAME READY STATUS RESTARTS AGE
test-en-online  1/1 Running O 146m

EFoffline KBGEITINZ A28
- 5 T & #Foffline KBCHYinitrd,
waget https://mirrors.openanolis.cn/inclavare-containers/confidential-containers-demo/bin/

ccv3-sev/initrd.run.online-sev.img -0 /opt/confidential-containers/share/kata-containers/
kata-containers-initrd-sev.img

- 548 kata BB SVt

kbs_ip="$(ip -0 route get to 8.8.8.8 | sed -n 's/.*src \([0-9.]\+\).*/\1/p")"
sed -i 's/agent.enable_signature_verification=false /&agent.aa_kbc_params=online_sev_kb
c::'$kbs_ip':44444/' /opt/confidential-containers/share/defaults/kata-containers/

- HEX policy , ESEMRERT,
- JB5 Pod
cat <<-EOF | kubectl apply -f -

apiVersion: v1
kind: Pod
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metadata: set append
labels:

run: test-en-offline
name: test-en-offline
spec:

containers:

- image: docker.io/haosanzi/busybox-v1:encrypted
name: test-en-offline
imagePullPolicy: Always

dnsPolicy: ClusterFirst

restartPolicy: Never
runtimeClassName: kata-gemu-sev
EOF

EE pod EBEBHMMIN:

kubectl get po

AL RINT:

NAME READY STATUS RESTARTS AGE
test-en-offline  1/1  Running 0 31h

| MR
HIE— MBI R SRR HERE
FEEEEE— M T OMEEEIE,

BHE Xsimpel KBS policy

- sev-snp-measure2— NLHER, AFERRMEA ovmf, initrd, kernel. cmdlineEEASEKIT
& SEV guestE4MIE/E, THsev-snp-measure:

git clone https://github.com/IBM/sev-snp-measure.git
cd sev-snp-measure

- iR#Eovmf. kernelfinitrd_pathfgitbiti& BS54,
ovmf. kernelflinitrd_pathgitiiitiE & Ekata BIECE 44

kata BOECE X HE&1R: /opt/confidential-containers/share/defaults/kata-contain
ers/configuration-gemu-sev.toml,

ovmf_path="/opt/confidential-containers/share/ovmf/OVMF.fd"
kernel_path="/opt/confidential-containers/share/kata-containers/vmlinuz-sev.container"
initrd_path="/opt/confidential-containers/share/kata-containers/kata-containers-initrd.img"

- FERZBappend(&

duration=$((SECONDS+30))

while [ $SECONDS -It $duration |; do
gemu_process=$(ps aux | grep gemu | grep append || true)
if [ -n "${gemu_process}" ]; then
append=$(echo ${gemu_process} \
| sed "s|.*-append \(.*$\)\1|g" \
| sed "s| -.*$[I")
break
fi
sleep 1
done

echo "${append}"

- {5/ sev-snp-measure it & SEV guest BJLaunch digest,

measurement=%(./sev-snp-measure.py --mode=sev --output-format=base64 \
--ovmf "${ovmf_path}" \

--kernel "${kernel_path}" \

--initrd "${initrd_path}" \

--append "${append}" \
)

<R Esimple kbs #UEESEL

KBS_DB_USER="kbsuser"
KBS _DB_PW="kbspassword"
KBS _DB="simple_kbs"
KBS_DB_TYPE="mysql"
KBS DB _HOST=$(docker network inspect simple-kbs_default \
|jg -r '[].Containers[] | select(.Name | test("simple-kbs[ -]db.*")).IPv4Address' \
| sed "s|/.*$llg")

- BFAERBNMNZE%( docker.io/haosanzi/busybox-v1:encrypted ), 22X simple kbs BE&EF#E
MNZEHRER, ZEEN enc_key BT, AFREEREBEMNEZERBIRTIREenc_key,
enc_key=RcHGava52DPvj1uolk/NVDYlwxi0A6yyIZ8ilhEX3X4=
< ¥ BE Xpolicy A mysql &,
policyd2ER E13E . digests, policies, api_major, api_minor, build_idsHFER., B ESEM%E,
#EAMLAdigests A7, mMAFEBRANEFEABEX policy . AP IJLUMRIEFZ KB E X Policy,
mysql -u${KBS_DB_USER} -p${KBS_DB_PW} -h ${KBS_DB_HOST} -D ${KBS_DB} <<EOF
REPLACE INTO secrets VALUES (10, 'key_id1!, '${enc_key}, 10);
REPLACE INTO keysets VALUES (10, 'KEYSET-1" '["key_id1"]} 10);

REPLACE INTO policy VALUES (10, '["${measurement}"], '[]\ 0, 0, '[]' now(), NULL, 1);
EOF
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AMD SEV#H1.22 E#L# Anolis OS XfSEVAIEL B #1THIA

1. cat /proc/cmdline

HEREEHE"mem_encrypt=on kvm_amd.sev=1"

| I B B B ST
AMD SEV £ REFAMD EPYC CPU, BMENZITHERENESERMILA, ELAE= LITIE—NILEK BOOT_IMAGE=(hd1,gpt2)/vmlinuz-5.10.134-12.1.an8.x86_64 root=/dev/mapper/ao-root ro
oEMERE, SEVIRIERENENNLAERMNEGZENAEME, FITRESHESE. 28 crashkernel=auto resume=/dev/mapper/ao-swap rd.lvm.lv=ao/root rd.lvm.lv=ao/swap rhgb
AMD 5% 248 (PSP)EXLAICIZIBER, MANRMTLERY, =) AL EHODXERHA, quiet mem_encrypt=on kvm_amd.sev=1 kvm_amd.sev_es=1
- - 2. dmesg | grep -i SEV
N | >
I Il]ﬁti$iﬂ- iR £ "SEV supported"
WHEE B EHIT
CPU: AMD EPYC 7763 *1 [ 5.45496] ccp 0000:47:00.1: sev enabled

[ 5.234221] ccp 0000:47:00.1: SEV API:1.49 build:6

Memory: DDR4 3200 32G *16
[ 5.445958] SEV supported: 253 ASIDs

REER

OS: Anolis 8.5.0-10.0.1

3. cat/sys/module/kvm_amd/parameters/sev

WRELHER 1" HE "Y"
Kernel: 5.10.134-12.1.an8.x86_64

| F=F B EMHEXEESTE

| £—% F/8 SMEFI SEV
1. yum update && yum upgrade
F/E SME . L . L .
2. yum install libvirt-daemon virt-manager libvirt-client gemu-kvm epel-release cloud-utils
% mem_encrypt=on &NZlkernelfI5| S 5% virt-install
3. virsh domcapabilities
Enable SEV P

HiRM A "sev supported='yes"
EPEHEmT

% kvm_amd.sev=1 kvm.%&NZ kernel§I5| 52+

H{RKernelB5| S S8 EM <sev supported='yes'>

1. vim /etc/default/grub <cbitpos>51</chitpos>
<reducedPhysBits>1</reducedPhysBits>

<maxGuests>253</maxGuests>
3. grub2-mkconfig -o /boot/efi/EFl/anolis/grub.cfg <maxESGuests>0</maxESGuests>

2. 1#10 "kvm_amd.sev=1 mem_encrypt=on" | "GRUB_CMDLINE_LINUX_DEFAULT=" jX—1T

</sev>
—Z =] 5528 = ! Fi
| £ % ERRSB/BHABIOST/ZSEVIEXIED VM MR IFER &

BIOS B EIRUIT 1. BIERBALMKZIRERE default.xml

1. Advanced->AMD CBS->CPU Common Options->SMEE->Enable <networks

2. Advanced->AMD CBS->NBIO Common Options->IOMMU->Enabled <name>default</name>
<forward mode='nat'/>

3. Advanced->AMD CBS->NBIO Common Options->SEV-SNP Support->Enable ) o , o .
<bridge name='virbr0' stp='on' delay='0"/>
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<mac address='52:54:00:0a:cd:21'/> --import \
<ip address='192.168.122.1' netmask='255.255.255.0"> --controller type=scsi,model=virtio-scsi,driver.iommu=on \
<dhcp> --controller type=virtio-serial,driver.iommu=on \
<range start='192.168.122.2' end='192.168.122.254'/> --network network=default,model=virtio,driver.iommu=on \
</dhcp> --memballoon driver.iommu=on \
</ip> --graphics none \
</network> --launchSecurity sev
1. virsh net-define --file default.xml virsh Fﬁxml}‘dﬂ: EE}]
2. virsh net-start default - flEZsev.xml XXM, RS T
3. virsh net-autostart --network default <domain type = 'kvm' xmlns:gemu='http://libvirt.org/schemas/domain/gemu/1.0'>

<name>csv_launch</name>
<memory unit='GiB'>4</memory>

I %& VM iﬁ@ﬂ'\]ﬁﬂﬁ <vcpu>4</vcpu>

<0Ss>
ubuntu fEAVM <type arch = 'x86_64' machine = 'pc'>hvm</type>
. . . <boot dev ="'hd'/>
1. wget https://cloud-images.ubuntu.com/focal/current/focal-server-cloudimg-amdé64.img </0s>
2. gemu-img convert focal-server-cloudimg-amdé4.img /var/lib/libvirt/images/sev-guest.img <features>
3. BIEVMEESR AP 20 E B34 cloud-config <acpi/>
<apic/>
#cloud-config <pae/>
ssh_pwauth: True </features>
password: 123456 <clock offset = 'utc'/>
chpasswd: { expire: False } <on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
chpasswd: <on_crash>destroy</on_crash>
list: | <devices>
root:123456 <emulator>/usr/libexec/gemu-kvm</emulator>
ubuntu:123456 <disk type = 'file' device = 'disk'>
expire: False <driver name ='gemu' type = 'gcow?2' cache = 'none'/>
<source file = '/tmp/test.qcow2'/>
4. cloud-localds /var/lib/libvirt/images/init-passwd.iso cloud-config <target dev ='hda' bus ="ide'/>
</disk>
<memballoon model='none'/>
| %Ei EE}]VM <graphics type='vnc' port="-1' autoport='yes' listen='0.0.0.0' keymap='en-us'>
<listen type='address' address='0.0.0.0'/>
virsh ﬁ%ﬂl\]ﬁﬁ </graphics>
</devices>
virt-install \
--name sev-guest \ <launchSecurity type='sev'>
--memory 4096 \ <policy>0x0001</policy>
--memtune hard_limit=4563402 \ <cbitpos>51</cbitpos>
--boot uefi \ <reducedPhysBits>1</reducedPhysBits>
--disk /var/lib/libvirt/images/sev-guest.img,device=disk,bus=scsi \ </launchSecurity>
--disk /var/lib/libvirt/images/init-passwd.iso,device=cdrom \
--os-type linux \ <gemu:commandline>
--0s-variant centos8 \ <gemu:arg value="-drive"/>

<gemu:arg value="if=pflash,format=raw,unit=0,file=/usr/share/edk2/ovmf/QVMF _
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CODE.cc.fd,readonly=on"/>
</gemu:commandline>
</domain>

« B \sev-guestE#IHN
virsh define sev.xml
- FBREIMWL

virsh start sev-guest

| BN RESEV EEMHPEEHRE

1. virsh console sev-guest

2. dmesg | grep SEV

[ 0.374549] AMD Memory Encryption Features active: SEV

Occlum: EFIntel SGXHIRBZLibOS

| T B & 5§ %

https://github.com/occlum/occlum

| ERABBNE

=31
B=

HIEEEAPHNRAZS BB WA ZXE, H, EFEANTEERK, THREER/R® K
PP R (S45/R° SGX) RTEERAENAR/ZH. ERUETEANAENE, REREFPIRENA
RBEMEE, EBEEFRNRBSHERNKE, EUEEMEMERE, HEXNTNETENZEKR, &
15/R° SGX AT AAFPBRBAEEARNEXE (Encalve, Z27Xi) , UEZIHEESNRIHZNFI
o HHF/R® SGX B T, BUWRZHENETEMGHNESER O IEAITINS (TEE), XERDT RS
PR EH.

1] 22 & Bk £
S BT SGX SDKMHEA T, NMAFRERRE—MRIANNE, CRENAFREERETEE/S-
GX SDKIEE b, EHiRIt, N8, HFCHNMNA, N KMATEERRTSHMARE, RERA,

BRAR

OcclumBETFSGXEM XM —FEREHLIDOS, KXEKTHNAFELAENHEE, #H Occlum 5, #
BEIJTHERFZSREBERDE (BEEXLFEER) BABENTIERIE/R® SGX £iafT, UEEBEHENA R
T RPERNHIS MBS,

TEEL R EHREEXEE “TRHELY (IsEsERTSGX)
BEANERBEXRD B HAE SEENA 1 SEEMA N 3¢ WEELEN
| Teemmne
R
TEESER G2 EE S EEN AT . 7
e Occlum EnclaveiZ2{E R 5

(] ] (<] [ ][] -

SRPENBA LS PN

X

'

FHURERSA (gnLinux)
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| NS

7R EE
Occlum i3I EERT (TEE BRSFA, 46 TEE SEMEA—T Saas FRSFFMER) REUEAKE, Occlum

Alntelti— M2 BIFRFARIPHLEEF S (Privacy Preserving Machine Learning, PPML) E&12MTEER A
JEEE,

Nz FA 3R

SRR, Occlumiz KSXAILIbOSER AP NN AT LIRS @RS TETEERIEE, KX T TEEN
FIHEESHER. TICSENZEIRE (MySQL, PosrgreSQL, MongoDB) , ER2A#IE. HREINE
(PyTorch, Tensorflow, Spark) , Occlum#ifELHERR T HERERF B ERM T,

Inclavare Containers: E@#ZiEiH 205
HFEARBETHEAK

| T B & 5§ %

https://github.com/inclavare-containers

| ERABBNE

db 3
B=

MBI ER— MR BT RAMBEEZNEAHW-TEERFAFPHENREFNEAR, EZREHRT,
RS ITEPNERRHNBENTBEMERP, HEBERMHLEZRHBIEASNRNE=ZSNRT
WIE op R T 5 ERFN L 2K

18] 22 & Bk %

NTFHEEANERELEEXTISNAL, FREENRK, EACHISHEEREGZLE, AAZRHS
BEEEEAFRAMIIEMWVSHTIREEY, XBELET 20 ERNHEE, BENSITEENLE, B &
RHETHW-TEEEGHMZNARIER, TUARBRLEHRERSNAF LZBE., MTAETAMNFL
MEMEBRSZUBRFNANEST, WMEALLHW-TEENBSHBRABES, AR BEYIERRIEE,

fRIRFIS

Alibabaflintel{EIntel-SGXF B[/ AEE S, CIFHNFLL THZZ 8 Inclavare containers, 583
RADBIRE, HEEBAZPHNEEMNEFHTREPMH, FHHinclavare containers 28 ACNCFHIE—

NBERER.

Pod

runtime v2 ;

CRI (shim API) i Confidential Container
1
1

kubelet containerd shim-rune n containerd PAL API
1
:

Enclave

Application

Enclave Runtimes
Occlum / WAM / Graphene

Intel SGX

1 1
1 1
1 ]
1 1
1 1
1 . 1
: runc container '
1
1 1
1 1
i pause container 1
1
1 :

Confidential Kubernetes
with Inclavare Containers

—
—
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WTEFR, Inclavare Containers P ERESNHEY, XLAGTT AR BAEFEHFH Enclave HAE
ENEETESSEY, 8814AM4E rune, shim-rune. Enclave Runtime%,

srune: rune 2— 1 m<LTIRE, BFRIE OC MBERRPEMMIZIT Enclave, rune 27 runc {3
B EFAH, BEDJLUBITEE runc F8tBoILUETT Enclave B2%; runeB4& 5 A\ 0Cl iz{THFEMFIE
https://github.com/opencontainers/runtimespec/blob/master/implementations.md,

«shim-rune: AZEEITH rune I24H9 shim, FERFEEIBNEGEL. LT BEEGRERA TEE
Hig, EEARNETEH, 5rune BBEERHBARNEIE. BE. F1E. MIRFRE,

« Enclave Runtime: fi=7E Enclave AMNEZM T2 EENZFIPHINARERE., rune 1 Enclave Run-
time ZEEYEOE Enclave Runtime PAL API, ERFEEE X BIFHREEIECRIEA Enclave Runtime, #1
BHENRAEIXNMEOSzREESERHTRE,

—2HAR Enclave Runtime TMEFEREZRS, HEl, #HENS rune 3XEH Enclave Runtime 2
Occlum, X2—fAFELZL. Zift#E Libos, B—2HAH Enclave Runtime2H A Intel® SGX WebAssem-
bly Micro Runtime (WAMR), X2— &A= ER/NFIEIZ WebAssembly (WASM) iZ176F, 81F—1 VM #%
., —MNRRRFERM—D WASM NARFHMSERE,

4y, BRI PMERBRERAEARIZIESH SDK (FIINZE4F/R SGX SDK) /5 B2 8IEnclave Runtime,
OEESIT Enclave Runtime PAL API,

Inclavare ContianersEEHG LA TIF S

1. % Intel® SGX HASMANBRESLE S, BEFPHSUEZRALL Enclave BN IEMNIETT,;
Inclavare Contianers N EirEF BB LEEZTHFIMEN T ERRRE S, XA FHAPEFEREZNTRE
h, TETHEIEEARGRNERYE, HERFSZESSHERNEREER,

2. Intel® SGX HARMNRIFRERNAMARRSE, EiRHEEENEZEHIPFFRNEN, thmkT —L
WIZLR, LINTE SGX enclave PFIEHAT syscall #5S; EUMFEAISIAT LibOS H#A, BFRE LAY
RN, BRFALEED Intel° SGX Enclave BERGHIERET, EMERNKEEERIE. RE, BR
FENLibOS SESNREANEZSLABRNTIFHNE, EXEREURRESE Linux REANESE, FEIMEERN
KT IZXANER, REATANRAXSRELRE, AL, Inclavare Containers ;@132 #F Java FiES
Runtime B4, R42FRFA Enclave FRANZAMY, MARE Enclave SREVZAMHERE "RAN RS
ARNXIFHE" X—85—MNFRAMEEL; I, RMEIIES Runtime 1923, HEEEA Java XHFEEN
BEESSIATNZTENGSED, UFEFENZHENANENNE.

3. B ENGEAR Enclave Runtime PAL APl SRIEANE S8 Enclave Runtime, b4l LibOS Mi2—
fh Enclave Runtime 35 ; 81X 2 AP IIEFRE 5 7 Z2E Enclave Runtime 47, RIFEZH Enclave
Runtime &3 XJ#% Inclavare Containers LRI =REH =D, BRNAAFPIRHEESHEAER,

R R

EAVRENEENZIHEGSNFRSEEITH, Inclavare Containers AACK-TEE (ACK-Trusted
Execution Environment) 2 TERNZASHRELE, ACK-TEE /KT Inclavare Containers, BEBTTEE
MIZTRP NN EZERRER, HRESEEAR[ERNERERER, ACK-TEE TS ZNATFEMRFATE
Hins, 8iF: X Z222HiHE. ZPERE. ERTE. Sfee. Al HUEREE.

Enclave-CC: HIERIZBHE

| T B & 5§ %

https://github.com/confidential-containers/enclave-cc

| ERABBNE

db 3
B=

HIRAENESAPE =R At-Rest (§#3) . In-Transit (£%ith) & In-Use (EA$) ., XD
R E, FTOREIFE. ERNMAZSHEREE, RIPLTRBERSPHNSRERE LA EDHREERN
B, WSHZERNMBR AT ARRZEEAENEE (BIERESRNNTIE) MEETEYE (SR
MWAREFRNBMER) , EENXESATERATRIPEBPNZIDRSHNEE, MEENE=TRS "EAP
" IRERLHIFNEANIEE THNEIAME. Enclave-CC2iER TS (NNBRIET) FREBBRABIE
RENERAPNRE, ERTRERZRSFRESHAFPFMLETEIBIAEE L,

5] 25 &k

NESBRETENER, FTENEFPUNEI =K, EXNIED, FEFTIAFNEEENEN, EKE
ABERAPNANSSERERLZSN, ELEIFE=A0image reqgistryBEE=ATRIFENE, FHAREERIE
BBRHNANES., MEAZEHNF AR enclave runtimefl{EiEEHER ., XEIRELSXTE A &R ST
ST R AR,

fRIRFIS

Enclave-cc T RAETEMRN AP NRGEHTMBENELSLIE, MAMRIEREGNEZEMNTENE, BLEE
WE=ZDRANELRENRNE. EERSHEENEE, BPRFENFFEESREER—F, FAFEHY
FEDlibosHESNES, MNTZIFPOSIXAPIMNA, Tlll2RAMNELenclave-cclIETEXR.

Standard ST MRS Speqah_zed ITIbOS Push to Container
Container Image Wrap O G Image Regist
! 9 Docker Rebuild Container 9 gistry

® Require an 0SS or ISV SGX LibOS Runtime Software

Standard IiEEE Eemyaien O Image Signing @ Push to Container
Container Image 9 yp ge >lgning Image Registry

® RSupported by container ecosystem
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Enclave-ccH ZHIETRENT :
1. BRERREIEFE—INSIN/ANMEBNZRIPNER[ER, HLEERERCETD,

2. AFP#&®% Kubernetes BEIXNMNZRIPHIBREMR. kubelet [ containerd &#2EJ# Pod B9 CRI iF
3K, containerd MIIBERIE KL shim-rune, &RZ&IFH rune BIELFRAY Pod,

3. CPU TEE #if7#ltafk, &= B5) enclave-agent BIF/FELEK,

4. kubelet [ containerd A&i2 Image Pulling B CRI &3k, containerd MIBiEKEE &4 shim-rune,
&% enclave-agent IWEIER BT image-rs FRRIZHANBR[REREENEE, & TEE N2 MHATHEL
0%, B2, unpack IREHB[BERIVRE.

5. N8 TEE W& BEFERE boot image P EBER S MEZE AR HEAEXRIEHHZEA, N image-rs
FIEHRSIEK attestation-agent A4E T IZZIE B MY S imis o] {5 BT ZIE B R ST E F CPU TEE 48
HANIESHE, @idattestation-agent SinfEIEARZEIL N R L U]FEERE image-rs FAERTE UK
HiE.

6. ERRIEBAARSIIE CPU TEE BAHAIRERAY B MBS, B2 LLRIIEER N T]ESEEHNZTT

R HEN T2 EMIRER TR, MR CPUTEE B THMIAE, ERIEARSEERNBHEERS (KMS
) IR[E attestation-agent IFRHVEURLIRE, LHUBRRRENBRBEZHNNES|ISERIAINHERSEZA.

SGX-based Confidential Contalner Attestation

Rune
Server
Enclave Agent

containerd Shim-rune
Image

management Attestation

Ocicrypt-rs Agent

; container
Image LibOS(occlum/gramine)
Common Component

Runelet Enclave-CC For SGX

o _

Enclave-ccARRERAFPRHM T —HNBI[NHENEITHR, EBILAPEERNESRNEEREAS
MEREESR—HNER, APAREHNTIEZSRNERERNA, £HZNMERFTETRINRIESR-

OpenAnolis
E # o# K

fRRTI R

Solution
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Intel Confidential Computing Zoo: Intel#]
ZiHEHIERRDE

| TR B & 5%

https://github.com/intel/confidential-computing-zoo

| ABBNE

1] 22 &k %
B, NEHERLTRHNER, APXYSGXAMTOXRANT#MNEAEFTEH—SNMRMIET, WHE
NAHR T EE S Intel TEER AR E bR £RAITIES BNV B ITET RROE NIRRT SE

BRAR

ATHMBPERETBANER Intel TEERA, ERIEERMIGHANALBEXRNZTERSBRSZE, Intel
KEFHFFE T Confidential Computing Zoo(CCZoo), CCZooEATABMNLZERAK, BUTETFTARMNA
STHSPHAREIIRNEEBRARNSER), XESERFIMGELREFWRE, LR EMENS
HEARGHNIINGR, BN, SISAFEEENNSERE, WERRTHNIHE B SHENNZETER
£, b4, CCZooRELRBREARARAES, HINMAEZECS, HEMBIFC K HNHEIHNNZHERR, NE
FPREEXN= [BBNENEESEZEE, BAFPARRELS,

BARNE

CCZooHHMHRM TN LA MNBHERSINNMBLBRESE, BARPENTERR, ATHESE, X
BN AREXATARMNEN. EARNNEZEHESRRT, CCZookFEERTARNZRARAMER, £
ZEf$%: Runtime Security, LibOS. Remote Attestation, KMS, TLS, PO LUBEI XN AESEZRFINIHE
BN ARZ A4 EANEE,

o Multi-Porty Compute / Federated Learning
e Secure Al Inference & Troining

o Notive Application Hosting

o Attestation Server & Key Management Service

o Incubating Ingredients Projects

Optimization of Secure Liba

Secure Database

« Runtime Security: HaIEEEMAIntel SGX, EFNARFRAINRE, XHAFNAAMEBERTRP,

+ LibOS: GramineFfOcclum, @ILibOSIETMENBRER, REHTAMENELTHFENR, BTEintel
SGX Enclavediz{T,

« Remote Attestation: 127 E{KRA-TLSBENEMBIGRPCAESE, A ERFEBERINENINEEEEEM T
BEERET,

- KMS: 241t 7 E R RINENMZ A SR A TN RERRIR

« TLS: &5 TRA-TLSTHEE, HBRA TIEBKIENF,
CCZoo¥ =R ANolis Cloud Native Confidential Computing(CNCC) SIGEH&E, ¥CCZooh REH
HEHSRTHAEZR, EE8AnolisAIRAELRHITIIMMEE, WTEMR.

CCZoo Solutions (TF Serving / HFL/...)

Gramine Shielded Enclave Confidential
Containers Containers

Intel SGX 2.0

Rz A=

CCZooh ZBIFE TN B E A RTTLAFEEICNCC SIG H—H FEHFPEFAnolisHIREAREHEGE, *
BPREETHRELEK, BN, CCZooth£ETFAREH, MNAnolisiHiT2#XeMLMIEIE, NBFPLRERN
FE, ERiFAnolisty o] MR AEM

E8ZTensorFlow ServingfE & I IR SS

| BEik

AXANBEIntel® SGXERERIFE S, ETFAnolis OSERZE TensorFlow ServingfE £ HEIE AR 53 B AR 2L FN{E
BRE,
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| BE=ER

TensorFlow Serving2GoogleFFEHIN.ZBEF S FE A TensorFlow&E S —E 4, BHINEEREIIZIFHE
BNEITHEESR, IRMEBEOLHMRS AR, M ECERERHTHERTN, MERECSHA/RLIL R LHET
Intel® SGX (Software Guard Extension) A, #ETSGXMEBHEREN, FTETETEHLINESRE
FHRMOIENERE, REXELBMNEIFEONEZ TS REEAZT BRREGNKIR,

¥TensorFlow ServingfE & IR R EEE M B LB R SLAITENBIRESD, o DURELIEEHN
et HIESNTSM. HEEANRSM. URAIELHEENBAEFNSEM, AIBRAFAEZER
Anolis OSIEMTESEXLY, HUIATHRUTAHS:

TR FSGXMBFHALINIHR iGN EEIBEETRARRE I REEARTH#,
« X F{EMTensorFlow ServinglIF A&, tJHESBALEKIFZMHF LK,

- AERREEBRELFNSCXAAKERBUTHESEERNMMAR, BoURBEALRSRRET BRI
BXBILIRAERZNERE, BN EFER,

RARZRM
RSB AR TR,

Intel PCCS
Service

@ A

L N SGX{E#ESE & (Anolis 0s) B
IEARIE KR
i . SGX
LibOS Gramine |

¢ [

Q FARMARS

AL

ALEFER=1TAE: ZFiE. Anolis 0S SGXiR. TEEKE.

cEPG BRPIENSESEBIIGRNER DR ARELZREZENTLSIERS TN, HEXLEMHE L
f&%IAnolis OS SGXIRHEF, FEEY, BEFHRVFEEHEZHRMRS, TEAXRX SCXHBTINE, HBHRE
{TE= E8TensorFlow Serving IR fRSS M A B R E M RSGXIAEN oTiTE, WIEBEE, SBFHAARAE
0S SGXtizfTHTensorFlow Serving 2RSS,

« Anolis OS SGXii: Anolis OS SGXimiRESGXHZE &R, TensorFlow Serving# RS IZITESGX
KiED, YHEEBRSBHNE, SRAZFPIHAXERINEER, IEHHISGXITENTITEAEIE RSN TEME
. WIERING, HERSSEINEZFIHRENZS, HOMBMNERMTLSIER#THEE, Elt, ETESGXH
BhHEERSKINET, HEFIZRIAEIEK,

116

FEi2IERG: BZHERAEEINET2ER, BERERZIETESOH BT EREPIHERS . #
HxplE, SEEREER.

WEA: ALEREPIHENIZREKREIEER—AHEE, Anolis 0S SGXiHEREER I —EH=E,

AL EEREI B EMAHNT:

« LibOS: GramineR—FIRERLIDOS, F&Intele SGXMERIPEA, BB TRZBENESH, BITERHE
B, AERIEEFHABIREY, RARETRENBBRERSCGXIENMRA, M2 T NAEFAEREERD
BB B BEIZITIESGX IR D, ASLEFEAGraminef2TensorFlow Serving 2RSS, BHIERS HE(ERE
MIZTTESGXEAIF, BELER, EE& M Gramine,

« AIHEIERRSS . TensorFlow Serving2GoogleFFEMINNEF I F A TensorFlowESH—E9, EHINEER
Bl FFERIZTER, IRMHEOSHEMRZFAR, MEERERBTHETRN, E2E8, B2 Tensor-
Flow,

- Docker®2551%: ATHEMBHERS, ALRXBARBHEERSETEContainerhliAw, FIHA
Dockerf9as < A I THIEIRS .

REBSR ARG T :

« InteBEBEFRSSPCCS (ProvisioningCertificate Caching Service) , WM AZEHPOFR, Anolis
0S SGXimEZE M Intel PCCSIREXPCK (Provisioning Certification Key) iE$, Intel SGX&BE—1MNZARATF
EnclavefI& &, ZEHANTLERFETLERE—H, BHENLAHABIMEPCKAH, BIMEFiHtESMmE
PCCSIRER—L(ER, LLINTCBfER. Quote EnclaveiliEHIER. CRUERZFATFXISGX EnclavefiAiE,

. FEE8FAnolis OS SGXim/E, TTRAEAMMNZNERXHURTLSIEREINEERME=ETER, 0
RARBERE PR,

« BiFLib0OS Gramine/F&iTensorFlow Serving##BRSE, SMEBMBHERXE, WHAREHDOMN
%o

- GramineZ RS &M TIZRINENIIRE, AIRAZEMBMGMES, SEREEFIERIPIRS KZINE
BER, MEAREP@FR, AERAEINE, L—aMEZLARNE R, BIMtENERIEER, 5—
B LHIENSGXIR R,

- EEPIENZPEMARS X TANols 0S SGXiFRHIENclave QuoteiNIERINGE, S¥ERNMZNZARIE
#hGramine, W AZEMPOR, HF LB GramineRiE{77EEnclaved, ELtGramine2Z|Z AT =R AR
BHERREELXLH, - BILib0S Gramine/EaiTensorFlow Serving#ERSE B, SMEBMBEERISME, 0
RAREEDOMR,

cERBERE, TensorFlow Servingf@ o] PAIEEIETT, HEFmiHahEEKR, ATERLBERSER
BE, ERRIFREETLSHASE, FEEILEES, £XTensorFlow Servingt BTLSIER#TRE ., WEARZEH
P ®Ff R,

- HTensorFlow ServingXiZf2 B RinNEIBEHE NG, FBEIREINRLBERHEERLE RIROHAE
Kig, MRARZEE PR,

| SB—: BEEPiR

ALEETHREERSE:
- FiHg: MEAREFE=8G
«$&1&: Ubuntu20.04

* AMIP
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« RICSCXB 1% FASGX DCAPR#tHIQuotetBXANNIERE, ZIMEMRS 2R E ZPCCSIKEQuUOteiMEARX BI4HE, tLANTCBAR

1. KIEERE
LERFENmMesa-libGLE{EER

sudo pip3 install --upgrade pip
sudo pip install multidict
sudo yum install mesa-libGL

2. TEHRHES
TEAZLEFTANTensorFlow Serving AR BHREFRargparse, aiohttp. tensorflowERH4E,

git clone https://github.com/intel/confidential-computing-zoo.git

cd confidential-computing-zoo/cczoo/tensorflow-serving-cluster/ tensorflow-serving/docker
/client/

pip3 install -r ./requirements.txt

3. TEER
./download_model.sh
TEHINGFHNERXEESEFRECIZEN models/resnet50-v15-fp32 BRT,
4, REUR R
AT FATensorFlow Serving, FEXIGFIRE TRV,

python3 ./model_graph_to_saved_model.py --import_path ‘pwd -P"/models/res
net50-v15-fp32/resnet50-v15-fp32.pb --export_dir "pwd -P"/models/resnet50-v15-fp32
--model_version 1 --inputs input --outputs predict

EmiFER XS EBFEModels/resnet50-v15-fp32/1/saved_model.pb,

5. BIZgRPC TLSIFH

ARLE%EE gRPCTLS EIMEFiEMTensorFlow ServingZ [B89i&{51&#, FHiRE TensorFlow Serving
IHEFKOIFERERD TLS Keys HEH, AREIZLEEEE, ZHAESEIE ssl_configure X4¥£, BE
B &serverflclientiB N AES .

service_domain_name=grpc.tf-serving.service.com
client_domain_name=client.tf-serving.service.com
./generate_twoway_ssl_config.sh ${service_domain_name} ${client_domain_name}

6. BIEMERE

mkdir plaintext/

mv models/resnet50-v15-fp32/1/saved_model.pb plaintext/

LD_LIBRARY_PATH=./libs ./gramine-sgx-pf-crypt encrypt -w files/wrap-key -i plaintext/saved_
model.pb -0 models/resnet50-v15-fp32/1/saved_model.pb

7. EHERRIERS.
AL EAEH Graminet2 fitiisecret_prov_server_dcapfEAiziiSGX Enclave QuoteiAiEfRSS, EEKEIE

XERURCRLIEERE,

SGX Enclave QuoteXHER NG, B ZHEIER FTHEHBAIZ S iles/wrap-key RIXEEIHmMN A, X Bzl
R AVSGXIRE R HIGramine, GramineZZE|wrap-keyf f2458)5, B MNBEERFTLSE & X417

A

5

E

o

- a. Y E|secrec_prov_serverB®

./download_model.sh

- b. FRZEHRIERSRER
) THEBRIERSZ RS

sudo docker pull intelcczoo/tensorflow_serving:anolis_secret_prov_server_latest
1) RABH AR R R R R

sudo ./build_secret_prov_image.sh

- c. $kBXsecret_prov_serverfz{&ID

sudo docker images

- d. BEHEHRIERS

sudo ./run_secret_prov.sh -i secret_prov_image_id -a pccs.service.com:ip_addr
RFEMEESERABITEFZRINENN, JERBZERAEE, INEBEREEHRZEITR.
- e. & secret_prov_serverazs|Piiit

sudo docker ps -a #&EZEsecret_prov_serveriZ{&ID

sudo docker inspect -f '{{range .NetworkSettings.Networks}}{{.IPAddress}}{{end}}' <secret_prov_
server_container_id>
#t<secret_prov_server_container id>FE{& A EFRETsecret_prov_container_id

| HB_: &EAnolis 0S SGXi

1. THASLERANTensorFlow Serving Iz g

git clone https://github.com/intel/confidential-computing-zoo.git
cd confidential-computing-zoo/cczoo/tensorflow-serving-cluster/tensorflow-serving/docker/
tf_serving/

2. EfIZFi%E ssl_configure 1 models BRZIAnolis 0S SGXHH) tf_serving BHRS

scp -r tf@192.168.XX.XX:/<Tensorflow_Serving>/client/models <Tensorflow_Serving>/dock
er/tf_serving

scp -r tf@192.168.XX.XX<Tensorflow_Serving>/client/ssl_configure <Tensorflow_Serving>/
docker/tf_serving
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3. Bl TensorFlow Servingf&i&
BPOLUES TEERE AN IKE TensorFlow ServingiEf&:
- a. ¥ E|secrec_prov_serverB &

sudo docker pull intelcczoo/tensorflow_serving:anolis_tensorflow_serving_latest

- b. BfT4Ri¥TensorFlow Serving&{&

sudo ./build_gramine_tf serving_image.sh image_tag

4, BEEFANID

sudo sh -c 'echo "remote_ip attestation.service.com" >> /etc/hosts' #remote_ipisIE B A= FifIP
BB Y EF IR SVSGXIHEEER —AECSEAI L, remote_ip AREIP
5. izf7TensorFlow Serving

cp ssl_configure/ssl.cfg .
sudo ./run_gramine_tf serving.sh -i ${image_id} -p 8500-8501 -m resnet50-v15-fp32 -s ssl.cfg
-a attestation.service.com:remote_ip

WBE:  ${image_id} FE&ATensorFlow Serving#y imageid , -p 8500-8501.~TensorFlow Serving
SNENNIKO, remote_ip FIEBMA secret prov server FRENESHIIPEE RSP (TF Servings
secretprov severfy FEI—&#H128)

| HB=: xR
1. REIEPH

cd confidential-computing-zoo/cczoo/tensorflow-serving-cluster/tensorflow-serving/docker
/client/

2. #FFEclientBRER
BRI LLEE FTEERS N IRECclientiFg:
«a. T&TensorFlow Servingiz{&

sudo docker pull intelcczoo/tensorflow_serving:anolis_client_latest

- b. BiTHiEclientizig
sudo docker build -f client.dockerfile . -t intelcczoo/tensorflow_serving:anolis_client_latest
3. BfTH#EAclientEF =5

sudo docker run -it --add-host="grpc.tf-serving.service.com:<tf_serving_service_ip_addr>"
intelcczoo/tensorflow_serving:anolis_client_latest bash

WHEA: tNRclientfTensorFlow Serving &3EER—&#88, tf_serving_service_ip_addr ATensorFlow
Serving & 83 IPibit,

4. [@TensorFlow Serving KiZiEiE i 1a)iE R

cd /client

python3 ./resnet_client_grpc.py -batch 1 -cnum 1 -loop 50 -url grpc.tf-serving.service.com:
8500-ca ‘pwd -P'/ssl_configure/ca_cert.pem -crt "pwd -P*/ssl_configure/client/cert.pem -key
‘pwd -P*/ssl_configure/client/key.pem

BERMNESITEMEREIE, FHahEaesuRE.,

EZETensorFlowiE @B I E S

| 14k

AN B Intel® SGXEREIF S, EFAnolis OSERETensorFlowiEmEEFF S,

| 2B RER
BOBEREIE2—foARNNSEZIRENER R, ZHARBEEENS 5 EHIEAHEBEHIR TR
BRI, RIETEIERZS.

Intel® SGX (Software Guard Extension) ¥R, 27 SGXMBEIHEEES, METEFEHEINESR
SERMTENERE, REXBABNMAFENNEES TBRERSTRRANKA,

RLBENFREEAAnols OSTRH T SEXLM, HoLEEASGRELATER:
- WETFSCXMERALHNHE RN EEERARRE T EREEARTHE,
- S FEAAnolis OSHFRE, TTHEESRAIKMENH LA,

- AERAREEBERMSHFSCXALKERBUTHSEERNMBE, FAEUREALESRRET BT
SRR EEMSB[RARERZBERE, BN LEFER,

I 3;%%% ; @ Intel SGX

@ Intel SGX
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ALESR TGS 5] SRS [IH (parameter server) M&ZFis (worker)

SRS SRR ERERSHY, HIBEFPHARNEEEEERASEH,

EPim: FRAEIES, SREENENEREENIROEE, HEIRSBIHIRNSHFNERSEH,
WH: ATHEBERAELSE, ALERE IARHNS5HHEER—EBZRESHT,
AREILBAFERBNESHE:

« LibOS: GramineE—=RB2HLib0S, FEaIntel SGXMBRIFRA, EHTRZEENTES, BTEIEY
FEL, BERIEBTFHABIERAM, MARKTRENBBESSCXHENMA, METNAREFAMENSEERD
BB REREIZITESGXIMEDR, BESEER, B5&Gramine,

« TensorFlow3)l| Z#E%2 : TensorFlow2GoogleFHEMNEFESIFEE, ALEFEATensorFlowslIomil
FRERENEMEIBPEIMIGER, ELER, 155E TensorFlowEW,

«DockergF=85|2: ATHEIEEBHEIE, RIBB=1"25/ETEDockergzEd, EidDockertie<H
NiBITHIERS

ASLEZEMIEEE: Anolis OS SGXin &R EmInteMEBE#FARSS (Provisioning Certificate Caching Service
, PCCS) FKEXPCK (Provisioning Certification Key) iE#, Intel SGXIHBE—1NZHATEnclaves R, %%
PANTRHERIEFLEEE—N, ZHENAFHRAIMEPCKAH., BIIEFPIHEHSRPCCSKE—LEER, ki
TCBfE&. Quote EnclaveiliEERE. CRUEBZEATXISGX EnclavedJiNiE,

NEMERBIUARRAT NS E:
@ FASGXES, 25HETEARMNENclaved,
@ EFmREEENclave MR P AMEIE T EREER.
@ BEFHEIRA-TLSES MRS BEEREE,
@ SHRSHBHTHBERS, HEHEHE/ERESY,
BHRSBEBRELSH LA E i,
® EFmEHEIEESY,

NHEIRPESAKHEELSRO-G0 . HTFEFPHMNSHRSZH[ESITEREFMNENENclaveRzd, EiY
RA-TLSIBEARRIE T FAIRPHNEERE, Bz RIURIEASZNIIGEABPNHAERZS.

g

\

@
i

ig

| 4 EERESHES
ALEAREEGD ENEFERARIPINGKESEKE, BRIEESKAcifar-104EE]I|%ResNet M4, #
FRAESZSKAFR &R/ ERGIEEIZDLRMMES
ALENERENT:
- RSHREE:
) BERHEES: EPMTRMEBEARE: 8G
) EERRES: BN TRMERZ: 326
<IBEZRS: anolisos:8.4-x86_64
« SGXIR14F#

« Docker

| 5 SEERE
ASBEUFHHESR: THHRRBIDockerfileHEHR,

51 THEHRAN
5.1.1 T#Docker{z{&

docker pullintelcczoo/horizontal_fl:anolis_sgx_latest
docker tag intelcczoo/horizontal fl:anolis_sgx_latest anolisos_horizontal fl:latest

5.1.2 B&iDocker&a g
TE LKA

git clone https://github.com/intel/confidential-computing-zoo.git
cd confidential-computing-zoo/cczoo/horizontal fl/

.{%/\5‘(—

BEI="1DockerZ2§ (ps0. worker0, worker1) , MNREARNMIZTIT, BHE <PCCSip addr> FHEER
MPCCSARSS &b, MRERIRIETT, BIEHADockeras8/a18% /etc/sgx_default_gcnl.conf &g
PCCSIRSS8thllt, EE misHIPCCSHbtE, RERBEIMADTH <PCCSip addr> 8%,

./start_container.sh <ps0/worker0/worker1 > <PCCS ip addr> anolisos

WERG:

BEIA™Dockerz2% (ps0. worker0, worker1, worker2, worker3) ., WMMIREARMIZTT, BE <PCCS
ip addr> IESARMPCCSARSB{[MU, MBETRIFIZT, BEHADockerFR/EE /etc/sgx_default_
gcnl.conf SEDhEIPCCSARSS ML, BB RiFHIPCCSHMll, ZBREHIADEN <PCCS ip addr> S,

./start_container.sh <ps0/worker0/worker1 > <PCCS ip addr> latest anolisos

5.1.3 {RiFN B
.,{%/\%’\-

cd /image_classification
./test-sgx.sh make

WERG:

cd /recommendation_system
./test-sgx.sh make

FiFITRPL4EMMR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVN,

5.2 WFRBEHAN

5.2.1 T#L KR
EEERFPHMSGXIAIT, THARLHAEMRENARE,
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git clone https://github.com/intel/confidential-computing-zoo.git
cd confidential-computing-zoo/cczoo/horizontal fl/

HMHERRES, FETHHESE, MEEREFEGoogle Driveth, HAILUEEA TR TH:

wget --load-cookies /tmp/cookies.txt "https://docs.google.com/uc?export=download&con
firm=$(wget --quiet --save-cookies /tmp/cookies.txt --keep-session-cookies--no-check
-certificate 'https://docs.google.com/uc?export=download&id=
1xkmlOTtgqSQEWEi7ieHWYVIAI5bSthSr' -0- | sed -rn 's/.*confirm=([0-9A-Za-z_]+).*/\1\n/p")
&id=1xkmlOTtgqSQEWEi7ieHWYVIAL5bSthSr" -0 train.tar && rm -rf /tmp/cookies.txt

WEBEIEHEMETE, traintarfiiFEXHEHFEFErecommendation_system/datasetBR T,
5.2.2 fmi¥Dockeriz &

LTS24 <image_classification/recommendation_system> RiEEHRIZEG DS L ESHEZHE
ARAESHINBER.

./build_docker_image.sh <image_classification/recommendation_system> latest anolisos

5.2.3 J3&Dockera %
SIES N
Bai=1Dockerazs (ps0. worker0, worker1) , MIREARMIZIT, BE <PCCSip addr> $EEBR

HPCCSERSS 28l , WRE =imiBiTIBEH ADockeras8/51854 /etc/sgx_default_gcnl.conf 3X{4dhed
PCCSERSSE8tthtit, EE =iKAIPCCSHitt, BB APH <PCCSip addr> 2%,

./start_container.sh <ps0/worker0/worker1> <PCCS ip addr> latest anolisos
cd /image_classification

WERG:

BiE NDockerasE (ps0. worker0, worker1. worker2, worker3) , HREARMIEIT, BEE<PCCS
ip addr> IESAMPCCSERS ML, MBERIRETIEEHADockerFs2/518 /etc/sgx_default_
gcnl.conf X#hHIPCCSIRS £l EE RiHMIPCCSHblt, ZEBIMMATH <PCCSip addr> £,

./start_container.sh <ps0/workerQ/worker1/worker2/worker3> <PCCS ip addr> latest anolisos
d /recommendation_system

| 6 SLEIBTT
6.1 BEl&o

EZERSHBLBEAA/MHATRNERT, JLUEIEKDockerassd/image_classification/ER
THtrain.pyill R AR E B 5T mIPHL:

tf.app.flags.DEFINE_string("ps_hosts", "['localhost:60002']", "ps hosts")
tf.app.flags.DEFINE_string("worker_hosts", "['localhost:61002" localhost:61003']", "worker hosts")

HAEEEENRRIENA:

cd /image_classification
./test-sgx.sh make

FiFIFRPL4EMMR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVN,

B EDockerAa 2§41 /image_classification/ F#dynamic_config.jsonX 4, EANFEEH T RERIFMN
FAMEREMBIMR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVNEJ{E, 0:

"verify_mr_enclave" : "on",

"verify_mr_signer" : "on",
"verify_isv_prod_id" : "on
"verify_isv_svn" : "on",
"sgx_mrs": [
{
"mr_enclave" : "1e4f3efafac6038dadaa94fdd248b93c82ae9f0a16642ff4bb07afed442aac

n
7

56e",

"mr_signer" : "5add213ac35413033647621e2fab91edcc8b82f840426803feb8a603be2ce
8d4",

"isv_prod_id" : "0",

"isv_svn" : "0"

BREME, A8 NERPETHEHMAELEA,
./test-sgx.sh <ps0/worker0/worker1>
O N LIREBIIGERPNETER, URANIGEERRT. ISR PEMNRESHEREFE

modelX £, EhTEEMBXERERESSH psO B model/model.ckpt-data &, HEEZEHE
HXERTFHRESE5R worker0 #) model/model.ckpt-meta o,

6.2 EERGR

EZSARSB[LBEAA/MHATRNBERT, JUEEEKDockerE2sd /ecommendation_system/
BRTH ps0.py. worker0.py. workerl.py. worker2.py. worker3.py JIZHAREZ S AT S IPHbiL:

tf.app.flags.DEFINE_string("ps_hosts", "['localhost:70002']", "ps hosts")
tf.app.flags.DEFINE_string("worker_hosts", "['localhost:71002" localhost:71003"'localhost:
71004 locaxlhost:71005']", "worker hosts")

HAEEEENRIENA

cd /recommendation_system
./test-sgx.sh make

%

FiFIFRPL4EMMR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVN,
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foEDockerass® /recommendation_system/ BRTH dynamic_config.json X, EAFEEHA

T RERIFNAMRERBMR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVN#J{E, #0:

{

"verify_mr_enclave" : "on",
"verify_mr_signer" : "on",
"verify_isv_prod_id" : "on",
"verify_isv_svn" : "on',
"sgx_mrs": [
{
"mr_enclave" : "8b302bbf37ce27f82a3aa95b7daffe4b104e1faeb05e566dc8ded6ab0435

9684",

"mr_signer" : "5add213ac35413033647621e2fab91edcc8b82f840426803feb8a603be2ce
8d4",

"isv_prod_id" : "0",

"isv_svn": "0"

}
]
}

workerm RIRBESpsTREBE, ALAFTERERE—ARRE. psTREESFIAworkert RiE(E,
ot FERESHARRKE.
BRTmE, AR TERPBETHENMNEVEAR,

./test-sgx.sh <ps0/worker0/worker1/worker2/worker3>

B PMLIRERBIGEIRTNBERES, UHAISEEERT. IISSBPERNEER SHGREFE
modelX 4k, HbLEFENEXEEFRES S Hpsofimodel/model.ckpt-datath, HEEEHIIEX
EERERES S B workerofimodel/model.ckpt-metad,

Y4

BERMESRRAR

| 1488k

AXANBEIntel® SGXEREHIF S, ETFAnolis OSEHERMESRRHE,

| 2BE5ER
IRFASES K (Private Set Intersection, PSI) REAZLHENNAHRR, EENREIZEHFRITE
MAZENRE, MARBEREZIIMNEMER, HMNEATETIntel SGXEANBFARIPHERRS R,

Intel® SGX (Software Guard Extension) K, 2t 7SGXMZEIHERESN, TETETFTEHRIINESTR
2ERNUENERE, REXECBANSEONZTES REERZBRERG0IRE,

RLBENFKEREAAnols OSIEM TSELI, HWoILMEEASRELATER:
- WETFSCXMERALHNHE HNEHIEEG AR R EREEAR TR,

- X FEMAnolis OSHA A E, JTEESRALKMBENFALMA,

- AERREEBERMSH[SOXALBRBATHSTERNBNE, FLAEUREALRSRRETBR
SRBERESERSERARRREBZRE, BN LEFEA.

| 3 LSRR

Client A Client B

Dataset

Intel SGX  Dataset Intel SGX

. Anolis 0S . Anolis 0S

— 3
m 3. calculate

Intel SGX

Anolis 0S

ALEFRTHRMAEE: ZEFi (Client) MRSIH (Server)

- fRSSUR: BRETEAnOlis OSREBRRRFZHRD, RUSCHEHERE, RAKRRFZBITELRE
., HRAKREHNE, RFHESFHFELPHALAZEZRINEER, IEPHRISCXIENTENE, IS iniiE
BIE, BREHSSFHEP G LEFRRYE, FAEHRELERNE, REHITEREHFRERLZEEN
EF .

B EREARSHEREREIERS, TREIEBEIE, SRHEAMARIZHE LERRSG,
HEFRFZHTMRZARERKELEZ .

WA ATHEAAKENE, FALERBRAESKRRLRSS5HMELER—EARRSHTP.

AREBAERBNEZAME:

« LibOS: Gramine2—=HREKLib0OS, &&Intel SGXMBFIPHEA, EHTRZKENES, BITEEH
£, BERIEETFHABIERAN, MARKTRENBEEZSCXHENMA, METNARFAMEISERD
FMEREREIZEITESGXES, BEZER, BESEGramine,

- Docker&=85|%: NTHEMEHEE, ALBES57ETEDockera=tP, EidDockerfinL B
ITHIERS,

ARELEZEMIREA: Anolis 0S SGXix B E M InteLEFEFRS (Provisioning Certificate Caching
Service, PCCS) ¥REXPCK (Provisioning Certification Key) iE$, Intel SGXiBE— 125 TEnclaves&
, ZEENTFLEBERSEFERE—N, BHNAFHIMEPCKAH, BIEFIHHESEPCCSIRE—LEER
, LLENTCB/EE. Quote EnclavelNIERIER. CRLIEEFR FXISGX EnclavediAIE,

WEMBRTTAD AUAT NS E:

@ A 5EHESCXIRERIET, BNEFIHEBETRA-TLSSRSIHETMREIANE, UEREASH.

7|
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@ ZEFiHEIIRA-TLSIEB B gRPCEHIE R £ EHITI RS 8,
O RESHESFMEZFPIHENHE LLERRE, HE EHIRNRE,
@ PRS5ImIEIIRA-TLSIE R BEIgQRPCE T EE R OE R E NS 5NE iR

HFEFIENSHRERIETERNEMNZMENclavefED, FIFRA-TLSES A RIFIE TEENT R D%
e, AZzARTURIERZNIIGEEPRIHNEREZ S,

| 4 LHRAESHEE
ALEHNERENT:
- RS EBECE:
1) Anolis OSZ2IBRB KRS8
) BN HRMBEARF:
« SGXER %

« Docker

| 5 EEERE
ASBRBUTHONESL: THSGAEIDockerfileHEHE,

51 THEGAN
5.1.1 T&;Docker{g{&
docker pull intelcczoo/horizontal_fl:anolis_sgx_latest

docker tag intelcczoo/horizontal_fl:anolis_sgx_latest anolisos_horizontal_fl:latest

5.1.2 B&Docker&a &
THSERAHD

git clone https://github.com/intel/confidential-computing-zoo.git
cd confidential-computing-zoo/cczoo/psi/

MIETRARR, FEM=1Dockerazs (server, clientl, client2) ;AET=FKKR, FEHED
Docker=2§ (server, clientl, client2, client3) , EENRIBBITUN TS LUSEIDockerass:

./start_container.sh <server/client1/client2/client3> <PCCS ip> anolisos

Hoh <server/client1/client2/client3> ZEREREABIT R Bl/E81serverflclient, <PCCSip> ZF
EXZR/RPCCSHIIPHBAL,

5.1.3 BEEEPCCSER
TS DockerEza889/etc/sgx_default_qcnl.confSX4hEEPCCSIEA, W:

PCCS_URL=https://sgx-dcap-server.cn-beijing.aliyuncs.com/sgx/certification/v3/
USE_SECURE_CERT=TRUE

5.2 wERBHN
5.2.1 T LIRS
FEEARIFHISCXIHID, THALEMERBNKE,

git clone https://github.com/intel/confidential-computing-zoo.git
cd confidential-computing-zoo/

5.2.2 YmiZDockeriE&g

cd cczoo/common/docker/gramine
./build_docker_image.sh anolisos anolisos
cd -

cd cczoo/psi/gramine
./build_docker_image.sh anolisos

5.2.3 BnjiDocker&a s

METHARIR, F/H=1Dockerass (server, clientl, client2) ;iNE{T=AKK, ER/sIEMN
Docker& g8 (server, client1, client2, client3) ., EEMNRIEETN TS UEEIDockerass

./start_container.sh <server/client1/client2/client3> <PCCS ip> anolisos

Hoh <server/client1/client2/client3> ZERERERBHT 2o 5lE5Iserverflclient, <PCCS ip> FE&
FRPCCSHYIPHELE,

| 6 SLERIBTT
AL RIZMHPYythonFIC++FRFP AR A,

6.1 Pythonfir 7~

6.1.1 fRiZPythoniZF
EESMEFHDockeraR P RHIFEF:

cd /gramine/Cl-Examples/psi/python
./build.sh

EZERSHLBEADMHRATANBERT, FEERE dynamic_config.json X4, EAFEEFTR
EHZFNAMERERME MR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVN H9{&, 0:

"verify_mr_enclave" : "on",
"verify_mr_signer" : "on",

l| n

"verify_isv_prod_id" : ,
"verify_isv_svn": "on",
"sgx_mrs": [
{
"mr_enclave" : "Te4f3efafac6038dadaa94fdd248b93c82ae9f0a16642ff4bb07afed442aac
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566" ['train’, 'car) 'cat']
"mr_signer" : "5add213ac35413033647621e2fab91edcc8b82f840426803feb8a603be2ce
8d4",
"isv_prod_id" : "0", 6.2 C++Hﬁ2|§
"isv_svn" : "0"

6.1.2 BITHAXRRERF
EE M Dockerf A28 EY /gramine/Cl-Examples/psi/python BRTHRHITY MBS 5 A HS:

# Run the server
gramine-sgx python -u server.py -host localhost:50051 -config dynamic_config.json

# Run the client1
gramine-sgx python -u data_provider1.py -host localhost:50051 -config dynamic_config.json
-is_chief True -data_dir "datal.txt" -client_num 2

# Run the client2
gramine-sgx python -u data_provider2.py -host localhost:50051 -config dynamic_config.json
-is_chief False -data_dir "data2.txt" -client_num 2

FIEFRBLSBIREER:

['car! 'cat) 'train']

6.1.3 BIT=ARRER
EE M Dockerf A28 EY /gramine/Cl-Examples/psi/python BRTHRHITY MBS 5 A 5SS :

# Kill the previous server process

pkill -f gramine

# Run the server

gramine-sgx python -u server.py -host localhost:50051 -config dynamic_config.json

# Run the client1
gramine-sgx python -u data_providerl.py -host localhost:50051 -config dynamic_config.json
-is_chief True -data_dir "datal.txt" -client_num 3

# Run the client2
gramine-sgx python -u data_provider2.py -host localhost:50051 -config dynamic_config.json
-is_chief False -data_dir "data2.txt" -client_num 3

# Run the client3

gramine-sgx python -u data_provider3.py -host localhost:50051 -config dynamic_config.json
-is_chief False -data_dir "data3.txt" -client_num 3

FIEFRBLSBIREER:

6.2.1 wiIFC++IEFR
EESNERINDockeraRhRIRIZR

cd /gramine/Cl-Examples/psi/cpp
./build.sh

EZERFS[BLEBEADAHRATREERT, FEBE dynamic_config.json X4, EAFEGAT
BERZENAMREMBIMR_ENCLAVE, MR_SIGNER, ISV_PROD_ID, ISV_SVN#{&E, #0:

"verify_mr_enclave" : "on",

"verify_mr_signer" : "on",

"verify_isv_prod_id" : "on",

"verify isv_svn" : "on",

"sgx_mrs": [

{

"mr_enclave" : "Te4f3efafac6038dadaa94fdd248b93c82ae9f0a16642ff4bb07afed442aac
56e",
"mr_signer" : "5add213ac35413033647621e2fab91edcc8b82f840426803feb8ab03be2ce
8d4",
"isv_prod_id": "0",
"isv_svn" : "0"

6.2.2 ZITH A RRERF
S Dockerf &8P /gramine/Cl-Examples/psi/cpp BETHABHRTHENBSEHHS:

# Kill the previous server process

pkill -f gramine

# Run the server

cd runtime/server

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json

# Run the client1

cd runtime/data_provider1

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json -is_chief=true -client_
num=2 data_dir="datal.txt" client name="data_provider1"

# Run the client2

cd runtime/data_provider2

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json -is_chief=false -client_
num=2 data_dir="data2.txt" client_ name="data_provider2"
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FIEFRBEBIRESER:

car
cat
train

6.2.3 BIT=ZARKRERF
EE M DockertfIB £ /gramine/Cl-Examples/psi/cpp BRETA BTN NNEEAHE:

# Kill the previous server process

pkill -f gramine

# Run the server

cd runtime/server

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json

# Run the client1

cd runtime/data_provider1

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json -is_chief=true-client_
num=3 data_dir="datal.txt" client_name="data_provider1"

# Run the client2

cd -

cd runtime/data_provider2

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json -is_chief=false-client_
num=3 data_dir="data2.txt" client_ name="data_provider2"

# Run the client3

cd -

cd runtime/data_provider3

gramine-sgx grpc -host=localhost:50051 -config=dynamic_config.json -is_chief=false-client_
num=3 data_dir="data3.txt" client_ name="data_provider3"

FIEFRBFERES

car
cat
train

PPML: ix3)igRFARIPHNIBEIRRA E

| 1B & 5§ %

https://github.com/intel-analytics/BigDL

https://github.com/intel-analytics/BigDL/tree/main/ppml

| RAEENEA

g B9 [e) A0 Pk b

ERZUBENBHRD, REEIMTNALERELRNAATRRNXBEART, BAMS, HEES, &
REANBAMEMKA, ML/DLBREthSERE, EERMGEEELFELERTRA,. REMNEESFNR, B
FARIPERFS) (PPML, BIEAXKMEMTAIALERE) B THUBRILENE, SBEREERRIENRIRT
, TRMERNBERR, iLERLFBEIRENNE.

XJ Bk ik B9 #% R 75 2= BigDL PPML

FAF/REB O] B IER AR RIS EIRM T ol EE A TR - ZE45/R® SGXAZE4F/R®TDX, H4F
RETFIXLERARITIE T in 2% B K BUEM A T & e fA Tt E /&R 5 %=BigDL PPML,

BigDLRFEHF/RIBENA—MA LS EEMRAARFES, FENER, SUIBEIRINEF LB TTLAERABIgDLE
MEIBHERIRNAM A TLEBENA, BigDLMN FHEYF/RSGX/TDXeEEEHITIE (Trusted Execution
Environ[1]ment, TEE) , HER T EMIRBEHZEEE, WET — 1D HNHEFARIFNEEES] (Privacy
Preserving Machine Learning, PPML) ¥ &, gEBRIFIRER (BEHIERAN, $EST, H8F3, RE
FIEBZPNER) B RAALEENA,

BARNE

. Trusted BigData Trusted Trusted Trusted Trusted :
' &ML/DL Apps Big Data Machine Learning Deep Learning Federated Learning !

1 1
1 1
1 H H |
. E2E Distributed |
: Pi eline Distributed ML/DL Pipeline Distributed Deep Learning Framework Integration of Modern CPU Accelerations :
! p (TensorFlow/PyTorch/OpenVINO/Ray) for Apache Spark for Al !
1 1

1

1 1
1 1
' Library and :
' ry Asp:::(e AFPI‘?S::E XGBoost Ray TensorFlow PyTorh Open VINO 1
' Framework ;
1 1

]
1 1
: secu re Secure Storage 1/0 Secure Network I/0 Secure Data Alignment Secure Parameter Sync :
! !

Layer I TEE SDK I Crypto I Libos I Key Mgmt IAttestatlonI Homomorphic Encryption I :

Intel® SGX/TDX kubernetes
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BigDL PPML
Container (Client)

y Attestation
Service
AP J BigDLPPML |

Container (Driver,
kubernetes @ ( )

1

1

1

1

1

|

1

1 (w/SGX nodes)  Scheduler

1

i C Service
:

1 1
1

1

1

1

1

. ) BigDLPPML @ ) BigDLPPML @ ) BigDLPPML
Container (Worker) Container (Worker) Container (Worker) |
bd

L)

L)

+EE2BigDL PPMLT&I T :

1

~N o 9] H w N
7’

. FAFi&3BigDL PPML&<{TMKubernetesifgsXfEs, WBESIER—IIRETE S

BigDL PPMLE FimiAMESR AN 5 &

KT REIZESHNTEDR

< BETHRINEL/ER R

< KT R TS RN EREERSIKEER

o THED RIREEA SR AR

« TFTRAMUBTREE, NSFINEREFIES

| =

1

=iEd

. EMBHE LAAHETIRENDTRIATIEERNA (WABELIT. NS8FES. REFIF) .

2. NAETEHHNZESRAKRAR (MEFF/RSGX/TDX) FRIPIHEIIRELARE N NFHE.
3. AANTIERNARHFEIIRNZSMRMREP, Fia0:

£ A& 345 /ROSGX/ TDXTEBE I HIK8s TR B B2 FIAIE ol S M EBE IR IR

BEEHEERSR (Key Management System, KMS) AR EHHRIRE MBI RE
- BIFERF/ROSGX/TDX, MFEEHEAR, TLS, REINEFHAIAZ N ENLIRERS

| REFAZER

1. BigDL PPML i E|in3fhfRIPH 28 F SRR RAE T o] 5 HATHRE (TEE) IR, MERLIEREHR

RIEMELE, ENREMNIBERAM+IRY, BEEERERE.
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2. HEEEBEXREUEA IR, BigDL PPMLIAI T o522 I{ER. BigDLPPMLI{ERBET: EF
SGX/TDX B9Tl{5it &0 A, X3F Apache Spark, Spark SQL LARAEES, REFISENA,; L3
ZKEVANERSZEFis APl; 23RN ZPSERSE iR APl INBHNEIRE BfEE, UREFIN K8 &
BEA,

3. {#MABigDL PPMLGEIN T/ER, AABTUEME T F IS ZBENEXAFLIIE, FIH BigDL PPML
REENANRRHEZSEMREMAYE, BRPUUEZERSBATENANALNER, KiEdEELHEFATTER
R RHFF&EE (Time to solution),

4, BYNAZAER, PAUAEBEHZIREIRNEZSERIPRE, EEUERA. R, NSEY. REES
£ Al XABIBENANZS I MREMNZEHIFEEN, BRReEMREMA, B, ZARLUTETELEER
HRP, EEESNEREGRIPEYSE, EBHiPERZeFEEIBERNKEER, REEEHIRHENXE,

5. HZARNZHFT, PUREBREZSNHUIEEBERS, BEanir. K&ll4%. BEaNENRAAREE
FIRHEURETHRENAZEERNEN, FIIFSHNEEREZESEE,; HEAVHE M. ok,
Zet, AZPRAEPENRESRNERE, tJBNERMEL, KEHIRIZHIN,

| APRR

- PBIEMR T2 HBAIEES T BigDL PPML, AR SR ERIM REENNB[FEINSG R,
- Hit AP EEXIWSIE, BRE.
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