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1. Of{sitJHtik

i E2EI NN BUZAT AN ERRELRESENRA, 2—F
MNEREMEFRRERRRZLNENRAER,;, HEABEREHEITENRS
TEY—NMEER (B) , GERNUEEANELRE, RARES5EEREHE
wR, BRIAI—FEER, NMEERAR, DEGFES, JEFRE, BIENA,
—RESINE—F, —REE—R, EXNEETRIABMENRRE, UEHAR
FATxRE, BUGERRENEN, AAREEANH. KRERGETEUGEHRET
FRHE—TREFZ2EN, BERGENEZ2AGNTBLRE, TUHRWVSNA
EREWINSREE, AERGERRIRELAERREERNLI, B2, EREM
N AR 3| A TS i REBAR K ith B B T E A R E R R R G/ R B EI T
HYTIRENE.

ALEENRUGHERANNAREZRIVK, TJEHEXBRARASKIEUR
JETERASHEIRORESRKEBS=ZMHIAT, ETZEERERBAS,
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1.1 a5 it E AR RAR

aEHEMSRE IIEWE 1983 SEERERE TCSEC EN R Z /& IR L
RIERRRREXMH. 1999 &, IBM, #{#R, Intel FWMT TCPA (2003 F
MEA TCG) , EEHNTEATGETENTUIRE, Brl TCC ELFIET B
TPM, TSS, TNC F—RIZAME, HEMTEHI loT. =&, TALE, B
Rin, FREAEAHRNIEEL, O TFUEHEERXT R MNARER S ®
RITRHER,

EfF L BLF AL Trusted Computing Group (TCG) AR TISIHEAE,
D TPM RSBHE PC. BRS#R. Bai&Kin, WEK. mitE. MENFSAINA.
ERSHEITERE, B IT ELXERUGEHERAEAEFmBNEEE.
Intel fRS528 CPU ELLE T TPM2.0; #{%Ek Windows Server 2012+ EX§F
TPM2.0, XIFOEZITERRENME; Linux Kerneld.0 ELE&E/R TPM2.0, MR
FHREPLIRMYE Xen, KVM, Openstack, VMware #2473 TPM 1 vIPM
B3, IBM IWHY Softlayer ABA2EK 60 SNEEEFIRETTERENRS;
BE, #EHRATEHBHI O EHENERENIHHANLESRS P, 11 ARM B
TrustZone %K. Intel By SGX ¥ K#] AMD »a8J SEV (secure encrypted
virtualization) &K%, HAELERFIN T AERS, JUAN LENARHEZSH
PITHER, RESREFNZ MY, FRT ZNAERHFNNZEES,

ETUGEHERANERERZE2FARNEEY, ZEREBEER/ME, FE

F 2006 FERIZTOEHERBERA, HTF 2008 &£ 12 HERAPEHTEHEL

fE4B(China TCM Union), @& TCMU, 2007 &£ 12 B, EXREHEEEEMA 7 (0
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EHEZEZETEDRESEOMAE) , RENEANITEEMERE XA
TCM(trust cryptography module), #8&%F TPM, TC(M XBETEE (FREZBEERE
FEH) PAMER SM2, SM3 FEZRE X, RN SIATHRBAEE, @LT TPM
SXRNEFEE, TCM FEEFNENFIRAE R 20 URMEZHEIBCEBE,
BXRRBHSIENRBPESRIPRATE, EEHEEARNENENRSERE
FEBTTEE, #ATEENRSME., TPM 1 TCM MR EEZEM, 1RETIE
HEFEESHEER(RTS, RTR), 2B CPU., 7f#s8. 1/0. BHEINMLIEE. FENET~
ERNRARNBRIERREEHFAMNMIL SoC T, EEUEEENEME. TEE
ENRE. BREFE. NEBENER. ERE2HFMHESINE, 2015 £ TPM 2.0
(Trusted Platform Module) library specification IER A EFRIRAE 1SO/IEC
11889, IRMAT TCM hEXNREMH, HERMAKRFHIEZBEEER, &
& SM2/SM3/SM4 B2 EZE, XEPEZBEERANRENX —REZRE, B
EPEERREREEERMTEL TFPNEZR#E, 1ISO/IEC 11889 XFHER
AZMBEEARR (SM2/SM3/SM4) |, BEEHMFERERF LEMEARTTH,

KEFENWMNERUHBENAERRENETF, TRIERDEFERVEFENRS
RITERE, RET "EHEETHEANETREHFNIETERN, UBEEAR
RFEEHE, LHESHIRE. KESEE. REFHESTE, RERIBECHIEES
Rty , NmRIARMAEREANGNEEYE" B "EHRRREUEHE" HARER
(X—RRZWZRRA "TEHE 3.07) . EHRRIEUGEHEEIHE “HE
P FATRAEREN, SHPPEEA TSN AN BT EH#T
FERIE, REEHRRMIPBR, EFTHRNAREL T, XAT—MHL20ER
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EREETHEEMMMF AN EDNREOIITERRENS, LTERHEER (TCM)
EEROEFLEHER (TPCM) , AN TIER, HREFETERIEMN, BT
ERUERBREVUVEREMVNLESHIRG . NSEE. REFHESHE, RE
RUSEHMULE, MRALERLE CBEALB) MHHESE () HNKE.
FRENTERIEEIY ARNRERERE 4 2R (6. 6. BF. BR) #1T
HSEEE. IRAIMESH, ARYIEESSHDEFREREBRTRIURRE
MFITRE, MAMEERIE. ¥HEMNR2RE, B, FERIGEEFIAZR
HIRER (MBRSH) BEFKF, EURNEESABKE, AL RRE
FETOUERIEANEM ERIEREAN S TG, Ha1, BREEUD
ENTEHEFUBBRRENTEITE 3.0 RARRREESHNERLAR ELT
—RINFARIRE, FBEE “FRRIF 2.0 5TEITE 3.0 REBEKEM" #ERHEXH
R ER S M SERE

1.2 [EHHEXBRARAIE
1.2.1 SERRR

FEERZUGEHENRAUEHNEML, IEHEFEEI=NMEER: IEE
=18 (Root of Trust for Measurement, RTM)., TJ{5#& &R (Root of Trust for

Report, RTR), TJ{5f7f#ME(Root of Trust for Storage, RTS), M TEF*:
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N

RTM

1-2-1 TSR AEERGR

EEFEHRENHSUEHEFLAETETENG, X—NFH2E NoEHE
IEaRTEEHREEENUEESEERTHEM, JipnEEEniREaER
&, X—HHRBRUEHEFEESUEHOIMIRIERSHER. RTM 2
NUEHEFEETEENEEER, ENARR—BRAB,; RTS EFAUESE
AEEMENES, SEHEER (N TPM/TCM) PHESRSSHER (PCR) FE
FRDNEMERZE (SRK) £EMM; RTR ARG ISFRETERENES
FER, EEH PR MEERINEREN (EK) HXEMM, €11 (RTR/RTM/
RTS) #EMAMA T EHEFANGEEER].

EERNUEEHEYIE. RANEERSHENR2ERIERHR,

ERUERERERS BrlERIMNERAANTIERMTES TPM (TIEFEEER
®) . TCM (TEZBBER) R TPCM (TJEFEEFIER) . MTRAR:
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x®1-2-1 ERUERREES

(B R FRAERLE B %

LS

TCG TPM library
BERANELVE | RIIME, HAT | ®EHHolE: o
TPM SHEeARAR £ 2 N A 0| GRELESS
(LS TPM2.OFSEENX | B

VEIREG

MRS, &
OEZER SPIE 12C
EERFOEHRT
KRR ZE1T (B
fTPM ) ,Z W F
ARM &
W& (RD
swtpm), T EH
FHRRALKS EMN
wiHns

TCM1.0 ERE =5
SN BRD, F
BREBR, HEE

B & e
TCM2.0 BB A
PP s we g 6 wBAR: T
i, S5ERUET

TCM TCM2.0, EEBAES

EAFBRESHR i
ik | AL

& k% TCM % TCM2.0 BBERIR
H R $ B

PC Client RIR%E
TSM ) 45}

2 0 R G ;: ) AR IE
&3

—— E{&iTh

ExRZWEEEL
KAHERS TCM

M HZIWM, &
AEXZE R SPIF 12C
REEY, TEH
FHRAFEEEMN
im=
REBRE, &5
— MR RZIE R
TCM M EEIR

TPCM HERZE
R, BFXI;MD | E&%H TPCM
58 3.0 ¥4 | RIREREEN
TPCM | B, EFMMEN o 5 R 4+ &
AR, FFRES | (TSB) B RR
FHENEIEBRFR | &,

o

FEa@ojfE: o
ERME LB
&7 B8 X3 Id
hva

WMIIRF, BOS
7 PCe. LB R
USB 0

REEY, TEH
FHRARS EH
ins

REBEANE, L=
BREE—TEH
BI#ZAER TPCM B
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oo K EWHRIETERAREIRAES

E 3] RAE FREMRTE BAREE SMES
HERT, BN
HERANITEEE
BiR

1.2.2 T{EEES{EEHE
ETEPRANEAERNARNLNZTATELENRE, BYLHRER

MNEEHESEARTEEREEENNANRIESANTERS. NERETES.

REFLERT REUGR., ACRBGEENIRNRATEEENEESH, NT

EFfR.
e 2
s = 4 ez K13
iR iz
=R EER = -
PCR2 +—— §§#1 ;Q&z

C
EeE ERE

éii:fﬁfﬁ,//fgwmm
EREHEF

1-2-2 GEEESHTEE
EEENFZERREEEXREYT BAEMIENFES, ERLEEERNE

it b, EERTLIES UEEENHRRRSHEFEZMES UEENEE, H8
WX LIRS AR TR, RKHFEoEHEE,
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B EEREEUT =50

1) FrEEREAL, IRT (RTM (FEREEER, F—RETHATIUGEE
ERMRE) , EREEIEENUR, WANARAUEN, B, A58
EEEHBSTRLFERAFIRREAHE, A TPATELRA,

2) EIARREMEVRREAHE, JRMEARIEACIE, X8 R7THIIEANRR
A TR BRI,

3) RETGELARNNEREEY, A o]LIREHEXE TPM/TCM 12511, o
BEIBR MO o B TSR IR H S E A TE A s

TEFRAEF TPM2.0/TCM2.0 HSEREHEREE,

EventType MeasureObject
PCRIndex fEft Bt MeasureValue
DigestValue & A v o BE MeasureTime
EventData

ij_-_",”"

2. ® |

Ess o o N
A BIOS T .
J:;?;E BootBlock
N \\ 4 L ‘
. L 0./ -
3 \\\6- T
\ -
~ \\ Ve - -7
TR oot T ek poro-7 — ER
EHTER ~ - e o
N\gAM = = PCR 4 #;
. - " Extend| PN | T
el fERE
QL EIRERVN T b PORLL. 14 L] e B

B 1-2-3 aE BT aEEHE
1.2.3 OEHHEEE
EHEFEREEAUGIHERENFHREBRHTIGERSNITEFS . HE
ERIER: BEER, HETUHEZEERENG. REEEFMRENG . EBiR
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HBEREFHFECESE. EREFHENESTRIEPRFENERSY, HERN
o5 ET a8 ofE PC. TIf5MRS=5. TS PDA S,

ofEHEFEL (RTM (TJEEERK) AER, UEERNALAREEEDN
FaRBN=EY, SEEET R UGRNFSEESFRP, FELUETH
@388 F S I ERSHLMRMRS, HIEEHNESREURE, MRERET
MUEHEHRE, XM TENFRRATEEEZ. dEREMIEEENGE, 20E0
SENMEBITFENELZENH LHRAXH,

1.2.4 T[4
OEREREN T FERERZERNZENABDTEOHIEIRS, M
ML A AR TERS.

UTHPNARGSIESRZE, FAERTIESNRIALD.
RtLZ2EHIFE. REINE, ZERSNRFESESIEE,
AN iR —E R R O KR L1518 T]EE BT aE

NEETHBESAERNZRATER, EESTNARFHEIENHER
BiEKR, RETEETHIFH AT,

DEBNZSRIAFRIBEXN FENBERBEASGSLIETE .
fRARTI{E0 R BEEONE MR IMNREZ BIAEME
TPM XN aJ{SER 444 TSS (TCG Software Stack) .

TCM FR TCM BRE4EER TSM (TCM Service Module)



OprenAnolis
e M o K i RuEit AR AREZTRBORS

1.2.5 iZf2iE A
ERIERREIEITEEERIIMILNERFEE SN RAUERSHERE, 8%
FETESHENAENS, ERIERHE—TT BRNFE TINENAS, EFIMENT
REEBXNNERA#HTERBEREMANENINE. BRNESE TETBSMIANENT
BRPYLARZERS—TANNER. TERIEBASAFPMFESE0HT TIAE,
EH—FHINEFENRERS., WEAERESERHTTRIE, RIETFSHNRS
MEMBNRERE, NRLLDHRT XKEBENREVE.

EF TPM/TCM WEFRIERRS LR BAR—, S —MRIEHT SR REEE B
BIERMENAE, EXNAZEP, RIEEARFREREE N, EEERIENEE.
IEREWERRRANSISRS. SARENSNIIEE. EPEHATESIH
IEHE, EAPSEEARIEE, RIIEFEAZEEAAREIEREEHEESET
HREE, HAERESTREHENFIER,

ERIEREARE: ZENTRIIBPRESERINEIESE:

1) BRSB[BRIEEFixoERIRE

10



OprenAnolis

e M o K BRI ERRAREZRERY
verify TPM Vendor root CA cert
EK cel =S| EK cert -
gl Client Enroll Request St » O eow
AK Pub
p encrypt

: decrypt - m Server Challenge Secret 4‘ b p AK Pub
p EK Priv
? p | efieck
AKPriv Unencrypte . Unencrypte
. Sec?e‘;t Client Response e
@ Server Acknowledge @

Challenge completed

Client Server

1-2-4 ZEERTEE 1
BNOER (TPM/TCM) REHE—ITH—HENREH, MATHEH
(Endorsement Key, EK) . EhAB#FRA EKPub, FA$H4ZFRA EKPriv, EK
TPM FlISBEEF TR PRRE TPM DR F, FHHEFISEMA EKCert fEAAA
HFES,

ATHIEO{ERIRFES M, FEEIUX EKPub I EKCert B9E(E, X
BEREBENSMA EKCert BUIERBMANME (CA) HITRERLIN,

HPSEm— N 24X AK, H[E Server iEBiZ 2485 o {=4R 80 EKPub &
EMZx%, HERBFEAE EKPriv,

AK ZEOERAEHE EK IREN—MERAX, BTEMIERIERNTER
T, BIREIE AKBSERN—TEHNER, EEZEHASTERNK.

PO Server BRZIERIBER, HIEBESH AKPub 15 t[{5/R 87 EKPub 48

XHUEBR{E B2 34, Server,

11
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Server JAFRENEEHTRIE, UBRAFNES AK SUERE
EKPub FEMEXZR, HERBFPEEXNEIFAEAE,

WNRINUEALTN, Server REAFMA—MER, FREAFHNZHEETH
o[{SIRRIPENIERA AR,

2) BRSHRRIERBEFHENEESHAST
EEEHEEEHRITEREREAFMEEER (0 TPM) PREHBEER

HRENBRFOENEE,

EK Priv 1—;“; p o

AK Priv Server Request Quote
PCR Digest List*

PCR Digest List {PCR digesf Signed by AK | Client Response

4
<
=
a
x
@
a

Server Request Event Log

Client Response replay

ol

LI

Event Log Event Log PCR Digest List
Server Acknowledge
if match
Event Log validated
Client Server

B 1-2-5 ZRIEAREE 2
E3ISIRG, UERFER—RIINEMH, GINEHEGHNRIE. SHRE
ZENEREE, XLEEHSBEEFMREE TPM ISHEED, RREXTFRERSISIRE
ME{SIEE. JERFERHRA "EE" (measure) FERRIERSISTRPH
BETMRNEE(E, XEEEEREIXISABMEEHTEATESIN, X
LEESESRTFHRESHASY, FEEAUERNBHRTESR, UBRETE
MMESLM,
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RFEEMEFinFEAIEK quote,

Pk A AK FABY PCR BUEAER quote #1784, 74 quote &
RAIRSE,

IR

bik

ARS5 25 (£ AKPub 3EE quote B9& &, JNRITIEATH, WARSS2RHEIA PCR
PIRBEIHN, —BRIEMY, RFBF[ELIXBERURREHFAE,

EPHEFAEEREMHEERELRSR.

MRS RMMEH BRUER PCR B, MRIARN PCR ES/RIA PCR E1H
B, NRSHEMIASHEERRELN,

1.2.6 T[{E MK EE
TNC oJ{ZEEENE

ofEMEER (TNC) ENTEFaNANYT B, HEENEERHANSZNEE
ReEM, HINESRTERAN: XEREANENIRPEENLIEAFSH. &
HFasH. KirFauEREFERHRTANE RE2HHBINETRNER
A RIFEAMLE.

TNC IZRERDA 3 E:

MEZnBE: NETERANMEERNZER, SHFMA VPN F1802.1X
FRA, X—EEHE NAR (WEipiEEK). PEP (REEHATT) F1 NAA (ML
I EE) 3 NAH;

TEMHER X—EERE-ENZ2RETE ARGHIEERE)NZEER
;

13
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REMEER: X—EAREBENRKIE AR IREEER.TNC B NEHTE
BX, BEMBIEERENTERER, KiE—ENRERBYXEERH
71, RERBAWBERESMNEEE, MNMBRMESERN TS,

IhaERE
o IEIM
TRt sEHtE
EER ERWEE
— — JEIMC
AfEES IF-TNCCAP

e | BRI e~ ———— == === ———————— -

S|
IR

1-2-6 TNC MY 2R

TCA T{5i&E %R

TNC RELEXZ— NI, XERPRIFEEREMNEENT, BN
BEANFLETFEHMWA, BIMNKZEATENTFENERRA THENZNRS,
MEZFHRZIREE, RHETEWATEANNEREIE, WML EHERKE
HMERFSEETE. EET 2005 FHEHIENIEEERME (TCA) , BHE
RRTZIOE, TCAEHESEFSET TCGH TNCIRE, BNERTEEBEEA
IRF IR B = o X F LR E R R a R H 75 0%,

TCA BRI TEMR, AETMZEERITEFEI=ZDLE,. ZPABEXRNET
HE, BT INC, ZRMEARREXAT ZANERM, KiHEERkENFES
EHISRMANELER, HhRBEESMENTEE=T, RENEIBERENHEDE

14
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#EZEHNESHAE, XML REECTSHEE. RESEMIESSENG,
XARIEY & 5 M4 B EIAIE.

WHieliERE Vi le)E i 8% RIRETER
PR | i) 1\Y S R —— S
seiEtt RN RN _JIFaM _ RN
EER ERlEE E2WES EEREE
— — JIE-IMC — — JIE-IMC — — [ IMV
AEFEE M |IE-TNCCAP | P | IF-EPS _ REETE T
_ Lot L _ L
W£& i G P4 1a] 7SR
£ ) = ERE Bl RE#&

1-2-7 TCA WY 2R
1.2.7 TCM2.0/TPM2.0 S H#EiR
TCM2.0/TPM2.0 RABKRBEARABTERNE TETF TPM2.0/TCM2.0 ATIE
RN TEITERESLE, BEARTEEZNE TCM2.0/TPM2.0 BIXBEFE, EF
REEBRARBEERASR,

ALHEESETREU/R WEEFXT TPM N/RER LEEROEE,

TCM2.0/TPM2.0 {2t L£INEE :

REIRA: ERHRBUGSRMEZA, REETEEI MAC HIIEE] IP iy
UERIRF, MAREZERRN.

BRREEN: ERRAN, REETEGNBNEENS.

15
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BReF M ETUERITUERSENRGREN MREBHRED
RR2RE,

NVRAM 77f#: & IT BLRREGMEEN, BEEBRREAHFUARNIRE
MEFEAXNESHE, MEAE NVRAM MR TPM SE4EFEBEAE .
RERRIER: EAF TPM REZHT, 1T ARERRERIEPRFHIRE

BRAERMR—TRARIWIAE, REGTTRESERENMERIIHED
RECERERN.

EEREMN: MREFREBPEMBEFESE, WIUEREHREITR
SERVEIR FHTEX,

BB XMIINELR— T aERPAELANRNSN, BETRT

TPM EHZEZEZMNZAPSHRIENESREIEESD, DRI
EIRINEE,

JEEME PCR: E—ROIEREEASRENRTHENSSHER DR, B
A, AEEBRAT, SRERSOAARPURSELXE, BHOBAEN,
WERBRXHEF,

REEE: FAEMENEROTULF, NMAFEREMEE TPM FiF.

BREWMIRARZR: E—RUERRITPNEES|I BAHERTZEHRK. MX
En@ELETAMENIEREREAMENEEERERT .

2. KB G R INRERF

(1) BHRT &

16
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TR ARZEELNEZERZRE, EEXMREARZFTENUGER. VB

BIEEILUTIR:
1) FE—NMEA;

2) ASBE—NETYRIE B #TEE, BEEE, AlB;

3) MHSEIEEBHTIAE, £/ hash(AlB);

4) FIRDIEFEEREREEN A,

BIEROEEA: A<-hash(Rig AlB). BIENA SHA-1 XHER “abc” B4#
E, B% 0 #7¥ E, B3: "ccd5bd41458de644ac34a2478b58ff819 bef5acf”
I RERA—RINT BREERDN, EAERXMERTHRY BHERE, ATFR2
[EAENEYE, BNEEMBEIZNE, Bit, —EFERET E, MARELE
CEECERERMBRARIER, AM, M 32 FHH SHA-256 A6, B
KESHRNFRAHEX, XTMEEKEEBSEULUETERAMNIER, mXN
FMEERNFERN TPM PREXSEN., TENVBTERFEEREESFR(PCR)
fME., PCR 2—THTEREBEHFENSTFHRT BA PCR PHERARTERE. &
& PCR BRTRYFIFARTE, EREERKEELRE, BBAHSMWES—
MHR, XNMERELUHAIN PCR EFFL, XEFEEE— I RRUGHEFE.
EHFHECELEN, REBFNATPSEFESXPIREHRELIN, VRS
B+ TPM H&EItEEF., HIFEAFIERT TPM BIERRESER. BT B,
— N ETR—BRFNE AEERAERER, BASHXNSHIHINERHEL
*. VEEIBANERBNESBER.

(2) PCR (FEERESHF=H)

17
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FEREFFR(PRIZUGERNXBRMEZ—., ENETERRRRM—FPEH
ER(EE)WHFRENTE, BFEFEE LETHREMZRAERNEELIE. PCR
BT ERNRN TR, 2—MEREATE(PCR FH{E=HASH(PCR |BIEF R
#R)). IRENIHTEERBEERERE. REAMNTRXE PR HERKRSENN
K&, PCR AT LUR T & & KR B — 4 E L £ R EFR AW IE(attestation) 5
quote(5IAIESE), AMEOILAEIRRRNREEPER PCR KIRFIHEWRNER.
IERMANEELERH#THET, £RE, EANEXLESEERFERR, FH
BEEESERERLUE. EEEH, TPM PCR RiERE., HNARFEEREN
REEF PCRIE, H&E=FEHEIEE PCRENSZHIEHHIBETEHN, BEZ
ERZEEXR, UERESSZS) PCR, PRIKBYENRISMRMNEEHABE
BRERRBINARERF. B, PR N EAEETHNRE(BENRBHE ST
PCR)FEFISI SERNEEXH(BETETHNESH PCR),

(3) NVRAM 7xfi#

£ PC HHBRHILREFE N/ E NVRAM FEB2IFEEHN. EULUE
2, —B PC XA, XERAEATH, XLEAAH/MBXHIRETERE
BRibinEEE, FERMERSENABET ZEROEEERBAE, TPM Y
NVRAM BERECEM T AIEFIIRENEE, XRKEUUBAFRHU—LEHE, mA
AELOHATRINCESNEEMRERR, Lo, RTTLUER NVRAM 17653 PC TE
R EEFHNERANER, PCTENOEEENBERUEREESISAPEHN
ZEEMBENEW T ZBZE, MR FiEE NVRAM hEfEEIEA,

(4) LK (entity)

18
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SL{R(entity) @ O] EIR P — PO LUET AWEZE RS FININE, tJSRLAER
BIE:

KAMEELAR(hierarchy, FHEEHENFIAN PCR);
IEZHRMESLAR(NY R5I);
MR (BHMEIR) ;
ZRMELIR(FHEIENRIE),
(5) BEZ% (Hierarchy)

hierarchy 2 —1MXA&ES, HEEXE, HMEA—NMARKER, XLEIAK
BFEKA LR (hierarchy TIR)EMBHEXNRIMEMT R, MR PHEH, NV
KR3IBF—" hierarchy, ERERD, BRKAMSLAESIS, SSAETLMEA—NERK
MR, S herarchy NEBRIE—MNF (—DKREIBENEL) , HOEREMN,
KEARMEIECNREBRZI, AIERAXMTMFEUREENR, MEFEFHERER.
XLETE hierarchy TRESHZEMERFE, BAERMNBENNZF. B hierarchy B
—/MEREY proof &, proof PRI 4R, HWOJET hierarchy #F&m, oIfE
REEMA proof B, HEFRRHATIERNERBZUGRBERN., BF, TEIR
EF proof £ — 1N HMACZ$E, RETEREEREECEM—KR HMACHHE,
FEEESHIBEMAL TPM 8, BiIKZE HMAC FIBTEURESSM ., hierarchy TTLL
RAGE(EERNRRR), LIRS XN(ERRKER). 81 hierarchy %t
X EAR A ENTEEIER. SXAP. SXRASRONARFMIGEFE XK,
ol{SHR P Y Hirerarchy BYERE1E:

19
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FAM Hierarchy: 83 F & Hierarchy (HEEFERHER) . =%
Hierarchy (#tSE&FB&ER) ME P Hierarchy (IREFPRARRE,
BARE—NEMAEXZEN, HEMSEERE) ;

ZZ(NULL)Hierarchy: 2 hierarchy 5= A M hierarchy 21, BoJA
BE®E, ETEZHALIGEFER. SAZ Hierarchy B, TJLUET]
ERIM—TBHINLERET. FTEIRBENEZZ Hierarchy WM FREHF
AR, TfERERERFEMNMFEARA—E,

(6) HIRIRN

FEOER PR LA ERREINGERAEKE. BTLRERELR TMERSL
REIPR S, 1ERIEAN(EA) EEERH AT REAIEN

25 (BX) : ARERERD, fINERIERFSZA BIOS AFER
RZEFINRERT, BEIER HMAC REMNKHMEZLERFIEF A HMAC
RN A ERRSNFIMRERANE R,
HMAC %3f: AXRERRT, H323RMEF TPM BERONRIERFEIEK
S, ER5S TPM BENRHR TSN, ER HMAC S#HUENMEIKRANE
FERBVEN, HINEERERSE LEM TPM,
B2 (Fwn, BEERER) . S REERESENLLER IT ARNR,
HRTBEXE, TABREER, EASBREEAFEZRE,
BENEHESS . Alan, SIMIEHE OT AR @ R E VIR SUR A 2R B BIHE X
XZ EA 5 EREIEE. flan, EVHIEZER=Rt LURRI EL TR £

20
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RS ERNATE GPS TJRIAN L FHEXE, XEBR T o]{SIRMNMA
TUERIE ST TR GPS LHRHIE N,

Bl PCR BEAZARSHAE: NRRZASHEERKGECLWHIR,
M aT ARG LE R e N5 2248,

NEBFEAFEDSREBANARIE: MERIAL, XNAFIERENGHSE
EXRBTF CPU XI4FERERIIIDR, HIENETF IntelTXT 1 AMD 89 AMD-v 52
ey Flicker (EFFR, HERRE-BEXZERM) , FHEITRHE—ANE,
TEHBRIERE, IMRERZUTUESERNTLZ2BRENMMEA,

B8 FEHEXHNREEZHNERRHERLNEAN, XFERRITHEE
#, RARFEELERITHRIRIE,

RERHELESME: NHASHHESELTREEZ N, FEERNR, XA
EEPTIRE REEER—EXRHHNZEA,

NV Z5|{E: — B HENERFRFIERELEAIZEN 1 5 0 8, XXTEHEB
B ZAREH,

NV Z&35|: ogfAETF NV R3|Z2EEE AKHTEN,

MIEFERE: 2 ERREIERAFPXRREZES,

1.3 futureTPM

1.3.1 TE i ERAEIGEIHE &
ERMERN. EFHE. YMEN. oitE. RRESKANLRMNA, o
S ERAtEIGRSHEIN BB R)=:

21
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£ W # KX T KA B R B TRE RS
1) ERHUEHESHE, RUTESEN]ETER
2) :
3) ;
4) : ;
1.3. |
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